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The information contained in this publication has been contributed by members of the High-Level Experts
Group (HLEG) on the basis of information that is publicly available. Neither ITU nor any person acting on
its behalf is responsible for any use that might be made of the information contained in this Report. ITU is
not responsible for the content or the external websites referred to in this Report. The views expressed in
this publication are those of the authors only and do not reflect in any way the official views of ITU or its
membership or engage the ITU in any way.

Denominations and classifications employed in this publication do not imply any opinion on the part
of the ITU concerning the legal or other status of any territory or any endorsement or acceptance of any
boundary.
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Message from
the Secretary - General
Dr Hamadoun I. Touré

Building confidence and security in the use of Information and Communication Technologies
(ICTs) is one of the most important, and most complex, challenges we face today.
Promoting cybersecurity is a top priority, if we are to reap the full benefits of the digi-
tal revolution and the new and evolving communication technologies coming onto the
market. At the same time, maintaining cybersecurity is a culture, spanning different
disciplines, that needs to be built into our approach towards, and our adoption of, these
new technologies.

This is why | am convinced that ITU, with its tradition as an international
forum for cooperation and its important work in technical standards for
security, has a vital contribution to make in promoting cybersecurity. ITU can

draw on its expertise in standardization specifications and communications engi-
neering, as well as its experience in direct technical assistance to members,
to build a multi-disciplinary approach towards maintaining cybersecu-
rity. ITU’s significant work in the security of IMT (3G) mobile telephony
and Public Key Infrastructure, enabling digital signatures, are just a few
examples of our work to ensure secure, reliable and
user-friendly communications.

And yet, ITU must work alongside other key stakeholders in the field, if

modern communication systems are to remain secure. And this is why the work of
the High-Level Experts Group is highly significant. ITU’s Global Cybersecurity Agenda has benefited from the advice of a
panel of key policy-makers and leading specialists from major private sector firms and academic institutions for debating
the pivotal issues in cybersecurity and developing consensus on the way forward. By bringing together the major players,
ITU sought to build their ownership and commitment to a cross-disciplinary consensus approach. These leading experts
have freely given their time, knowledge and experience to establish a common understanding of the issues involved.
I am convinced that their inspiring thought leadership and buy-in will benefit all, with recommendations on key steps
forward for legislative frameworks, technical and procedural measures, organizational structures, capacity-building and
international cooperation. The work of this High-Level Experts Group has ensured that the Global Cybersecurity Agenda will
remain a key framework for international cooperation to promote cybersecurity going forward. | am deeply grateful to
all members of the HLEG for their sincere efforts and commitment in advancing this key initiative of the ITU to promote
cybsersecurity.

Dr Hamadoun |. Touré
Secretary-General, ITU




Message from His Excellency
the President of Burkina Faso
Patron of the
Global Cybersecurity Agenda

Information and communication technologies (ICTs) play a decisive role in the
development process.

In order to take full advantage of all the opportunities, the time has therefore come to
establish solid

foundations more conducive to bringing about the desired economic growth.

In Africa, and indeed worldwide, ever-increasing numbers of people are using ICTs
and the services they enable. It is therefore both desirable and necessary to provide
them with a safe and secure

cyberenvironment.

This is the main reason why | am pledging my personal support, and agreeing to serve
as a patron,

for the Global Cybersecurity Agenda, initiated by the International Telecommunication
Union (ITU).

Given the interdependencies that are created by information and communication
technologies, | appeal to Member States to be unstinting in their commitment to
ensuring the success of the Agenda as an

appropriate framework for cooperation.

Countries must focus their political responsibility and spare no effort on developing
agreements that are sufficiently effective and flexible to stem cybercrime.

It is in this spirit that Burkina Faso will make its contribution to ensuring full
realization of the

Global Cybersecurity Agenda in the interests of making the world a safer place.

For my part, | will give all the necessary time and support to this undertaking,
confident as | am of the backing of my African peers and the international community.

Blaise Compoare
President of Burkina Faso




Message from
the President of Costa-Rica
Patron of the
Global Cybersecurity Agenda

Like any other technology, Information and Communication Technologies (ICTs) can be put
to work for the greater good or for the greater evil. ICTs can be used to spread great knowl-
edge, raise awareness and gain a university degree, but they can also be used to destroy
someone’s reputation or create entrenched prejudice, by disseminating false and misleading
information. ICTs can be used to the good for long-distance diagnosis and telemedicine in
healthcare, but they also propagate dangerous computer viruses that can cause critical com-
puter systems to crash and the loss of vital data. ICTs can allow business entrepreneurs to
access new markets and sell goods abroad, but they also enable crooks to swindle trusting
would-be customers out of millions of dollars. Like any other technology, ICTs offer bound-
less opportunities that we are only just beginning to explore, but also

various pitfalls and online dangers.

Information is a vital weapon in war, where it is vital in shaping public perceptions and the will, and ability, of the
international community to take action. However, new forms of information warfare are evolving rapidly, breaking

new ground in the flow and control of information during conflict.'Hacktivism'is now a recognized form of information
warfare, from defacements of commercial websites and the downing of competitors’sites and systems to attacks on
minorities’ cultural and religious presence online. The ability to attack other countries’ critical systems and communication
capabilities in times of conflict is the new form of cyber-warfare and may ultimately prove far more damaging, and far
more powerful, than a country’s military presence.

Such incidents are difficult to monitor, and even harder to respond to, given the international and borderless nature of
the Internet and cyberspace - what are the rules and laws governing these new forms of attack? And who should define
these rules? | have spent my life working for education and for peace, and | believe that the answers to these questions
can only come through coordinated multilateral action.

The ITU has taken significant steps to address these challenges and has established an international framework for
dialogue and coordination to promote cybersecurity, the ITU Global Cybersecurity Agenda. The ITU has assembled a
panel of leading experts to advise the ITU Secretary-General on key trends in cybersecurity and cyberthreats online

and how these threats can be countered. But cyberpeace cannot be achieved without the awareness and participation
of all who venture online — who, by their everyday activities, cast a vote for a safe and secure information society. And
this is why | invite you to join with me in supporting ITU’s key initiative to promote cybersecurity, the Global Cybersecurity
Agenda, because peace and safety in the virtual world is becoming an ever more essential part of peace and safety in our
everyday lives.

Dr. Oscar Arias Sanchez
President of the Republic of Costa Rica,

Nobel Peace Prize Laureate




Message from
the Chairman of the HLEG
Stein Schjolberg

On 17 May 2007, the ITU Secretary-General launched the Global Cybersecurity Agenda
(GCA) as ITU’s leading initiative to promote cybersecurity. To inform ITU’s work on this
top priority, the Secretary-General benefited from the advice of the High-Level Experts
Group (HLEG), an expert panel of over one hundred leading specialists, policy-makers
and practitioners in the field. The Secretary-General sought the guidance of this Group
of experts on key trends shaping confidence and security in the use of ICTs, as well as
ways in which Member States and Members can respond to emerging challenges to
cybersecurity. | was deeply honoured when the Secretary-General personally invited
me to chair the work of this important Group.

The HLEG held three official Meetings and two ad-hoc Meetings from October 5, 2007,
until June 26, 2008. The Report of the Chairman of HLEG was delivered to the Secre-
tary- General in August 2008.

The HLEG Members acted in their personal capacity and at their own expense. |

would like to extend my sincere thanks to the Work Area leaders, and the contributing
authors, and all HLEG Members for their active participation and superlative contributions, which have helped make the
collaborative efforts of the HLEG a success and have made this Global Strategic Report possible.

The work of the HLEG has resulted in proposed recommendations and global strategies and for addressing the wide
range of challenges relating to global cybersecurity, including cybercrime, on legal measures, technical and procedural
measures, organizational structures, capacity building, and international cooperation.

Most of the HLEG Members were in broad agreement on many recommendations, but it did not always prove possible to
achieve full consensus on all aspects of the HLEG ‘s work. But he HLEG Members were in full agreement that vital action
is needed to promote cybersecurity and that ITU has an important role to play.

I would like to thank ITU Secretary-General for giving me the opportunity to be the chairman of this illustrious Group and
to contribute to the work of the important ITU initiative. | am proud to have been a part of this, and | am pleased to have
been able to contribute to its important work and significant achievements.

Finally, | wish extend my thanks to the Corporate Strategy Division, Alex Ntoko and his Staff, for their outstanding assis-
tance that made it possible finishing the reports and recommendations as scheduled.

Stein Schjolberg

Chief Judge at the Moss District Court, Norway
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International cooperation
for Cybersecurity

1.1. Introduction

Cyberspace is one of the great legal frontiers of our time. From 2000 to 2008, the Internet has expanded
at an average annual rate of 290% on a global level, and currently an estimated 1.4 billion people are “on
the Net" The impact of the Internet on societies has been so fast and far-reaching, that codes of ethics,
common sense of justice, and penal legislation have all been stretched to keep pace. In order to establish
ethical standards in cyberspace, penal legislation must be enacted with clarity and specificity, rather than
relying on extensions and vague interpretations of existing legislation. Perpetrators and offenders can
then be justly convicted for their explicit acts and not by existing provisions stretched in interpretation, or
by provisions enacted for other purposes, covering cybercrimes only incidentally or peripherally.

Currently, the question of how to address the evolving challenges posed by cybercrime and other
information security and network security issues to legal systems is being actively discussed.? There are
two distinct levels at which to answer these challenges - general solutions or international approaches
through international organizations; and individual solutions, either by single countries (national
approaches) or by groups of countries from a geographic region (regional approaches). Both approaches
have advantages and disadvantages.

Cybercrime is truly borderless and, potentially, transnational.* Offenders can, in general, target users in any
country in the world, so international cooperation of law enforcement agencies is essential for international
cybercrime investigations.* International investigations depend on reliable means of cooperation and
effective harmonization of laws. Based on the common principle of dual criminality,® effective cooperation
firstly requires a harmonization of substantive criminal law provisions to prevent safe havens.® Furthermore,
itis necessary to harmonize investigation instruments to ensure that all countries involved in international
investigations have the necessary instruments in place to carry out their investigations. Finally, the effective
cooperation of law enforcement agencies requires effective practical procedures (e.g. effective requests
for evidence and investigation and extradition procedures).” The importance of harmonization reflects the
need for a national strategy on cybercrime and other information security and network security issues to
participate in the global harmonization process.

The importance of achieving a single standard should not necessitate the creation of further model
laws, if strategies are developed to prevent conflict between the different approaches. In order to ensure
compliance with international standards, the following section introduces the legal standards defined by
the Council of Europe’s Convention on Cybercrime, recognized by the WSIS as a regional initiative,® as well
as areas of law not included in the Convention on Cybercrime.

1 ITU World ICT/Telecommunication Indicators Database.

2 For an overview about the discussion see: Gercke, National, Regional and International Legal Approaches in
the Fight against Cybercrime, CRi 2008, Issue 1, page 7-13.

3 Regarding the extent of transnational attacks in the most damaging cyber attacks see: Sofaer/Goodman,

Cyber Crime and Security — The Transnational Dimension in Sofaer/Goodman, The Transnational Dimension of Cyber
Crime and Terrorism, 2001, page 7 — available at: Attp://media. hoover.org/documents/0817999825 1.pdf (last visited:
January 2008).

4 Regarding the need for international cooperation in the fight against Cybercrime see: Putnam/Elliott,
International Responses to Cyber Crime, in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and
Terrorism, 2001, page 35 et seq. — available at: http://media.hoover.org/documents/0817999825 35.pdf (last visited:
January 2008); Sofaer/Goodman, Cyber Crime and Security — The Transnational Dimension in Sofaer/Goodman, The
Transnational Dimension of Cyber Crime and Terrorism, 2001, page 1 et seq. — available at: http://media.hoover.org/
documents/0817999825 1.pdf (last visited: January 2008).

5 Dual criminality exists if the offence is a crime under both the requestor and requesting party’s laws. The dif-
ficulties the dual criminality principle can cause within international investigations are currently addressed in a number
of international conventions and treaties. One example is Art. 2 of the EU Framework Decision of 13 June 2002 on the
European arrest warrant and the surrender procedures between Member States (2002/584/JHA).

6 Regarding the dual criminality principle in international investigations see: United Nations Manual on the
Prevention and Control of Computer-Related Crime, 269 — available at Attp://www.uncjin.org/Documents/EighthCon-
gress.html (last visited: January 2008); Schjolberg/Hubbard, Harmonizing National Legal Approaches on Cybercrime,
2005, page 5 — available at: www.itu.int/osg/spu/cybersecurity/ presentations/sessionl2_schjolberg.pdf (last visited:

January 2008).
7 See the Council of Europe Convention on Cybercrime, Art. 23 — Art. 35.
8 Tunis Agenda for the Information Society, available from fyww.itu.int/wsis/index.html.
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A fundamental role of ITU, following the World Summit on the Information Society (WSIS) and the 2006
ITU Plenipotentiary Conference is to build confidence and security in the use of ICTs. At the WSIS, world
leaders and governments designated ITU to facilitate the implementation of WSIS Action Line C5,“Building
confidence and security in the use of ICTs". In this capacity, ITU is seeking consensus on a framework for
international cooperation in cybersecurity to reach a common understanding of cybersecurity threats
among countries at all stages of economic development.

The GCA and the HLEG should adhere to the goals adopted by the Tunis Agenda for the Information
Society. The Tunis Agenda (paragraphs 40 and 42), reads as follows:

“We call upon governments in cooperation with other stakeholders to develop necessary legislation for the
investigation and prosecution of cybercrime, noting existing frameworks, for example, UNGA Resolutions
55/63 and 56/121 on “Combating the criminal misuse of information technologies”and regional initiatives
including, but not limited to, the Council of Europe’s Convention on Cybercrime”(Paragraph 40).

“We affirm that measures undertaken to ensure Internet stability and security, to fight cybercrime and to
counter spam, must protect and respect the provisions for privacy and freedom of expression as contained
in the relevant parts of the Universal Declaration of Human Rights and the Geneva Declaration of Principles”
(Paragraph 42).
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1.2. Existing regional legislative measures

1.2.1. The Council of Europe’s Convention on Cybercrime

The 2001 Council of Europe’s Convention on Cybercrime® was a historic milestone in the fight against
cybercrime. It entered into force on 1 July 2004. By January 2008, twenty-one states had ratified the
Convention, while twenty-two states had signed, but not yet ratified, the Convention. In the WSIS Tunis
Agenda for the Information Society, governments recognized the Convention as a regional initiative.”” The
Convention consists of four chapters:

1) Chapter | on the use of terms includes definitions on computer systems, computer data, service
providers and traffic data;

2) Chapter Il on measures to be taken at the national level includes sections on substantive criminal law,
procedural law and jurisdiction. The section on substantive criminal law identifies offences against
the confidentiality, integrity and availability of computer data and systems (such as illegal access,
illegal interception, data interference, system interference and misuse of devices). Computer-
related offences include forgery and fraud. Content-related offences are offences related to child
pornography, and offences related to infringements of copyright and related rights. The section on
procedural law includes common provisions that apply to the Convention’s articles on substantive
criminal law, and to other criminal offences committed by means of a computer system, and to
the collection of evidence in electronic form relating to criminal offences. There is a provision on
expedited preservation of stored computer data, covering expedited preservation and partial
disclosure of traffic data. The section includes also provisions on production order, search and
seizure of stored computer data, real-time collection of traffic data, and interception of content
data. Provisions on jurisdiction are dealt with in a separate section.

3) Chapter Il on international cooperation includes general principles relating to international
cooperation, extradition, mutual assistance and spontaneous information. The chapter contains
procedures pertaining to requests for mutual assistance in the absence of applicable international
agreements, and to confidentiality and limitation on use, including specific provisions on mutual
assistance regarding provisional measures, mutual assistance regarding investigative powers, and
a provision for a 24/7 network.

4) Chapter IV on final provisions contains the final clauses, mainly in accordance with standard
provisions in Council of Europe treaties. In accordance with Article 40, any State may declare that it
avails itself of the possibility of requiring additional elements, as provided for under certain articles.
In accordance with Article 42, any State may declare that it avails itself of the reservations provided
for in certain articles.

By ratifying or acceding to the Convention, countries agree to ensure that their domestic laws criminalize
the conducts described in the section on substantive criminal law, and establish the procedural tools
necessary to investigate and prosecute such crimes. The Convention on Cybercrime uses technology-
neutral language, so that it applies and covers both current and future technologies. States may exclude
petty or insignificant misconduct from the offences it defines. Offences must be committed intentionally
for criminal liability to arise. Intention may be understood as willfully and/or knowingly, but this is left
to national interpretation. Additional specific intentional elements only apply to certain offences - for
instance, to computer-related fraud, with the requirement of fraudulent or dishonest intent of procuring
economic benefit.

International coordination and cooperation are necessary for the prosecution of cybercrime and other
information security and network security issues and governments must take innovative steps to curb
this serious threat. Offences must be committed ‘without right; referring to conduct undertaken without
authority or conduct not covered by established legal defenses, excuses, justifications or relevant principles
under domestic law. These definitions are not intended to criminalize legitimate and common activities
inherent in the design of systems and networks, or legitimate operating or commercial practices.

9 See http://www.conventions.coe.int.
10 Tunis Agenda for the Information Society, available from pyww.itu.int/wsis/index.html.
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1.2.2. G8 Group of States

The G8 Group of States'' established the Subgroup of High-Tech Crime (the Leon Group) in 1997. At a
meeting in Washington D.C. in that year, the G8 countries adopted Ten Principles to combat computer
crime to ensure that there were no “safe havens” for criminals anywhere in the world.

At a meeting of the G8 Justice and Home Affairs Ministers in Washington D.C. on 10-11 May 2004, the
G8 Ministers issued a joint communiqué stating that, with the Council of Europe Convention of Cybercrime
coming into force, the states should take steps to encourage the adoption of the legal standards contained
within it on a broad basis. Another statement from a G8 Meeting in 2005 emphasized the following goal,
“to ensure that law enforcement agencies can quickly respond to serious cyber-threats and incidents”.

Legal Measures

At their 2006 Moscow Meeting, the G8 Justice and Home Affairs Ministers held further discussions on
combating terrorism and cybercrime and other information security and network security issues and the
necessity of improving effective counter-measures.’? They issued the following statement:

“We also discussed issues related to sharing accumulated international experience in combating
terrorism, as well as a comparative analysis of relevant pieces of legislation on that score. We
discussed the necessity of improving effective countermeasures that will prevent IT terrorism and
terrorist acts in this sphere of high technologies. For that, it is necessary to devise a set of measures
to prevent such possible criminal acts, including in the sphere of telecommunication. That includes
work against the selling of private data, counterfeit information and application of viruses and other
harmful computer programs. We will instruct our experts to generate unified approaches to fighting
cyber criminality, and we will need an international legal base for this particular work, and we will
apply all of that to prevent terrorists from using computer and Internet sites for hiring new terrorists
and the recruitment of other illegal actors”.

Technical and Procedural
Measures for Cybersecurity

The G8 Summit in 2006 was held in St. Petersburg and culminated in a Summit Declaration on Counter-
Terrorism, including the following statement:

“We reaffirm our commitment to collaborative work, with our international partners, to combat the
terrorist threat, including:

Implementing and improving the international legal framework on counter-terrorism;

Effectively countering attempts to misuse cyberspace for terrorist purposes, including incitement
to commit terrorist acts, to communicate and plan terrorist acts, as well as recruitment and training
of terrorists;”

Organizational
Structures

At the Meeting of the G8 Justice and Interior Ministers in Munich on 23-25 May 2007, Ministers also agreed
“to work towards criminalizing, within national legal frameworks, specific forms of misusing the Internet
for terrorist purposes”.

1.2.3.The European Union (EU) 3

The Council of the European Union adopted a proposal in 2003 for a Council Framework Decision on attacks
against information systems, which entered into force in 2005. The European Union Framework Decision
supplements the Convention on Cybercrime and includes articles on illegal access to information systems,
illegal system interference and illegal data interference.

Capacity Building

In the latest development, the EU Commission considered an initiative in May 2007 regarding European
legislation against identity theft, called “Towards a general policy on the fight against cybercrime”. The
Commission organized an EU Expert Meeting on Cybercrime in November 2007, which represented an
important next step for the EU in implementing the general policy outlined by the Commission. Delegates
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c 12 G8 Information Centre, University of Toronto, Canada, see www.g7.utoronto.ca.
z 13 See www.europa.int.
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“The increasing prevalence of cybercrime across Europe, spanning large-scale attacks in Estonia,
identity theft in Spain, illegal content and high-profile online child abuse incidents in Austria,
Germany, Italy and the UK, highlights the need for concerted action. Indeed successful operations
such as “Operation Koala” and the global hunt for the “Vico” paedophile depends on regional and
international cooperation. The conclusions of today’s meeting represent an important step by the EU
to establish the cooperative links upon which such success is built.”

1.2.4. Asian Pacific Economic Cooperation (APEC)

At a meeting in Mexico in 2002, the leaders of the Asian Pacific Economic Cooperation (APEC)™ committed
to: “Endeavour to enact a comprehensive set of laws relating to cybersecurity and cybercrime”. Similar
statements were made at Ministerial Meetings in 2002 and 2005, when the Ministers renewed their
commitment, stating that they encourage all economies to study the Convention on Cybercrime and
endeavor to enact a comprehensive set of laws relating to cybersecurity and cybercrime that are consistent
with international legal instruments, including the United Nations General Assembly Resolution 55/63
(2000) and the Convention on Cybercrime.

APEC's Telecommunications and Information Working Group (TEL WG) continues its work to address
cybersecurity and cybercrime. TEL WG adopted the APEC Cybersecurity Strategy in 2002 to implement the
objectives set by leaders and Ministers on cybercrime and critical infrastructure protection. In response
to this call from leaders, the Security and Prosperity Steering Group (SPSG) under TELWG sponsored three
consecutive conferences of experts in Bangkok, Hanoi, and Seoul in 2003, 2004 and 2005, focusing on
capacity-building and legislative drafting of comprehensive cybercrime laws. Building on the success of
these conferences, follow-up assistance was provided to individual economies to address their specificissues
and needs in establishing comprehensive legal frameworks and developing effective law enforcement and
cybercrime investigative units. A Judge and Prosecutor Cybercrime Enforcement Capacity Building Project
is also underway for APEC economies to assist with capacity-building in legal expertise on cybercrime.

The legal development section of the APEC Cybersecurity Strategy has also stressed the importance of
a legal framework on cybercrime and recognized the Convention on Cybercrime as the first multilateral
legal instrument. It has encouraged APEC economies to adopt, facilitate the efforts to develop and report
on their comprehensive substantive, procedural and mutual assistance laws and policies. Complementary
to the strategy, TELWG adopted the APEC Strategy to Ensure A Trusted, Secure and Sustainable Online
Environment in 2005. This strategy lists seven action item areas to promote close cooperation among all
stakeholders in APEC economies to promote online security. From the legal perspective, strategic actions
have been taken to “address the threat posed by the misuse, malicious use and criminal use of the online
environment by ensuring that legal and policy frameworks address substantive, procedural and mutual
legal assistance arrangements”.

TELWG has hosted many workshops to implement UN General Assembly Resolution 55/63 (“Combating
the criminal misuse of information”) and combat emerging cyberthreats and crime on topics as diverse as
spam, wireless security, malware, cybersecurity exercise, botnets, hand-held mobile device security and ICT
products/services security, among others. Some workshops were co-organized in conjunction with other
international organizations (including ASEAN, ITU and OECD). The consistency of legal frameworks and
mutual assistance between law enforcement authorities are major recurring issues. A joint APEC-ASEAN
workshop on network security was held in Manila in 2007 to share knowledge and experiences in capacity-
building in cybersecurity and cybercrime. The Convention on Cybercrime was introduced as a reference
legal model for APEC and ASEAN members. Discussions were also held on legislation, building technical
expertise in CSIRTs and digital forensics.

14 See www.apectelwg.org.
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1.2.5. Organization of American States (OAS)

The Ministers of Justice or Ministers or Attorneys General of the Americas in the Organization of American
States (OAS)' recommended the establishment of a group of governmental experts on cybercrime in Peru
in 1999. In 2004, the Fifth Meeting of Ministers of Justice or Ministers or Attorneys General of the Americas
(REMJA) in Washington D.C. approved conclusions and recommendations including:

“Member States should evaluate the advisability of implementing the principles of the Council
of Europe’s Convention on Cybercrime (2001), and consider the possibility of acceding to that
convention”,

In cooperation with the Council of Europe and Spain, OAS organized a conference in Madrid in December
2005, which culminated in the following conference statement:

“Strongly encourage States to consider the possibility of becoming Parties to this Convention in
order to make use of effective and compatible laws and tools to fight cybercrime, at domestic level
and on behalf of international cooperation”.

The Sixth Meeting of Ministers of Justice (REMJA) in June 2006 issued the following statement:

“...continue to strengthen cooperation with the Council of Europe so that the OAS Member States can
give consideration to applying the principles of the Council of Europe’s Convention on Cybercrime and
to acceding thereto, and to adopting the legal and other measures required for its implementation.
Similarly, that efforts continue to strengthen mechanisms for the exchange of information and
cooperation with other international organizations and agencies in the area of cybercrime, such
as the United Nations, the European Union, the Asia Pacific Economic Co-operation Forum, the
Organisation for Economic Cooperation and Development (OECD), the G-8, the Commonwealth, and
Interpol, in order for the OAS Member States to take advantage of progress in those forums".

The conclusions and recommendations of the Meeting were followed up at a plenary session in June 2007
and a resolution was adopted.'®

1.2.6. The Commonwealth

In an effort to harmonize computer-related criminal law in the Commonwealth countries,'” experts gathered
to present a model law to the Commonwealth Conference of Ministers in 2002. The law, entitled the
Computer and Computer Related Crimes Act, shares the same framework as the Convention on Cybercrime
to limit conflicting guidance. The model law serves as an example of common principles each country can
use to adapt framework legislation compatible with other Commonwealth countries. A further Meeting
of Senior Officials of Commonwealth Law Ministers was held in October 2007 to address laws to combat
terrorism and money-laundering.

1.2.7. Association of South East Asian Nations (ASEAN)

The Association of South East Asian Nations (ASEAN)'® agreed with China in 2003 to implement an ASEAN-
China Strategic Partnership for Peace and Prosperity, with a declaration that expressed their joint intent:

“to formulate cooperative and emergency response procedures for purposes of maintaining and
enhancing cybersecurity, and preventing and combating cybercrime.”

A Ministerial Meeting in 2004 in Bangkok issued a statement on cybercrime that recognized the need for
effective legal cooperation to fight transnational crime.
A statement from the ASEAN Regional Forum (ARF) in July 2006 emphasized that:

“Believing that an effective fight against cyber-attacks and terrorist misuse of cyberspace requires
increased, rapid and well functioning legal and other forms of cooperation, ARF participating states

15 See www.oas.org/juridico/english/cyber.htm.

16 See Resolution (AG/RES. 2266 (XXXVII-0/07)).
17 See www.thecommonwealth.org.

18 See www.aseansec.org.
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and organizations endeavor to enact, if they have not yet done so, and implement cybercrime
and cybersecurity laws in accordance with their national conditions and by referring to relevant
international instruments and recommendations/guidelines for the prevention, detection,
reduction, and mitigation of attacks to which they are party, including the ten recommendations
in the UN General Assembly Resolution 55/63 on ‘Combating the Criminal Misuse of Information
Technologies.

ARF participating countries and organization acknowledge the importance of a national framework
for cooperation and collaboration in addressing criminal, including terrorist, misuse of cyber space
and encourage the formulation of such a framework”.

Ministers of ASEAN member countries with responsibility for cooperation in combating transnational crime
met, together with China, in Brunei Darussalam in November 2007. They agreed that, given the emerging
challenges and increasing scope of transnational crime, the ASEAN-China Memorandum of Understanding
needed to be reviewed and revised. A Joint Communiqué from China, Japan and the Republic of Korea
made the following statement:

“We held a retreat to exchange views on strengthening ASEAN + 3 cooperation in
combating transnational crime focusing on the emerging challenges of cybercrime and
its strong linkages to other transnational crime: for example, terrorism and trafficking-
in persons”.

1.2.8.The Arab League™

Several countries in the region have adopted cybercrime legislation, such as Pakistan, Saudi Arabia
and United Arabic Emirates (UAE). UAE was the first country in the region to adopt legislation, with its
Cybercrime Law No.2, enacted in February 2006. The Gulf Cooperation Council (GCC) (which includes
Bahrain, Kuwait, Oman, Qatar, Saudi Arabia and the UAE) ,recommended at a conference in June 2007 that
the GCC countries draft a treaty on cybercrime.

An ITU Regional Workshop for Cybersecurity and Critical Infrastructure Protection (CIIP) and Cybersecurity
Forensics was held in Doha in February 2008 and stressed the importance of reviewing national cybercrime
legislation to address threats in cyberspace and develop appropriate tools to combat cyber-attacks.

1.2.9. The African Union?°

The Southern African Development Community (SADC) (including Zambia, Zimbabwe, South Africa,
Malawi and Mozambique) initiated efforts to harmonize cybercrime laws in 2005. Progress in adopting
cybercrime legislation has generally been slower in the East Africa region (including Tanzania, Kenya and
Uganda), although Uganda has drafted a Computer Misuse Bill and its legislative process has started.
East African states are trying to coordinate their efforts, so that their legislation should be similar to the
cybercrime laws in the Southern African region. The Connect Africa Summit was held in Kigali, Rwanda, in
October 2007, to launch a global multi-stakeholder partnership aimed at promoting the development of
secure and reliable high-quality ICT infrastructure in Africa.

Some individual African countries have taken the initiative and forged ahead with legislation to address
cybercrime - Mauritius, South Africaand Zambia have all adopted such cybercrime legislation. A Cybercrime
Bill passed its Second Reading in the Parliament of Botswana in December 2007, and is expected to go for
a Third Reading in the near future, before it is signed into law.

1.2.10. The Organisation for Economic Cooperation and Development (OECD)

The Organisation for Economic Cooperation and Development (OECD)?' adopted new guidelines in 2002
on the Security of Information Systems and Networks: Towards a Culture of Security. These guidelines on
critical information infrastructure protection are not binding for Member States.

19 See www.arableagueonline.org.
20 See www.africa-union.org.
21 See www.oecd.org.



The OECD has held numerous meetings and workshops on different aspects of cybersecurity and computer
crime, including an OECD Global Forum on Information Systems and Network Security and Workshop on
Cybercrime held in Oslo, Norway, in 2003. The OECD Task Force on Spam was established in 2004 and delivered
its report in 2006. A joint APEC-OECD workshop on Security of Information was held in Seoul in 2005. Several
topics were discussed, including promoting global governmental incidents response. In April 2007 an APEC-
OECD Malware Workshop was held in Manila.

Legal Measures

The OECD was the first international organization to initiate guidelines for computer crime,?? but it does not
work today directly on cybercrime as such. Rather, it focuses more on cybersecurity, and promotes a global
coordinated policy approach building trust and confidence. The OECD Working Party on Information and
Privacy (WPISP) has developed international guidelines to promote cybersecurity.?

1.2.11.The Shanghai Cooperation Organization (SCO)

The Shanghai Cooperation Organization (SCO)? was established by the People’s Republic of China, the Russian
Federation, Kazakhstan, the Kyrgyz Republic, the Republic of Tajikistan and the Republic of Uzbekistan on 15
June 2001 by the Declaration of Shanghai Cooperation Organization. The Shanghai Convention on Combating
Terrorism, Separatism and Extremism states that member states are:

“firmly convinced that terrorism, separatism and extremism, as defined in this Convention, regardless
of their motives, cannot be justified under any circumstances, and that the perpetrators of such acts
should be prosecuted under the law”.

Technical and Procedural
Measures for Cybersecurity

For the purposes of the Convention, “terrorism” is defined as including:

“a. any act recognized as an offence in one of the treaties listed in the Annex to
this Convention (hereinafter referred to as “the Annex”) and as defined in this Treaty;
b. other acts intended..., as well as to organize, plan, aid and abet such act”.

The Seventh Council Meeting of SCO Heads of State was held on 16 August 2007, in the capital city of
Kyrgyz. At the meeting, Russia, Kazakhstan, Kyrgyzstan, Tajikistan, Uzbekistan and China signed a series
of important documents, among which the document, “SCO member countries action plan to safeguard
international information security”, is devoted to information security. Facing new challenges and threats
in the field of information security, SCO members will work together to jointly address growing network
and information security threats.
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1.3. Existing United Nations International
Provisions

1.3.1. The United Nations Convention against Transnational Organized Crime (TOC)

The United Nations Convention against Transnational Organized Crime was adopted by General Assembly
Resolution 55/25 in 15 November 2000. It is the main international instrument in the fight against
transnational organized crime, and seeks to promote international cooperation to prevent and combat
transnational organized crime more effectively.

Although the Convention does not provide a single, agreed definition of organized crime per se, its
provisions do provide elements of a concept of organized crime. For instance:
e Anorganized criminal group is defined as three or more persons working together to
commit one or more serious crimes in order to obtain financial or other material benefit.
e Transnational crimes are defined as:
- offences committed in more than one State;
- offences committed in one State, but a substantial part of preparation, planning, direction
or control takes place in another;
- offences committed in one State, but involving an organized criminal group that engages in
criminal activities in more than one State;
- offences committed in one State, but having substantial effects in another State.
e Serious crime is defined as conduct constituting an offence punishable by a maximum
deprivation of liberty of at least four years or a more serious penalty.

Scope of application
The Convention applies to the prevention, investigation and prosecution of:

a) Offences established in accordance with Articles 5 (criminalization of participation in an organized crime
group), 6 (criminalization of the laundering of the proceeds of crime); 8 (criminalization of corruption) and
23 (criminalization of obstruction of justice);

b) Serious crime (article 2 - see definition above). States’ Parties shall be able to rely on one another in
investigating, prosecuting and punishing crimes committed by organized criminal groups where either
the crimes or the groups who commit them have some element of transnational involvement.

1.3.2. United Nations system decisions, resolutions and recommendations
Some relevant United Nations system decisions, resolutions and recommendations include (in a non-
exhaustive list):

e CCPCJ 2007 Resolution 16/2 of April 2007 on “Effective crime prevention and criminal justice
responses to combat sexual exploitation of children” (notably, paragraphs 7 & 16).

e ECOSOC Resolution E/2007/20 of 26 July 2007 on “International cooperation in the prevention,
investigation, prosecution and punishment of economic fraud and identity-related crime
(E/2007/30 and E/2007/SR.45)".

e ECOSOC Resolution 2004/26 of 21 July 2004 on “International cooperation in the prevention,
investigation, prosecution and punishment of fraud, the criminal misuse and falsification of identity
and related crimes”.

e The"Vienna Declaration on Crime and Justice: Meeting the Challenges of the Twenty-first century”
(paragraph 18), endorsed by General Assembly Resolution 55/59 of 4 December 2000 and
paragraph 36 of “Plan of action for the implementation of the Vienna Declaration on Crime and
Justice: Meeting the Challenges of the Twenty-first century” annexed to, and noted by, General
Assembly Resolution 56/261 of 31 January 2002.

e TheBangkok Declaration on“Synergies and Responses: Strategic Alliances in Crime Prevention and
Criminal Justice” (paragraphs 15 and 16), endorsed by General Assembly Resolution 60/177 of 16
December 2005.
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e Recommendations of an ad hoc Congress Workshop on “Measures to Combat Computer-Related
Crime”". Paragraph 2 of General Assembly Resolution 60/177 invited Governments to implement all
the recommendations adopted by the Eleventh Congress.

e General Assembly Resolutions 55/63 of 4 December 2000 and 56/121 of 19 December 2001 on
“Combating the criminal misuse of information technologies”. This latter resolution invites Member
States, when developing national law, policy and practice, to combat the criminal misuse of
information technologies and to take into account, inter alia, the work and achievements of the
Commission on Crime Prevention and Criminal Justice.

e Various resolutions by the Commission on Narcotic Drugs, including Resolution 48/5 on
“Strengthening international cooperation in order to prevent the use of the Internet to commit
drug-related crime” and Commission on Narcotic Drugs Resolution 43/8 of 15 March 2000 on the
Internet. ECOSOC Resolution 2004/42 also addresses the “Sale of internationally controlled licit
drugs to individuals via the Internet”.

e Paragraph 17 of the General Assembly Resolution 60/178 of 16 December 2005 on “International
cooperation against the world drug problem”.

e ECOSOC Resolution 2004/42 on the “Sale of internationally controlled licit drugs to individuals via
the Internet”.

Subsidiary bodies of the Commission on Narcotic Drugs (e.g., the Sub-commission on Illicit Drug Traffic
and Related Matters in the Near and Middle East and regional HONLEA meetings) have also published
relevant conclusions and recommendations. Additionally, the International Narcotics Control Board (INCB)
published recommendations in its annual report for 2005 to curb the spread of illicit sales of controlled
substances over the Internet, particularly pharmaceutical preparations. The Board is also finalizing a set of
guidelines on this matter.

1.3.3. The International Telecommunication Union (ITU)

Held in conjunction with other partners, tThe ITU took the leading role in organizing the World Summit on
the Information Society (WSIS) held with other partners in two phases, in Geneva in 2003 and Tunis in 2005.
Governments, policy-makers and experts from around the world shared ideas and experiences about how
best to address the emerging issues associated with of the development of a global information society,
including the development compatible standards and laws. The outputs of the Summit are contained
in the Geneva Declaration of Principles, the Geneva Plan of Action; the Tunis Commitment and the Tunis
Agenda for the Information Society. Under the Tunis Agenda for the Information Society, ITU was entrusted
to take the lead as the sole facilitator for WSIS Action Line C5:“Building confidence and security in the use
of information and communication technologies (ICTs)".

The ITU Secretary General launched the Global Cybersecurity Agenda (GCA) in May 2007 by as a global
framework for dialogue and international cooperation aimed at proposing strategies to enhance security
in the Information Society.
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1.4. Critical Information Infrastructure Protection
(CIIP)

1.4.1. Principles for protecting critical information infrastructure

Principles for Critical Information Infrastructure Protection (ClIP) have been developed by the G8 Group
of countries. In 2003, the G8 Ministers of Justice and Interior adopted 11 principles®, which also formed
the basis for the UN principles adopted in 2004 on the “creation of a global culture of cybersecurity and
the protection of critical information infrastructure”. The coordinated cyber-attacks in Estonia in April/May
2007 clearly demonstrated the need for implementing such principles. Principles for protecting critical
information infrastructure are a vital part of society’s protection against cybercrime and cyberterrorism, as
well as national security strategies.

1.4.2. Cyberterrorism and terrorist use of the Internet®

Terrorism has been used to describe criminal conduct long before computer communication and network
technologies were developed. International organizations have been involved in the prevention of such
acts for a long time, but global society has not yet agreed upon a universal definition for terrorism. During
the final United Nations diplomatic conference of plenipotentiaries on the establishment of an International
Criminal Court,? serious crimes such as terrorism were discussed, but the conference regretted that no
generally acceptable definition could be agreed upon.

In Europe, a Council of Europe treaty, “The European Convention on the Suppression of Terrorism’, was
adopted in 1977 as a multilateral treaty. The treaty was in 2005 supplemented by the Council of Europe’s
Convention on the Prevention of Terrorism.?® In this Convention, a terrorist offence is defined as any of
the offences defined in the attached list of ten treaties contained in Appendix 1. The purpose or intent of
terrorist offences are described in the Convention as offences that aim:

“by their nature or context to seriously intimidate a population or unduly compel a government or
an international organization to perform or abstain from performing any act or seriously destabilize
or destroy the fundamental political, constitutional, economic or social structures of a country or an
international organization.”

Terrorism in cyberspace comprises both cybercrime and terrorism. Terrorist attacks in cyberspace
represent a category of cybercrime and a criminal misuse of information technologies.? The term
“cyberterrorism” is often used to describe this phenomenon.*® However, in using such a term, it is
important to understand that this is not a new category of crime.

Cyberterrorism has been defined as unlawful attacks and threats of attack against computers, networks, and
stored information to intimidate or coerce a government or its people in furtherance of specific political
or social objectives. An attack should result in damage to persons or property or cause sufficient harm
to generate fear. Serious attacks against critical infrastructures could constitute acts of cyberterrorism,
depending on their impact.?’

25 See fvww.g7.utoronto.cq , see also Dunn and Mauer: International CITP Handbook 2006 Vol. I, page 358-360.
26 Source: Stein Schjolberg: “Terrorism in Cyberspace - Myth or Reality?”” (2007), available from: www.cyber-
crimelaw.net.

27 Final Act of the United Nations diplomatic conference of plenipotentiaries on the establishment of an Interna-
tional Criminal Court, Rome July 17, 1998 (U.N. Doc. A/CONF.183/10).

28 The Council of Europe Convention on the Prevention of Terrorism will entered into force on 1 June, 2007.

29 See ASEAN Regional Forum Statement on cooperation in fighting cyber attack and terrorist misuse of cyber-
space (June 2006).

30 John Malcolm, Deputy Assistant Attorney General, US Department of Justice: Virtual Threat, Real Terror:
Cyberterrorism in the 21st Century; Testimony before the US Senate Committee on the Judiciary, 24 February 2004.

31 Dorothy E. Denning, Professor, Naval Postgraduate School, USA: Testimony before the Special Oversight

Panel on Terrorism, Committee on Armed Services, U.S. House of Representatives, May 2000.
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