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FIGURE 10. SITES THAT SHOW TIME OFFSET IN DATE
RESPONSE HEADER AS A FUNCTION OF WEBSITE POPULARITY
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3) Referer and Referer-Policy Headers

The Referer -sic- header, specified by RFC7231 allows the browser to inform the web
server to which the request is made about the URI from where the user made that
request. It is meant to provide information that can be processed on the server side
for logging or commercial analysis, for example, getting to know where customers
typically come from when reaching a given site. This header is also commonly used
as a key component of web tracking technologies.

In principle, Referer header poses a privacy concern, not a security one, since it reveals
information to a third party that a user might not want to be revealed. Sometimes,
however, a URL may carry sensitive information, for example, a session token or a
capability indicator [Cap2014], and under such circumstances the Referer header may
pose a security risk. Both, privacy and possible security risks, have led to the proposal
of a Referrer-Policy header (see W3C Editor’s draft at 2017). This header, currently
implemented by all major browsers, allows a website to control the information
carried by the Referer header in a rather fine-grained manner. It defines up to eight
different directives.

Our scanning database indicates that Referrer-Policy header is scarcely implemented.
Only 0.05% of HTTP responses, and 0.33% of HTTPS responses, contain some form
of a valid Referrer-Policy. The distribution of the different policies can be seen in
Table 6.



TABLE 6. REFERER DIRECTIVES

Referrer-Policy Directives HTTP Requests HTTPS Requests
no-referrer 26.97% 14.86%
no-referrer-when-downgrade 23.63% 29.25%

origin 14.32% 7.06%
origin-when-cross-origin 11.46% 17.73%
same-origin 5.97% 9.18%

strict-origin 5.01% 2.87%
strict-origin-when-cross-origin 7.64% 10.77%
unsafe-URL 0% 0%

Finally, the P3P header, related to users’ privacy settings, was not included as part of
this study since it is not implemented by any major browser other than Microsoft IE
and Edge. However, it is still being issued by 7.5% of the sites (6.9% of HTTP sites
and 8.4% of HTTPS ones).

5. CONCLUSIONS

We have presented a new analysis of implementation rate in Alexa’s top one million
websites of web security policies based on HTTP response headers. A careful data
gathering process was carried out to collect HT TP response headers from four different
requests for each domain in the list: http://domain, http://www.domain, https://domain
and https://www.domain. Redirections were followed. HTTPS issues were examined,
finding in particular that a sizeable number of sites, 29.1% of all HTTPS requests
made, exhibit some incorrect TLS configuration. They are typically X.509 certificate
errors, as the leading causes for TLS misconfiguration are name mismatching and
verification errors (self-signed certificates, untrusted CA’s or expired certificates).
We also compared HTTP response headers obtained from HTTP/1.1 and HTTP/2
equivalent requests and found that, besides some connection related headers, response
headers show no significant differences.

We repeatedly showed that security policies based on HTTP response headers are
always far more common in HTTPS websites that in HTTP sites. Those policies are
also noticeably more commonly implemented among highly popular sites than not
so popular ones. In fact, for all security headers analysed here, when implementation
rates are depicted against website popularity the resulting curve follows an exponential
decline pattern.
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In particular, we have found that HTTP Strict Transport Security policy is implemented
in about 38% among top one thousand HTTPS sites, but only 17.5% considering all
top one million websites. Content Security Policy, despite its powerful prevention
capability against Cross Site Scripting and other vulnerabilities, remains poorly
implemented at a global 1.6% among all one million websites. HTTPS sites show
a markedly larger adoption rate, 3.4%, whereas HTTP sites hardly implement this
policy, only 0.4% of them. Session cookies were also analysed and we found that
about 50% of sites do not set their HttpOnly flag (55.4 % of HTTP sites and 42.7% of
HTTPS sites) and and the Secure directive is issued for the session cookies in about
19.3% of all HTTPS sites. Although not so relevant as these headers, other security-
related response headers were analysed (X-Frame-Options, X-XSS-Protection and
X-ContentType-Options). We also analysed information leakage from web servers
through their Server and other related response headers and, again, we found that
information leakage is more common among less popular and HTTP sites than in
highly popular and HTTPS sites.

All in all, security policies based on HTTP headers remain low. They are slightly
increasing when compared to the figures reported by previous researches during
2017 (Helme 2017, April 2017), but still well below satisfactory rates. Notably
higher implementation rates observed in the most popular sites suggests that security
awareness could be influenced by factors like business size. Alternatively, it may be
argued that security-aware websites tend to thrive better.

6. FUTURE WORK

The authors plan to expand the current research in several ways. The survey offers a
picture of certain web security policies implemented by the top one million websites
at a given time (September 2017) and a periodical repetition of the scanning process
will be interesting, as it will show how the adoption of these policies are evolving.
Following similar initiatives like the ones by Mozilla Observatory and Scott Helme,
the authors plan to assign a “global” scoring (e.g., from A to F) for each website
and generate the corresponding global statistics and their correlation to HTTPS and
site popularity ranking. However, our initial work on this area shows that it is far
from obvious how to assign relative weights to each of the analysed HTTP headers
and we firmly believe that further work is needed, taking into account, at least, web
vulnerability prevalence statistics.

Additionally, we are currently exploring the possibility of considering more variables
in our work, like website country and Content Distribution Network usage and how



it relates to web security policies based on HTTP response headers. Finally, we deem

interesting to study Subresource Integrity current adoption resources.

7. REFERENCES

Alexa’s Top One Million Websites, https://s3.amazonaws.com/alexa-static/top-1m.csv.zip.

Li Chang, Hsu-Chun Hsiao, Wei Jeng, Tiffany Hyun-Jin Kim and Wei-Hsi Lin, “Security Implications of

Redirection Trail in Popular Websites Worldwide”, in Proceedings of the 26th International Conference on
World Wide Web (WWW ’17), 2017, pages 1491-1500. International World Wide Web Conferences Steering
Committee, Republic and Canton of Geneva, Switzerland. DOI: https://doi.org/10.1145/3038912.3052698.

Cisco Umbrella 1 Million, https://umbrella.cisco.com/blog/2016/12/14/cisco-umbrella-1-million/.

Scott Helme, “T am giving up on HPKP”, blog post, 24 August 2017, https://scotthelme.co.uk/im-giving-up-on-
hpkp/.

Scott Helme, “Alexa Top 1 Million Analysis - August 20177, blog post, 29 August 2017, https://scotthelme.
ghost.io/alexa-top-1-million-analysis-aug-2017/.

Scott Helme, “Daily scans of the top one million sites”, https:/scans.io/study/scott-top-one-million.
Httprint web server fingerprinting tool, http://www.net-square.com/httprint.html.
Hyper: HTTP/2 for Python, https:/python-hyper.org/en/latest/.

Internet Engineering Task Force, “HTTP Header Field X-Frame-Options”, IETF Informational, RFC 7034,
October 2013, https://tools.ietf.org/html/rfc7034.

Internet Engineering Task Force, “HTTP State Management Mechanism”, IETF Standard, RFC 6265, April
2011, https:/tools.ietf.org/html/rfc6265.

Internet Engineering Task Force, “HTTP Strict Transport Security (HSTS)”, IETF Standard, RFC 6797,
November 2012, https://tools.ietf.org/html/rfc6797.

Internet Engineering Task Force, “Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content”, IETF
Standard, RFC 7231, June 2014, https://tools.ietf.org/html/rfc7231.

Internet Engineering Task Force, “Public Key Pinning Extension for HTTP”, IETF Standard, RFC 7469, April
2015, https://tools.ietf.org/html/rfc7469.

Internet Engineering Task Force, “Same-Site Cookies”, IETF Internet-Draft Standard, 20 June 2016, https://
tools.ietf.org/html/draft-ietf-httpbis-cookie-same-site-00.

April King, “Analysis of the Alexa Top 1M sites (June 2017)”, 13 June 2017, https://pokeinthe.io/2017/06/13/
state-of-security-alexa-top-one-million-2017-06/.

Let’s Encrypt - Free SSL/TLS Certificates, https://letsencrypt.org/.

Majestic Million database, https://blog.majestic.com/development/majestic-million-csv-daily/.
Mozilla HTTP Observatory Website, https://mozilla.github.io/http-observatory-website/.
Mozilla Included CA Certificate List, https://wiki.mozilla.org/CA/Included_Certificates.

Mozilla Intermediate Certificates, https://wiki.mozilla.org/CA/Intermediate_Certificates.

369



370

Netcraft Site Report, http://toolbar.netcraft.com/site_report.
Nmap, https:/nmap.org/.

OWASP, Clickjacking Defence Cheat Sheet, https://www.owasp.org/index.php/Clickjacking_defence Cheat
Sheet.

Chris Palmer, “Intent to deprecate and remove HPKP”, forum post, 27 October 2017, https://groups.google.
com/a/chromium.org/forum/#!msg/blink-dev/he9tr7p3rZ8/eNMwKPmUBAAJ.

Agathoklis Prodromou, “Using logs to investigate a web application attack”, blog post, 11 May 2016, https:/
www.acunetix.com/blog/articles/using-logs-to-investigate-a-web-application-attack/.

Requests: HTTP for humans. v2.18.4 Python library, http://docs.python-requests.org/en/master/.

Ivan Ristic, “Is HTTP Public Key Pinning dead?”, blog post, 6 September 2016, https://blog.qualys.com/
ssllabs/2016/09/06/is-http-public-key-pinning-dead.

Gustav Rydstedt, Elie Bursztein, Dan Boneh and Collin Jackson, “Busting Frame Busting: a Study of
Clickjacking Vulnerabilities at Popular Sites”, in I[EEE Oakland Web 2.0 Security and Privacy (W2SP
2010), https://crypto.stanford.edu/~dabo/pubs/papers/framebust.pdf.

[I0] Security Headers Website, https://securityheaders.io/.

Aditya Sood and Richard Enbody, “The state of HTTP declarative security in online banking websites”, in
Computer Fraud & Security, Volume 2011, Issue 7, July 2011, pages 11-16. DOI: https://doi.org/10.1016/
S1361-3723(11)70073-2.

Usage of HTTP/2 for websites, W3Techs, https://w3techs.com/technologies/details/ce-http2/all/all.

Michael Weissbacher, Tobias Lauinger and William Robertson, “Why Is CSP Failing? Trends and Challenges in
CSP Adoption”, in Research in Attacks, Intrusions and Defenses. RAID 2014. Lecture Notes in Computer
Science, vol 8688. Springer, Cham. DOI: https://doi.org/10.1007/978-3-319-11379-1_11.

World Wide Web Consortium, “Content Security Policy 1.0” (CSP1), W3C Working Group Note, 19 February
2015, discontinued, https://www.w3.org/TR/CSP1/.

World Wide Web Consortium, “Content Security Policy Level 2” (CSP2), W3C Recommendation, 15 December
2016, https://www.w3.org/TR/CSP2.

World Wide Web Consortium, “Content Security Policy Level 3” (CSP3), W3C Working Draft, 13 September
2016, https://www.w3.org/TR/CSP/.

World Wide Web Consortium, “Good Practices for Capability URLs”, W3C First Public Working Draft, 18
February 2014, https://www.w3.org/TR/capability-urls/.

World Wide Web Consortium, “Referrer Policy”, W3C Candidate Recommendation, 26 January 2017, https:/
www.w3.org/TR/referrer-policy/.

World Wide Web Consortium, “Subresource Integrity”, W3C Recommendation, 23 June 2016, https:/www.
w3.org/TR/SRI/.

Ming Ying and Shu Qin Li, “CSP adoption: current status and future prospects”, in Security and Communication
Networks, Vol 9, Issue 17, 25 November 2016, pages 4557-4573. DOI: https://doi.org/10.1002/sec.1649.



2018 10th International Conference on Cyber Conflict Permission to make digital or hard copies of this publication for internal
CyCon X: Maximising Effects use within NATO and for personal or educational use when for non-profit or

} non-commercial purposes is granted providing that copies bear this notice
T. Minarik, R. Jakschis, L. Lindstrom (Eds.) and a full citation on the first page. Any other reproduction or transmission
2018 © NATO CCD COE Publications, Tallinn requires prior written permission by NATO CCD COE.

On the Effectiveness of
Machine and Deep Learning

for Cyber Security

Giovanni Apruzzese
Department of Engineering
‘Enzo Ferrari’

University of Modena

and Reggio Emilia

Modena, Italy
giovanni.apruzzese@unimore.it

Luca Ferretti

Department of Engineering
‘Enzo Ferrari’

University of Modena

and Reggio Emilia
Modena, Italy
luca.ferretti@unimore.it

Mirco Marchetti
Department of Engineering
‘Enzo Ferrari’

University of Modena

and Reggio Emilia

Modena, Italy
mirco.marchetti@unimore.it

Michele Colajanni
Department of Engineering
‘Enzo Ferrari’

University of Modena

and Reggio Emilia

Modena, Italy
michele.colajanni@unimore.it

Alessandro Guido
Department of Engineering
‘Enzo Ferrari’

University of Modena

and Reggio Emilia

Modena, Italy
alessandro.guido@unimore.it

Abstract: Machine learning is adopted in a wide range of domains where it shows its
superiority over traditional rule-based algorithms. These methods are being integrated
in cyber detection systems with the goal of supporting or even replacing the first level
of security analysts. Although the complete automation of detection and analysis is
an enticing goal, the efficacy of machine learning in cyber security must be evaluated
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with the due diligence. We present an analysis, addressed to security specialists, of
machine learning techniques applied to the detection of intrusion, malware, and spam.
The goal is twofold: to assess the current maturity of these solutions and to identify
their main limitations that prevent an immediate adoption of machine learning cyber
detection schemes. Our conclusions are based on an extensive review of the literature
as well as on experiments performed on real enterprise systems and network traffic.

Keywords: machine learning, deep learning, cyber security, adversarial learning

1. INTRODUCTION

The appeal and pervasiveness of machine learning (ML) is growing. Existing methods
are being improved, and their ability to understand and answer real issues is highly
appreciated. These achievements have led to the adoption of machine learning in
several domains, such as computer vision, medical analysis, gaming and social media
marketing [1]. In some scenarios, machine learning techniques represent the best
choice over traditional rule-based algorithms and even human operators [2]. This
trend is also affecting the cyber security field where some detection systems are being
upgraded with ML components [3]. Although devising a completely automated cyber
defence system is yet a distant objective, first level operators in Network and Security
Operation Centres (NOC and SOC) may benefit from detection and analysis tools
based on machine learning. This paper is specifically addressed to security operators
and aims to assess the current maturity of these solutions, to identify their main
limitations and to highlight some room for improvement.

Our study is based on an extensive review of the literature and on original experiments
performed on real, large enterprises and network traffic. Other academic papers
compare ML solutions for cyber security by considering one specific application (e.g.:
[4], [3], [5]) and are typically oriented to Artificial Intelligence (Al) experts rather
than to security operators. In the evaluation, we exclude the commercial products
based on machine learning (or on the abused Al term) because vendors do not reveal
their algorithms and tend to overlook issues and limitations. First, we present an
original taxonomy of machine learning cyber security approaches. Then, we map the
identified classes of algorithms to three problems where machine learning is currently
applied: intrusion detection, malware analysis, spam and phishing detection. Finally,
we analyse the main limitations of existing approaches. Our study highlights pros and
cons of different methods, especially in terms of false positive or false negative alarms.
Moreover, we point out a general underestimation of the complexity of managing ML
architectures in cyber security caused by the lack of publicly available and labelled



data for training, and by the time required for fine-tuning operations in a domain
characterized by continuous change. We also consider recent results emphasizing the
effectiveness of adversarial attacks [6] [5] in evading ML detectors. The evidenced
drawbacks pave the way to future improvements that ML components require before
being fully adopted in cyber defence platforms.

This paper is structured as follows. Section 2 proposes our original taxonomy of ML
algorithms applied to cyber security. Section 3 outlines the three classes of cyber
security problems considered in this paper and Section 4 compares and evaluates ML
solutions for cyber security. Section 5 concludes the paper with some final remarks.

2. CLASSIFICATION OF MACHINE LEARNING
ALGORITHMS FOR CYBER SECURITY

Machine learning includes a large variety of paradigms in continuous evolution,
presenting weak boundaries and cross relationships. Furthermore, different views and
applications may lead to different classifications. Hence, we cannot refer to one fully
accepted taxonomy from literature, but we prefer to propose an original taxonomy
able to capture the differences among the myriad of techniques that are being applied
to cyber detection, as shown in Figure 1. This taxonomy is specifically oriented to
security operators and avoids the ambitious goal of presenting the ultimate classification
that can satisfy all Al experts and application cases. The first discriminant evidenced
in Figure 1 is between the traditional ML algorithms, which today can be referred
to as Shallow Learning (SL), in opposition to the more recent Deep Learning
(DL). Shallow Learning requires a domain expert (that is, a feature engineer) who
can perform the critical task of identifying the relevant data characteristics before
executing the SL algorithm. Deep Learning relies on a multi-layered representation
of the input data and can perform feature selection autonomously through a process
defined representation learning.
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FIGURE 1. CLASSIFICATION OF ML ALGORITHMS FOR CYBER SECURITY APPLICATIONS.
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SL and DL approaches can be further characterized by distinguishing between
supervised and unsupervised algorithms. The former techniques require a training
process with a large and representative set of data that have been previously classified
by a human expert or through other means. The latter approaches do not require a pre-
labelled training dataset. In this section, we consider and compare the most popular
categories of ML algorithms, which appear as the leaves of the classification tree in
Figure 1. We remark that each category can include dozens of different techniques!.

1 For a detailed list of existing ML algorithms, see: https://cran.r-project.org/web/views/MachineLearning.
html



A. Shallow Learning
1) Supervised SL algorithms

*  Naive Bayes (NB). These algorithms are probabilistic classifiers which make
the a-priori assumption that the features of the input dataset are independent
from each other. They are scalable and do not require huge training datasets
to produce appreciable results.

* Logistic Regression (LR). These are categorical classifiers that adopt a
discriminative model. Like NB algorithms, LR methods make the a-priori
independency assumption of the input features. Their performance is highly
dependent on the size of the training data.

*  Support Vector Machines (SVM). These are non-probabilistic classifiers
that map data samples in a feature space with the goal of maximizing the
distance between each category of samples. They do not make any assumption
on the input features, but they perform poorly in multi-class classifications.
Hence, they should be used as binary classifiers. Their limited scalability
might lead to long processing times.

*  Random Forest (RF). A random forest is a set of decision trees, and
considers the output of each tree before providing a unified final response.
Each decision tree is a conditional classifier: the tree is visited from the top
and, at each node, a given condition is checked against one or more features
of the analysed data. These methods are efficient for large datasets and excel
at multiclass problems, but deeper trees might lead to overfitting.

*  Hidden Markov Models (HMM). These model the system as a set of states
producing outputs with different probabilities; the goal is to determine the
sequence of states that produced the observed outputs. HMM are effective
for understanding the temporal behaviour of the observations, and for
calculating the likelihood of a given sequence of events. Although HMM
can be trained on labelled or unlabelled datasets, in cyber security they have
mostly been used with labelled datasets.

*  K-Nearest Neighbour (KNN). KNN are used for classification and can be
used for multi-class problems. However, both their training and test phase
are computationally demanding as to classify each test sample, they compare
it against all the training samples.

*  Shallow Neural Network (SNN). These algorithms are based on neural
networks, which consist in a set of processing elements (that is, neurons)
organized in two or more communicating layers. SNN include all those types
of neural networks with a limited number of neurons and layers. Despite the
existence of unsupervised SNN, in cyber security they have mostly been
used for classification tasks.
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2) Unsupervised SL algorithms

Clustering. These group data points that present similar characteristics. Well
known approaches include k-means and hierarchical clustering. Clustering
methods have a limited scalability, but they represent a flexible solution
that is typically used as a preliminary phase before adopting a supervised
algorithm or for anomaly detection purposes.

Association. They aim to identify unknown patterns between data, making
them suitable for prediction purposes. However, they tend to produce an
excessive output of not necessarily valid rules, hence they must be combined
with accurate inspections by a human expert.

B. Deep Learning
All DL algorithms are based on Deep Neural Networks (DNN), which are large neural
networks organized in many layers capable of autonomous representation learning.

1) Supervised DL algorithms

Fully-connected Feedforward Deep Neural Networks (FNN). They are
a variant of DNN where every neuron is connected to all the neurons in
the previous layer. FNN do not make any assumption on the input data and
provide a flexible and general-purpose solution for classification, at the
expense of high computational costs.

Convolutional Feedforward Deep Neural Networks (CNN). They are a
variant of DNN where each neuron receives its input only from a subset of
neurons of the previous layer. This characteristic makes CNN effective at
analysing spatial data, but their performance decreases when applied to non-
spatial data. CNN have a lower computation cost than FNN.

Recurrent Deep Neural Networks (RNN). A variant of DNN whose
neurons can send their output also to previous layers; this design makes them
harder to train than FNN. They excel as sequence generators, especially their
recent variant, the long short-term memory.

2) Unsupervised DL algorithms

Deep Belief Networks (DBN). They are modelled through a composition of
Restricted Boltzmann Machines (RBM), a class of neural networks with no
output layer. DBN can be successfully used for pre-training tasks because
they excel in the function of feature extraction. They require a training
phase, but with unlabelled datasets.



¢ Stacked Autoencoders (SAE). They are composed by multiple
Autoencoders, a class of neural networks where the number of input and
output neurons is the same. SAE excel at pre-training tasks similarly to
DBN, and achieve better results on small datasets.

3. APPLICATIONS OF MACHINE LEARNING
ALGORITHMS TO CYBER SECURITY

We consider the three areas where most cyber ML algorithms are finding application:
intrusion detection, malware analysis, and spam detection. An outline of each field is
presented below.

Intrusion detection aims to discover illicit activities within a computer or a network
through Intrusion Detection Systems (IDS). Network IDS are widely deployed in
modern enterprise networks. These systems were traditionally based on patterns
of known attacks, but modern deployments include other approaches for anomaly
detection, threat detection [7] and classification based on machine learning. Within the
broader intrusion detection area, two specific problems are relevant to our analysis:
the detection of botnets and of Domain Generation Algorithms (DGA). A botnet
is a network of infected machines controlled by attackers and misused to conduct
multiple illicit activities. Botnet detection aims to identify communications between
infected machines within the monitored network and the external command-and-
control servers. Despite many research proposals and commercial tools that address
this threat, several botnets still exist. DGA automatically generate domain names,
and are often used by an infected machine to communicate with external server(s) by
periodically generating new hostnames. They represent a real threat for organizations
because, through DGA which relies on language processing techniques, it is possible
to evade defences based on static blacklists of domain names. We consider DGA
detection techniques based on ML.

Malware analysis is an extremely relevant problem because modern malware can
automatically generate novel variants with the same malicious effects but appearing
as completely different executable files. These polymorphic and metamorphic features
defeat traditional rule-based malware identification approaches. ML techniques can be
used to analyse malware variants and attributing them to the correct malware family.

Spam and phishing detection includes a large set of techniques aimed at reducing
the waste of time and potential hazard caused by unwanted emails. Nowadays,
unsolicited emails, namely phishing, represent the preferred way through which an
attacker establishes a first foothold within an enterprise network. Phishing emails
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include malware or links to compromised websites. Spam and phishing detection is
increasingly difficult because of the advanced evasion strategies used by attackers to
bypass traditional filters. ML approaches can improve the spam detection process.

TABLE 1. APPLICATION OF ML TO CYBER SECURITY PROBLEMS.

Intrusion Detection
Malware Spam

Network Botnet DGA Analysis Detection

o FNN [10]

£ Supervised RNN [8] RNN [9] CNN [11]

] RNN [12]

Q

-

o

] Unsupervised DBN [13] DBN [15] DBN [17]

(=] SAE [14] SAE [16] SAE [18]
RF [3] RF [19] RF [23] RF [24] RF [27]

ey NB [3] NB [19] HMM [23] NB [24] NB [28]

£ ' SVM [3] SVM [19] SVM [24] SVM [28]

£ Supervised LR (3] LR [20] LR [24] LR [27]

g HMM [3] KNN [21] HMM [25] KNN [27]

H KNN [3] SNN [22] KNN [24] SNN [27]

o SNN [3] SNN [26]

g

7]

Unsupervised Clustering [29] Clustering [5] Clustering [31] Clustering [24] Clustering [33]

Association [30] Association [32] Association [34]

In Table 1 we report the main ML algorithms that have been proposed to address the
previously identified cyber security problems. In this table, rows report the family
of algorithms presented in Section 2, while columns denote cyber issues. Each cell
indicates which ML algorithms are used for each problem; empty cells denote that, to
the best of our knowledge, there is no proposal for that class of problems. From this
table, it emerges that SL algorithms are applied to all considered problems. Supervised
DL algorithms find wide application to malware analysis, less to intrusion detection;
spam detection relies only on unsupervised DL algorithms. Despite its relatedness to
natural language processing [2], no DL algorithm is applied to DGA detection. As
expected, the overall number of algorithms based on DL is considerably smaller than
those based on SL. Indeed, DL proposals based on huge neural networks are more
recent than SL approaches. This gap opens many research opportunities.

Finally, we highlight a significant difference among supervised and unsupervised
approaches: the former algorithms are used for classification purposes and can
implement complete detectors; the latter techniques perform ancillary activities [35].
Unsupervised SLalgorithms are often used for grouping data with similar characteristics
independently of predefined classification criteria, and excel at identifying useful
features whenever the data to be analysed present high dimensionality [16].



4. EVALUATION

In this section we present seven issues that must be considered before deciding whether
to apply ML algorithms in NOC and SOC. We can anticipate that, at the current
state-of-the-art, no algorithm can be considered fully autonomous with no human
supervision. We substantiate each issue through experimental results from literature
or original experiments performed on large enterprises. We begin by describing the
testing environments of our experiments, and the metrics considered for evaluation.
The experiments focus on DGA Detection and Network Intrusion Detection, and
leverage two ML algorithms: Random Forest and Feedforward Fully Connected Deep
Neural Network.

For DGA Detection, we compose two labelled training datasets containing both DGA
and non-DGA domains. The former dataset contains DGA created through known
techniques, while the latter contains DGA created using more recent approaches.
Non-DGA domains are randomly chosen among the Cisco Umbrella top-1 million.
We report the meaningful metrics of the training datasets in Table 2. Moreover, we
build a testing dataset of 10,000 domains extracted evenly from each of the training
datasets. We also rely on a real and unlabelled dataset composed of almost 20,000
domains contacted by a large organization. The features extracted for this dataset are:
n-gram normality score [36]; meaningful characters ratio [36]; number-to-character
ratio; vowel-to-consonant ratio; and domain length. These datasets are used to train
and test a self-developed Random Forest classifier composed of 100 decision trees
leveraging the CART (classification and regression tree) algorithm.

TABLE 2. TRAINING DATASETS FOR DGA DETECTION EXPERIMENTS.

Dataset DGA technique DGA count non-DGA count
1 Well-known 21,355 20,227
2 Well-known and recent 37,673 8,120

For Network Intrusion Detection, we use three labelled real training datasets
composed of benign and malicious network flows2 collected in a large organization
of nearly 10,000 hosts. The labels are created by flagging as malicious those flows
that raised alerts by the enterprise network IDS and reviewed by a domain expert.
Meaningful metrics of these training datasets are reported in Table 3. We also generate
a testing dataset of 50,000 flows evenly extracted among the training datasets. The
considered features for these datasets include: source/destination IP address, source/
destination port, number of incoming/outgoing bytes and packets, TCP flags, protocol
used, duration of the flow and list of alerts raised. These datasets are used to test
and train two self-developed classifiers, one based on Random Forests and one on

2 Cisco Netflow: https://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-netflow/index.html
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Feedforward Fully-connected Deep Neural Network. Different topologies have been
considered for each algorithm. The RF is composed by 100 decision trees leveraging
the CART algorithm. For the FNN, the overall number of neurons ranges from 128
to 16,384, distributed between 2 to 16 layers; the hidden layers leverage the ReLU
activation function, whereas the output layer uses a sigmoid activation function.

TABLE 3. TRAINING DATASETS FOR NETWORK INTRUSION DETECTION EXPERIMENTS.

Dataset Malicious flows Benign flows
1 1,000 100,000
2 2,500 250,000
3 5,000 500,000

The quality of each classifier is measured through common performance metrics,
namely Precision, Recall, F1-score, which are computed as follows:

TP TP Precision * Recall

Precision= ————— Recall= ————— F1lscore=2%* —
TP+ FP TP+ FN Precision + Recall

where TP, FP, and FN denote true positives, false positives, and false negatives,
respectively. For completeness, we consider a true positive to be a correct detection
of a malicious sample. Precision indicates how much a given approach is likely to
provide a correct result. Recall is used to measure the detection rate. The F1-score
combines Precision and Recall into a single value. We do not rely on Accuracy?
because, in a real organization, the number of legitimate events is several orders of
magnitude greater than illegitimate events. Hence, all the Accuracy values are close
to 1 and these results prevent capturing the true effectiveness of a classifier. Finally,
to reduce the possibility of biased results, each evaluation metric is computed after
performing 10-fold cross validation.

A. Shallow vs Deep Learning

Deep Learning is known to outperform Shallow Learning in some applications,
such as computer vision [2]. This is not always the case for cyber security where
some well configured SL algorithms may prevail, even given the DL proposals are
scarce with respect to SL techniques in this domain. Just to give an example, we
experimentally compare the performance of the two self-developed classifiers for
Network Intrusion Detection, one based on RF (Shallow Learning) and another based
on FNN (Deep Learning). Both are trained with the third dataset described in Table 3
and tested on the network intrusion detection testing dataset. To obtain more refined
results, we repeat the training and test phase of these classifiers multiple times using
different topologies. In Table 4, we show the classification results achieved by each
method; for the FNN we report the results obtained by the best topology consisting

3 TP+EN

Accuracy - TP+TN+FN+FP ?

where TN denotes true negatives.



in 1.024 neurons spread across 4 hidden layers. The RF classifier performed better
than the FNN, with an F1-score of nearly 0.8, against the 0.6 obtained by the FNN.
Our takeaway is that security administrators should not be charmed by the alluring
neuronal multi-layer approach offered by Deep Learning, as some of these methods
might still be immature for cyber security.

TABLE 4. COMPARISON BETWEEN DL AND SL CLASSIFIERS.

Classifier Fl-score Precision Recall
Random Forest (SL) 0.7985 0.8727 0.736
Fully-connected Feedforward Deep Neural Network (DL) 0.6085 0.7708 0.5027

B. General vs specific detectors

Products based on machine learning are often promoted by vendors as catch-all
solutions to a broad array of cyberattacks. However, unbiased experimental results
show that ML algorithms may provide superior performance when they focus on
specific threats instead of trying to detect multiple threats at once. We devise multiple
intrusion detection systems based on the self-developed RF classifiers for network
intrusion detection, each focusing on a specific type of attack, such as buffer overflows,
malware infection, DoS. The training dataset for each classifier is based on the third
dataset presented in Table 3. We train and test each classifier, and then compare their
classification results with the classifier described in the first row of Table 4 that is our
baseline. Table 5 shows the Precision, Recall and F1-score of the six classifiers that
obtained the best results, alongside the baseline reported in the bottom row. These
attack-specific classifiers obtain promising results on real traffic data with F1-scores
of over 0.95, while the ‘general-purpose’ classifier performs significantly poorly. We
conclude that entrusting a single ML detector to identify malicious flows is an enticing
but as yet unfeasible goal. On the other hand, by having multiple detectors, each
focusing on one attack type, it is possible to produce a defensive scheme with superior
detection capabilities.

TABLE 5. CLASSIFICATION RESULTS FOR ATTACK-SPECIFIC
CLASSIFIERS AND THE GENERAL CLASSIFIER.

Attack Name Fl-score Precision Recall
DOS attempt 0.9953 0.9938 0.9969
Overflow attempt 0.9939 0.9933 0.9946
SSH Brute Force login 0.9916 0.9941 0.9892
Suspicious DNS query 0.9753 0.9953 0.9586
Cache Poisoning attempt 0.9676 0.9872 0.9506
Possible Malware infection 0.9587 0.9939 0.9337
General approach (baseline) 0.7985 0.8727 0.7360
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C. Vulnerability to adversarial attacks

Competent adversaries use novel strategies to evade detectors based on machine
learning algorithms [5]. These activities, namely adversarial attacks, may attack the
integrity, the availability, or the privacy of the target system [6]. Integrity violations
evade a classification or a clustering algorithm by producing attacks classified as
licit activities. Availability violations produce a multitude of normal events that are
classified as an attack thus causing detectors to raise a huge amount of false alarms.
Privacy violations let the attacker acquire information on the target network by
exploiting the defensive ML algorithm. Moreover, recent advances in Deep Learning
led to the development of generative adversarial networks (GAN) [37], which are
DNN capable of automatically producing adversarial samples against a target ML
system.

TABLE 6. DETECTION RATES OF THE RF CLASSIFIER AGAINST DIFFERENT DGA TECHNIQUES [36].

DGA method Recall
corebot 1
cryptolocker 1
dircrypt 0.99
kraken_v2 0.96
lockyv2 0.97
pykspa 0.85
qakbot 0.99
ramdo 0.99
ramnit 0.98
simda 0.96
DeepDGA GAN 0.48

To demonstrate the effectiveness of a GAN in evading classifiers we analyse the
case study of DeepDGA [36]. The authors initially train an RF classifier to detect
DGA using known datasets, and then show that this classifier identifies DGA with
good detection rates. Then, they develop a GAN to generate domains that evade such
classifier. Results are presented in Table 6, where the first ten rows show the detection
rate against ten real DGA, while the last row denotes the detection rate against samples
generated by the DeepDGA GAN. We observe that the performance of the classifier
(always above 0.85, and above 0.96 for nine out of ten DGA) drops below 50% for
GAN-generated samples.



TABLE 7. DETECTION RATES OF THE RF CLASSIFIER AGAINST DIFFERENT DGA BEFORE AND
AFTER HARDENING [36].

DGA method Baseline Recall Hardened Recall
corebot 0.97 0.97
dircrypt 0.95 0.93
qgakbot 0.94 0.94
ramnit 0.94 0.94
lockyv2 0.87 0.84
cryptolocker 0.87 0.88
simda 0.75 0.79
krakenv2 0.72 0.76
pykspa 0.67 0.71
ramdo 0.54 0.54

To counter adversarial attacks, novel proposals introduce the paradigm of adversarial
learning [6], in which adversarial samples are included in the training dataset to
harden the ML detector. As an example, authors in [36] demonstrate the advantages
of adversarial learning by enriching the training set of the classifier with adversarial
samples produced by the GAN. Table 7 compares the detection rates of the RF classifier
before and after this hardening process. Cells with a grey background represent the
DGA for which the detection rate improved after adversarial learning (it should be
noted that the dataset used for this test is different than that used for the experiments
reported in Table 6). Detection rates for 8 out of 10 DGA families improved, thus
showing the validity of adversarial learning.

D. Selection of a machine learning algorithm

Unbiased comparison of the effectiveness of two ML algorithms requires that they
are both trained on the same training dataset and tested on the same dataset [3].
Even though many cyber security proposals rely on few and old public datasets,
their results are not comparable due to several causes: the two algorithms consider
different features; one or both algorithms may implement pre-filtering operations
that alter the training dataset; and they may use a different split between test and
training dataset. For these reasons, meaningful comparisons between detection
performance in literature are extremely difficult. For example, papers such as [4] and
[5] discuss ML methods for two cyber security problems, but they do not consider the
different training and testing environments of the analysed works. Hence, although
some solutions achieve higher accuracy than others, it is possible that results change
significantly under different training settings. Furthermore, there is no guarantee that a
method performing best on a test dataset confirms its superiority on different datasets.
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Security administrators should be aware of this issue, and should thoroughly question
the evaluation methodology before accepting the performance results of different
machine learning algorithms.

E. False positives and false negatives

The implicit cost of a misclassification in the cyber security domain is a serious
problem. False positives in malware classification and intrusion detection annoy
security operators and hinder remediation in case of actual infection. In phishing
detection, they might cause important, legitimate messages to not be delivered to end
users. In contrast, failing to detect malware, a network intrusion or a phishing email
can compromise an entire organization. We explore this problem by considering the
performance of ML solutions devoted to malware analysis and phishing detection
[27], while we perform an original experiment for intrusion detection that is oriented
to detect DGA in a real, large enterprise.

For malware analysis, we consider the approach in [24] that proposes an original and
effective method for malware classification. This paper contains a detailed analysis
and comparison of different ML techniques which were trained and tested on the
same datasets, thus satisfying the requirements for valid comparison of different
techniques. Hence, we deem this paper to be a good representation of the state-of-
the-art of ML for determining the family to which a malware sample belongs. The
evaluation is performed on the DREBIN dataset;# for large malware families the
proposed approach, which outperforms all other baselines, obtains an F1-score of
0.95, whereas for small malware families it achieves an F1-score of 0.89.

For phishing detection, we report the results described in [27] that, to the best of our
knowledge, is the only paper on phishing email detection which compares different
ML algorithms against the same comprehensive dataset. Therefore, we consider this
work as a valid overview of the efficacy of different ML methods. The authors created
a custom dataset of ~3,000 phishing emails on which several ML classifiers were
tested: the best results were obtained by RF (lowest false positives) and LR (lowest
false negatives), obtaining an F1-score of 0.90 and 0.89, respectively.

The scenario for intrusion detection is different, as modern solutions can achieve
higher Accuracy scores [3]. Although near-perfect Accuracy may seem an appreciable
result, the massive amounts of events generated daily in a large enterprise account for
hundreds to thousands of false positives that need to be manually triaged by security
operators. We highlight this problem through an original experiment. We consider
two DGA detectors based on the self-developed Random Forest classifiers trained on
the first and second datasets of Table 2, respectively. We then validate them on the
real domain dataset. Results are summarized in Table 8 which presents the number

4 DREBIN dataset: https://www.sec.cs.tu-bs.de/~danarp/drebin/



of domains that are flagged as DGA by both classifiers, alongside its percentage on
the total amount of domains included in the dataset. We can observe that the two
classifiers obtain comparable detection performances on real traffic data, as they
both signal about 400 domains. However, manual inspection revealed that they were
not DGA, hence all the domains flagged as DGAs are actually false positives. As
anticipated, even a false positive rate of 2% can account to hundreds of false alarms
in a real organization.

TABLE 8. PERFORMANCE OF THE DGA DETECTION CLASSIFIERS WHEN USED ON REAL DATA.

Classifier Training Dataset Domains classified as DGA
1 Well-known 431 (2.16%)
2 Well-known and recent 397 (1.99%)

Despite these apparently promising results which are well beyond acceptable levels in
other fields such as image recognition, these approaches are affected by an excessive
number of false positives and false negatives to be considered for cyber defences
without human supervision.

F. Re-training issues

A well-known limitation of traditional detection approaches based on static detection
rules is the need for frequent and continuous updates (e.g., daily updates of antivirus
definitions). A similar issue also influences advanced ML approaches; reliance on
outdated training datasets leads to poor detection performance. This is a critical
problem for all supervised learning approaches requiring labelled training datasets;
the manual creation of similar datasets is an expensive process because they need to
be sufficiently large and comprehensive to allow the algorithm to learn the difference
between the classes. Furthermore, these operations are error prone and may lead
to incorrect classifications. Finally, most organizations are unwilling to share their
internal network data. This scenario leads to an overall scarcity of publicly available
and labelled data for cyber security, thus rendering periodic retraining extremely
difficult or impossible.

To show the detrimental effects of obsolete training sets, we perform an experiment
comparing the performance of two instances of the same self-developed RF classifier
for DGA detection. The first and second instances are trained with the first and second
datasets reported in Table 2. Both classifiers are tested against the same synthetic
domain dataset described in Section 4. We report the results in Table 9, which shows
the Precision, Recall and F1-score obtained by the two classifiers for DGA detection.
As expected, the performance of the second classifier is significantly better because
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it obtains an F1-score for DGAs of 0.89 against 0.33. These results demonstrate that
classifier performances are extremely sensitive to the freshness of the training set.

TABLE 9. PERFORMANCE OF THE DGA DETECTION CLASSIFIERS WHEN TRAINED ON OUTDATED
AND RECENT DATASETS.

Classifier Training Dataset F1-score Precision Recall
1 Well-known 0.3306 0.1984 0.9913
2 Well-known and recent 0.8999 0.9126 0.8875

G. Deployment process

Security solutions based on ML achieve appreciable detection rates only if the training
dataset is appropriate and the parameters of the algorithms are finely tuned. In most
scenarios, these operations are still executed empirically and represent a resource
intensive task that presents several risks. If these steps are not performed rigorously
and/or training is not based on the right datasets, the results are underwhelming. We
highlight these issues through a set of ML experiments applied to network intrusion
detection. The goal is to show the considerably different results achieved by the same
ML algorithm in different environments where either the number of features or the
training dataset is changed. To this purpose, we rely on the RF classifier for network
intrusion detection. We train it using the third dataset reported in Table 3 by choosing
5,7, 10 or 12 features, selected through a feature agglomeration process; the testing
phase is performed on the test dataset. We report the Precision, Recall and F1-score
for the five sets of features in Table 10, where we observe that the same classifier
yields different results, especially with regards to its Recall, with values ranging from
0.57 to 0.74.

TABLE 10. PERFORMANCE OF THE INTRUSION DETECTION CLASSIFIER WHEN TRAINED WITH
DIFFERENT FEATURES.

Features Fl-score Precision Recall
12 0.7985 0.8727 0.7361
10 0.7801 0.8684 0.7093
7 0.7476 0.8893 0.6448
5 0.6920 0.8724 0.5734

Then, we keep the number of features fixed at 12 and we repeat the training process
two more times by using the first and then the second dataset reported in Table 3, and
then test them on the same testing dataset. Table 11 reports the Precision, Recall and
F1-score for the three training datasets. These results confirm that the Recall between
the best and the worst case may differ by 10% or over.



TABLE 11. PERFORMANCE OF THE INTRUSION DETECTION CLASSIFIER WHEN TRAINED ON
DIFFERENT DATASETS.

Training Dataset Fl-score Precision Recall
1 0.7306 0.8753 0.6270
2 0.7757 0.8703 0.6996
3 0.7985 0.8727 0.7361

5. CONCLUSIONS

Machine and deep learning approaches are increasingly employed for multiple
applications and are being adopted also for cyber security, hence it is important to
evaluate when and which category of algorithms can achieve adequate results. We
analyse these techniques for three relevant cyber security problems: intrusion detection,
malware analysis and spam detection. We initially propose an original taxonomy of
the most popular categories of ML algorithms and show which of them are currently
applied to which problem. Then we explore several issues that influence the application
of ML to cyber security. Our results provide evidence that present machine learning
techniques are still affected by several shortcomings that reduce their effectiveness
for cyber security. All approaches are vulnerable to adversarial attacks and require
continuous re-training and careful parameter tuning that cannot be automatized.
Moreover, especially when the same classifier is applied to identify different threats,
the detection performance is unacceptably low; a possible mitigation can be achieved
by using different ML classifiers for detecting specific threats. Deep learning is still at
an early stage and no final conclusion can be drawn. Significant improvements may be
expected, especially considering the recent and promising development of adversarial
learning. Our takeaway is that machine learning techniques can support the security
operator activities and automate some tasks, but pros and cons must be known. The
autonomous capabilities of ML algorithms must not be overestimated, because the
absence of human supervision can further facilitate skilled attackers to infiltrate, steal
data, and even sabotage an enterprise.
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Abstract: Organizations not only need to defend their IT systems against external
cyber attackers, but also from malicious insiders, that is, agents who have infiltrated
an organization or malicious members stealing information for their own profit. In
particular, malicious insiders can leak a document by simply opening it and taking
pictures of the document displayed on the computer screen with a digital camera.
Using a digital camera allows a perpetrator to easily avoid a log trail that results from
using traditional communication channels, such as sending the document via email.
This makes it difficult to identify and prove the identity of the perpetrator. Even a
policy prohibiting the use of any device containing a camera cannot eliminate this
threat since tiny cameras can be hidden almost everywhere.

To address this leakage vector, we propose a novel screen watermarking technique
that embeds hidden information on computer screens displaying text documents. The
watermark is imperceptible during regular use, but can be extracted from pictures
of documents shown on the screen, which allows an organization to reconstruct the
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place and time of the data leak from recovered leaked pictures. Our approach takes
advantage of the fact that the human eye is less sensitive to small luminance changes
than digital cameras. We devise a symbol shape that is invisible to the human eye, but
still robust to the image artifacts introduced when taking pictures. We complement
this symbol shape with an error correction coding scheme that can handle very high
bit error rates and retrieve watermarks from cropped and compressed pictures. We
show in an experimental user study that our screen watermarks are not perceivable by
humans and analyze the robustness of our watermarks against image modifications.

Keywords: data theft, investigation, attribution, screen watermarking, malicious
insiders, infiltration

1. INTRODUCTION

Organizations not only need to protect their proprietary information from external
attackers but also from insiders [17], i.e., agents infiltrating the organization
or malicious employees. To this end, data loss prevention (DLP) solutions are
increasingly deployed. State-of-the-art DLP software can either be configured only
to log or additionally to block users’ actions, such as accessing the Internet, sending
emails, printing, taking screenshots or accessing external media. Consequently, data
leakage via these conventional communication channels can either be prevented or
there is at least a log trail that shows a perpetrator’s actions. This log trail can be
used as evidence against the malicious insider in forensic investigations. However,
DLP systems cannot prevent insiders from taking pictures of a computer screen with
a digital camera. Any employee who is authorized to open a particular document on
their computer screen can leak the contained information by taking a picture and
sharing it with unauthorized parties. Using a camera allows a perpetrator to easily
avoid a log trail, as DLP software cannot detect if a document is being photographed.
This makes it difficult to identify and prove the identity of the perpetrator based on
a recovered leaked picture. Smartphones with cameras have become ubiquitous and
new technologies like digital glasses or lenses are gaining momentum, making this
data leakage threat difficult to control [23]. Even a policy prohibiting the use of any
device containing a camera cannot eliminate this threat since tiny cameras can be
hidden almost everywhere.

We introduce a content-agnostic watermarking approach for textual information
displayed on computer screens. The watermark is imperceptible during regular use
but can be extracted a posteriori from pictures of documents shown on the screen.



This enables an organization to reconstruct the place and time of the data leak from
recovered leaked pictures, which greatly facilitates the forensic investigation of data
breaches involving leaked pictures of screens. Our contributions are:

e an analysis of the data leakage channel computer screen — digital camera
(§3);

* a watermarking schema specifically developed and optimized for this
leakage channel (§4); and

* a comprehensive evaluation of the suggested watermarking system —
including a user study (§5) — and a discussion of attacks against our
attribution approach (§6).

2. RELATED WORK

One can distinguish between watermarking solutions for multimedia files and
approaches for text documents. Our scenario shows characteristics of both domains.
Watermarks need to be imperceptible on screens showing textual contents and must
be retained in pictures of the text.

Basic approaches for images simply place watermarks in the least significant bits
of individual pixels of an image [20,2,13]. The resulting small color variations are
imperceptible to humans, but most smart phone cameras also cannot capture color
variations of individual screen pixels, as we found in preliminary experiments. Caronni
[5] encodes the watermark by changing the brightness of multiple contiguous pixels,
which is similar to our approach. However, his approach requires the original image
for extraction of the watermark, while we do not require the original image. Most
advanced multimedia watermarking methods operate in a transformed domain, such
as an image’s frequency spectrum [7,18,19]. This allows them to embed unnoticeable
watermarks by introducing slight modifications in the frequency spectrum. This results
in noise patterns in the spatial domain. This noise is not noticeable in colorful images
but is usually well visible on text documents [12,1]. Therefore, image watermarking
approaches operating in a transformed domain are not suitable for the task at hand.

Existing approaches for watermarking of text documents modify the text directly.
Jalil et al. [9] distinguish between image-based, syntactic, and semantic approaches.
Image-based approaches [4,3] adapt the typesetting of the text. Syntactic and semantic
approaches modify the text itself. They fragment the text into blocks of words or
letters, which are then moved or replaced. However, we have to assume that employees
can edit documents. In this case, they will probably notice such text modifications.
Furthermore, the integration of text-based watermarks is computational-expensive
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and can hardly be embedded in real-time. Hence, text modifications are unsuitable
for our scenario.

Piec et al. [16] develop a real-time screen watermarking approach for embedding
watermarks into screenshots. Screenshots retain colors perfectly and no geometric
distortions occur, which allows them to use standard QR codes with their build-in
standard error correction for embedding the watermarks. In contrast, we use custom
watermark symbols and error correction codes such that our approach not only
works for screenshots, but also for pictures of computer screens, in which various
image artifacts are present. Kuhn et al. [11] analyzed in their seminal work various
approaches to tamper with as well as eavesdrop on information by modifying and
analyzing electromagnetic radiation. However, their work analyzes skilled attackers
who use hardware to process electromagnetic radiation, while we focus on an attacker
using a commodity camera. Petitcolas et al. [14] present criteria for benchmarking
watermark approaches and an overview of attacks against watermarks [15].

Printer stenography is related to our approach. For instance, color laser manufacturers
encode the date and time a document was printed with tiny yellow dots on print-
outs, which cannot be seen unless the print-out is magnified [24]. Recently, it was
reported that printer identification code helped to identify the whistleblower Reality
Winner in 2017 [25]. Unlike printer stenography, we encode our hidden information
on computer screens.

3. PROBLEM STATEMENT AND APPROACH

A. Problem Statement

State-of-the-art security measures cannot prevent insiders from breaching sensitive
documents by taking pictures of their computer screens. Taking pictures leaves no
log trail that identifies the perpetrator. As a result, it is very difficult to identify the
perpetrator based on a recovered leaked picture. We approach this problem with
respect to the two scenarios? depicted in Figure 1. Both scenarios have in common
that: (i) an insider (attacker) takes a picture of sensitive information displayed on a
screen and (7i) a forensic investigator can access the recovered picture and needs to
identify the attacker based on the picture. In scenario M1, investigators get access to
the original, unmodified picture of the camera, e.g., because it was found during a
police raid. In scenario M2, investigators only see a modified version of the picture
as it has been published.

2 Our methodology could also be applied to other scenarios where information needs to be transported in
pictures or screenshots.



FIGURE 1. USAGE SCENARIOS: AN INSIDER TAKES A PICTURE OF A COMPUTER SCREEN WHICH
IS LATER RECOVERED, EITHER THE ORIGINAL PICTURE (MODEL M1) OR A MODIFIED VERSION
OF IT (MODEL M2). THE WATERMARK IS THEN EXTRACTED TO DETERMINE WHEN AND WHERE
THE PICTURE WAS TAKEN.
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B. Approach

We approach this security threat by embedding hidden watermarks in computer
screens. Our watermarks encode information such as the time and the workstation
(location). A picture of a watermarked computer screen carries this information. If
investigators get access to the (modified) photograph, they can decode this information
and identify the perpetrator by verifying who was logged in at the workstation at the
time. Watermarking text documents, images, and videos to trace their dissemination
is a well-established technique (see §2), but the threat scenario of an insider taking
pictures of sensitive data displayed on a screen poses several problems, which make
established watermarking techniques unsuitable for this task. In particular:

(a) as the attacker can take a picture at any time, there is no controlled release
process and the watermark must be present on any document displayed on
the screen at any time;

(b) the watermark must be unnoticeable on text documents, but still be robust
against the image artifacts introduced when taking photos of a computer
screen; and

(¢) the approach should allow for blind extraction, i.e., watermark extraction
without the original document.3

While traditional text watermarking approaches encode data by modifying individual
text passages, we embed information by overlaying a pattern of slightly brighter/darker
areas to approach challenge (a). The corresponding overlay mask is independent of
the content displayed on the screen and can thus be pre-computed. This makes our
watermarking process suitable for real-time embedding. To handle challenge (), we
develop watermarking symbols that are based on the fact that the human eye, especially
in light color areas [6], is insensitive to small continuous brightness gradients [2],

3 Alternatively, one would have to record all Desktop interactions resulting in major privacy issues.
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while digital cameras capture small changes in brightness well. Further, we modify
the design of a traditional convolutional coder and use evolutionary algorithms for
deriving optimized generator polynomials in order to handle the high error rates
caused by image artifacts. We use redundancy and split our watermarks into sub-
watermarks to allow extractions of partly corrupted watermarks. Furthermore, we
store cryptographic checksums in our watermarks to allow bit error corrections. To
approach challenge (c¢), we develop an algorithm for blind symbol extraction that is
based on the observation that the background color is clearly dominating in typical
text documents, allowing us to use local reference brightness values for the symbol
decoding.

4. DESIGN

Figure 2 shows the workflow of the proposed watermarking system. The embedding
process will interact with the graphics card on the watermarked end host (not
implemented in the prototype used for this evaluation), while an investigator
conducts the extraction using standalone software. We assume that a graphic card
implementation of the embedding process does not lead to a noticeable increase in
CPU usage or power consumption. Even if this assumption does not hold, the user has
no baseline for these characteristics that allow them to identify that screen watermarks
exist.

Watermark embedding involves the following steps:

(1) Logging: This module creates a bitstring that identifies the end host, user, and a
point in time.

(2) Checksum (see §4.C): This module calculates a cryptographic checksum
(incorporating a secret user key) for error detection and integrity checking. The
checksum block is appended to the payload and the resulting protected payload is
provided to the encoder.

(3) Encoding (see §4.B): The protected payload is encoded using an adapted
convolutional encoder.

(4) Embedding (see §4.A): Watermark symbols representing the encoded data are
generated and placed on the computer’s screen.

The extraction of a watermark involves these modules:

(1) Extraction (see §4.A): The watermark symbols are extracted from the recovered
picture.

(2) Decoding (see §4.B): The encoded data is decoded using the Viterbi algorithm
[21] in order to extract the protected payload.

(3) Checksum/logging (see §4.C): The logging system stores which user was logged in



at the extracted time and location. The corresponding secret user key is retrieved from
a database and the cryptographic checksum is verified. If the checksum is correct, the
location and time are returned, otherwise the extraction fails with an error.

FIGURE 2. WATERMARKING OF A COMPUTER SCREEN (TOP) AND EXTRACTION FROM A
PHOTOGRAPH (BOTTOM). THE PAYLOAD CONSISTS OF P BITS. THE CHECKSUM MODULE
APPENDS A CHECKSUM TO THE PAYLOAD. THE ENCODING MODULE TRANSFORMS THE
PROTECTED PAYLOAD INTO SIX WATERMARK BLOCKS. THIS PROCESS IS REVERSED DURING
THE WATERMARK EXTRACTION.
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6 * s symbols
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A. Watermarking Symbols for Computer Screens

We introduce watermarking symbols that are a hybrid between traditional text and
image watermarking symbols. We operate in the spatial domain, similar to existing
text watermarking approaches. This way, the visible artifacts caused by embedding
watermarks in a transformed domain are avoided. Still, we avoid the processing-
intensive and thus slow text parsing by not changing or moving the text but by
overlaying a pattern of slightly brighter and darker areas. Similarly to Caronni [5],
we change the brightness of multiple contiguous pixels, which makes our symbols
more robust against image artifacts and modifications. However, Caronni’s symbol
embedding does not allow for blind extraction. To solve this problem, we apply a
form of pseudo-differential amplitude modulation. That is, instead of comparing the
color values between the watermarked and the original image at the same position in
the image, we compare, for each watermark symbol separately, the color within the
watermark symbol to the color in the surrounding area. Further, we use circular patterns
and soften their shapes by introducing white noise that causes as a smooth gradient
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between the watermark center and the surrounding area to avoid sharp contrasts that
can become visible on the homogeneous backgrounds in text documents.

The key steps for embedding and extracting watermarks are as follows:

Symbol embedding. Embedding watermark symbols is a two-step process: (i) we
calculate an overlay mask of slightly brighter/darker areas (symbols) and (i) the
watermarking system applies this mask to the screen output. We point out that (i) can
be pre-computed, thus only (7i) is time critical.

Overlay mask. The symbol shape that we use for our approach is shown in Figure
3(a). Every symbol represents one bit. To embed a binary “0”, we make the center of
the symbol slightly brighter; and to embed a “1”, we make the center slightly darker.
A watermark consists of a matrix of these symbols. While the brightness of the inner-
most circle of the symbol (71 in Figure 3(a)) is adapted, a smooth gradient and white
noise are applied to the area A» to avoid any sharp brightness changes. The watermark
decoder compares the background in 4; to the background in 43 to tell which binary
value the symbol represents. To facilitate the manual extraction of watermarks, the
software can further be configured to mark the corners of watermarks using small black
markers, which look similar to pixel errors. A photograph of a resulting watermark for
an intensity /max = 2 is show in Figure 3(b). Figure 3(c) highlights the watermarking
symbols for illustration.

Applying the overlay mask. The application of the overlay mask is quite similar
to applying a screen color profile. It requires only local brightness modifications,
resulting in a very lightweight embedding process that can be parallelized on a GPU.

Symbol extraction. The extraction of a watermarking symbols from photographs
takes place during forensic investigations and is the reverse of the symbol embedding.
In contrast to the symbol embedding, this process is not time critical. To extract
watermark symbols from a picture, the picture is de-skewed, the watermark symbols
are located and the color values of the center of each individual symbol are compared
to the surrounding area.



FIGURE 3. A SINGLE WATERMARK SYMBOL (A) AND PICTURES OF A WATERMARKED SCREEN:
ORIGINAL (B) AND WITH HIGHLIGHTED SYMBOLS (C).
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B. Encoding of Data in Watermarks

The proposed approach uses error-correcting convolutional codes to achieve a high
robustness against incorrectly transmitted symbols. More than one thousand watermark
symbols (“physical” bits) fit on a typical screen area of at least 1.024M pixels for our
largest symbol size of 32x32 pixels, but we will only need to transport few data bits
in a typical setup, therefore we can introduce a high degree of redundancy. Still, this
large coding budget is required for a high robustness because error correcting codes
for watermarks must be able to operate on short payloads and be robust against various
errors [10]. In particular, one has to compensate for cropped images and a very high
symbol error rate due to image artifacts. We achieve robustness against cropping by
modifying the design of a traditional convolutional encoder and optimizing the error
correcting polynomials for short payloads using evolutionary algorithms.

Instead of generating one large watermark, the output of the different generator
polynomials used by the encoder is decoupled. This generates multiple smaller,
independent sub-watermarks (blocks). Each block carries the complete payload
(including a checksum), which allows the decoder to arbitrarily combine the blocks
for extracting the payload. That is, on the one hand, one block with few bit errors can
already be sufficient to reconstruct the payload. On the other hand, if multiple blocks
are available, the decoder can arbitrarily combine these to an optimal combination
to compensate for higher bit-error-rate (BER), which leads to very powerful error
correcting capabilities. The difference between our and a traditional encoder is
illustrated in Figure 4. The traditional encoder merges the output of all generator
polynomials to one codeword. In contrast, our design partitions the outputs into
smaller sub-watermarks, each with a coding rate of R = 0.5 (termination not included).
Combining all sub-watermarks corresponds to the traditional decoder. For decoding
the data, we use the common Viterbi algorithm [21].
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FIGURE 4. INSTEAD OF MERGING THE OUTPUTS OF THE DIFFERENT GENERATORS (A), WE USE
EACH OUTPUT FOR A SEPARATE WATERMARK (B).
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C. Cryptographic Checksum for Error Detection and Integrity Checking
As convolutional codes offer only limited capabilities in detecting errors, a Cyclic
Redundancy Check (CRC) [22] is often included in communication protocols to detect
decoding errors. We use a cryptographic checksum instead, which additionally allows
us to verify the integrity of the extracted message. The checksum block is calculated
on the concatenation of the payload and a randomly chosen secret key &,. Every user
u has its own secret key ky assigned. This protects against accepting a maliciously or
accidentally modified message.

5. EVALUATION

We use the following terms throughout the evaluation.

*  Symbol: A symbol is a circular area on the screen that represents one raw bit.

e Block: As outlined in §4.B, we split a watermark into multiple self-contained
blocks. A block is a collection of s symbols.

e Symbol size: The size of a single symbol (as shown in Figure 3(a)) in pixels.

e Watermark intensity: the intensity tells how much brighter or darker the
symbols are than the surrounding background. We measure the intensity as
tuple (Ar, Ag, Ab). The A-values are added to or subtracted from the red,
green and blue color channel, respectively.

In general, the stronger the watermarks, the more reliable is the watermarking
process. But stronger watermarks are also easier to perceive by humans and therefore
more disturbing. Thus, we aim to find an operation point at which the watermarks are
imperceptible to humans during regular use, but the watermarks can still be reliably
extracted from photographs. We evaluate in the following the perceptibility, bit error
rates, robustness to image transformation and overall performance of the watermarks.



A. Perceptibility of Embedded Watermarks

1) Setup 1

We conduct a user study with 17 adult test subjects working in the defense industry.
The aim of the study is to measure and elaborate the visibility of watermarks for
different intensities. We embed watermarks of different intensities into a text
document; some watermarks are placed in areas with text, while others are placed
in a way such that they are not covered by any text. The document is displayed on
a Samsung SynchMaster SA450 22 inch screen with a resolution of 1680 x 1050
pixels. The study participants were told that the study was on watermarks, but they
did not know what the watermarks looked like. The subjects were asked to read the
document. After reading the article, the subjects had to point out which watermarks
they could see.

2) Results 1

The results of the experiment are presented in Table I. The table distinguishes between
watermarks placed on areas where there was no text (background) and watermarks
placed in regions with text. All subjects recognized the control watermarks with
intensity (20,20,20). But already half of all subjects did not recognize watermarks with
intensity (10,10,10) if placed in areas with text. No test subject noted the watermarks
of intensity (3,3,3) in text areas. On the other hand, in areas without text, 7 out of 17
subjects spotted watermarks of intensity (3,3,3). The watermarks of intensity (1,1,0)
were never identified by any study participant. There is an additional interesting
insight not shown in the table. We found that watermarks at the top of the screen were
perceived significantly more often than their counterparts at the bottom of the screen.
We inspected the screen that was used and found that color contrasts were stronger at
the top of the screen than at the bottom.

In summary, we conclude from this study that (i) one can use considerably higher
intensities for watermarks concealed by text and (ii) fine-tuning the intensity of
watermarks for different screen regions can be beneficial in order to compensate for
the inhomogeneous contrast representation of computer screens.

TABLE 1. PERCEPTIBILITY FOR WATERMARKS OF DIFFERENT INTENSITIES. THE PERCEPTION
RATE DENOTES THE RATIO OF TEST SUBJECTS IDENTIFYING THE CORRESPONDING WATERMARK.

on white background in regions with text
intensity perception rate intensity perception rate
(1,1,0) 0/17 (3,3,3) 0/17
(1,2,1) 5/17 (5,5,5) 4/17
(2,2,2) 5/17 (10,10,10) 9/17
(3,3,3) 7117 (20,20,20) 17/17
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B. Bit error rates

1) Setup 11

We measure the bit error rate (BER), i.e., the ratio of symbols that are incorrectly
extracted, for different hardware devices. We focus on watermarks that are located in
areas with text. We embed watermarks of intensity (2,2,2) in a text document with font
size 10pt, display the text document on a Lenovo T430s such that the watermarks cover
the whole screen, and we take pictures with different cameras. This laptop features a
Twisted Nematic (TN) panel with a resolution of 1600 x 900 pixel. We use a different
device for this experiment than for the user study. However, we compared the low
contrast characteristics of the panels and found them to be very similar.4 We measure
the BER for three different symbol sizes and four smartphone cameras: Lumia920,
SonySk17i, SamsungNexus, and MotorolaXT910. We place two (three for symbol
size 20x20) randomly generated watermarks in the document such that they cover the
whole screen and take five pictures with each configuration.

2) Results 11

The results for the smallest and largest symbol sizes are shown in Figure 5. Each data
point represents the BER for a single watermark. For reference, the right column in
each figure shows the BER for symbols directly extracted from a screenshot. We use
a screenshot for comparison to measure the influence of the image artifacts caused
by taking photographs of the screen. There is a clear trend towards lower BER for
larger symbol sizes. This is because pixels representing text are filtered during symbol
extraction and more pixels remain after filtering for larger symbols, making the
approach more robust. The screenshots also show some bit errors for the two smaller
symbol sizes. We confirm this finding by measurements conducted on a watermarked
document without any text (not shown in the Figure). For a blank document, the
photographs of all symbol sizes achieve a BER of around 0.05 and the screenshots
do not exhibit any errors. The user study already showed that contrasts were stronger
on the top than on the bottom of the screen. We verified this finding by analyzing the
topology of bit errors in Figure 6(a). Indeed, the BER is lower at the top of the screen
than at the bottom.

In summary, we conclude that larger symbols are better for watermarks in text areas.
For a symbol size of 32x32, we achieve a median BER between 0.12 and 0.25, the
maximum BER is 0.28.

4 We tested three different TN panels and one PVA panel. The low contrast characteristics of all these
devices were similar.



FIGURE 5. BIT ERROR RATES (BER) FOR WATERMARKS IN TEXT AREAS FOR THE SMALLEST
AND LARGEST EVALUATED SYMBOL SIZES AND FOUR CAMERAS, AS WELL AS A REGULAR
SCREENSHOT FOR COMPARISON. THE BER FOR A SCREENSHOT IS ZERO FOR 32 x 32 SYMBOLS.
FIVE PHOTOS HAVE BEEN TAKEN FOR EACH CONFIGURATION.

Lumia920  MotorolaXT910 SamsungNexus  SonySk17i Screenshot Lumia920  MotorolaXT910 SamsungNexus  SonySk17i Screenshot

(a) Symbol size 20 x 20. (b) Symbol size 32 x 32.

C. Robustness to Image Transformations
We evaluate in the following the robustness of our approach to image transformations
in regard to scaling and color adjustments.

1) Setup IIT

To simulate a scenario in which images are compressed before being leaked, in this
experiment we compress the pictures taken with the mobile phones by a factor of four.
This means that the width and height of each image is halved. The resulting pixels
are interpolated. A reduction by a factor of four can be considered as a worst-case
scenario with respect to image compression for the pictures analyzed in this work,
because further decreasing the resolution would make the text in the document very
hard to read. Thus, it is unlikely that an attacker would further compress the images.

2) Results 111

The resulting BER for a symbol size of 32 x 32 are shown in Figure 6(b). Resizing the
images increases the BER by 10 to 15 percentage points compared to their original
images, resulting in an average BER of approximately 25%.
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FIGURE 6. INHOMOGENEOUS ERROR DISTRIBUTIONS DUE TO DISPLAY CHARACTERISTICS
(LEFT) AND BER FOR RESIZED IMAGES (RIGHT).
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in text areas on a Lenovo T430s. watermarked text. Symbol size 32 x 32.

D. Overall Performance

1) Setup V

We calculated the BER for different scenarios in the previous subsections of
the evaluation. As the last step of the evaluation, we now relate the BER and the
percentage of the available watermarked area to the probability that the transported
data can be successfully extracted from a watermark. For this evaluation, we assume
that a watermark capacity of p = 40 bit is required to encode a user identifier and a
timestamp; a payload of p = 40 bits results in a protected payload of length k£ = 72 bits
ands = (k+m- 1) *n =172 symbols per block (see Figure 2). The parameter m=15
represents the length of the used shift register for the convolutional encoder and n=2
represents the number of output bits per input bit. We measure the performance of
the applied convolutional coding by conducting a Monte Carlo Simulation with 6000
runs. Bit errors are modeled as i.i.d according to the given BER.

2) Results V

The results are shown in Figure 7(b). Every line in this Figure shows the performance
of our approach for a different average BER. To give an example, the blue triangle in
the upper center of the plot shows that for a BER of 0.25 and 3 recovered watermark
blocks, the probability that the data can be successfully extracted from a watermark
is around 85%.

We first focus on pictures without color modifications (raw images). As shown in
Figure 5(b), the BER for a symbol size of 32 x 32 is always below 20% for three out
of the four mobile devices. Putting this number into Figure 7(b), we see that three
out of six watermark blocks are sufficient to decode the data in this case. For the
Lumia920, the average BER is 25%, thus we need four to six watermark blocks to



successfully extract the data with high likelihood. The maximum observed BER is
28%. The probability that the payload can be successfully extracted for this case is at
least 98%, as Figure 7(b) shows.

Resizing pictures results in a BER of around 30% (see Figure 6(b)). Figure 7(b) shows
that the data can be extracted with a probability of 98% for a BER of 30%. Contrast
and brightness changes and automatic color enhancements resulted in a BER below
25% (see Figure 7(a)). Already four out of six watermark blocks are sufficient to
reconstruct the embedded data in 99% of cases.

We conclude that we can recover the watermarks from unmodified photographs
for all tested smartphones. The Lumia920 introduces a bit error rate of 25%, which
reduces the robustness to image modifications, such that 2/3 of the watermark blocks
of cropped images are required. For the other three smartphones, we can scale down
the image by a factor of four or increase the contrast and brightness by 10% and still
extract the encoded data. Watermarked pictures taken with these smartphones are also
very robust to cropping of the raw image, only 50% of the watermark blocks are
required to extract the watermark.

FIGURE 7. ERROR RATES FOR MODIFIED PICTURES (LEFT)
AND OVERALL PERFORMANCE (RIGHT).
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(con) changes.
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6. DISCUSSION

An attacker who is aware of the fact that computer screens are watermarked could
try to use our watermarking approach to hold another employee liable for a leaked
picture. First, an attacker could attempt to create a fake watermark that contains
the identifier of an employee E. However, the attacker also needs to generate the
correct cryptographic checksum, which is based on a secret key k,, otherwise the
watermarking system rejects the watermark (see §4.C). An attacker does not know £y,
so they can only guess what the correct checksum is. The odds for guessing the correct
checksum is in the order of one in one billion for a 32-bit checksum and six embedded
watermark blocks.

Second, an insider could use an unlocked workstation to access the critical information
or even access the information with stolen credentials. To detect such a case, one
could combine our watermarking approach with biometric techniques that identify the
employee currently using a workstation [8].

Third, an insider could take a picture of a document while another employee views
the document on their screen. To investigate such and similar cases one would need
to complement our approach with CCTV cameras monitoring the office environment.
After extracting time and location from a watermark, an investigator could check the
surveillance camera recordings of the corresponding office.

Finally, in order to frame an employee E, a skilled attacker could take a picture of E’s
screen, extract the watermark from the picture, and embed it into a picture showing
a document that £ is not supposed to access. The watermark would show where and
when the attacker took the picture. This information can be compared against the logs
generated by our logging module (see §4), which would show that E never accessed
the document. Further, CCTV cameras could identify the attacker.

7. CONCLUSION

In conclusion, our proposed watermarking scheme applies imperceptible low-
intensity watermarks to the screen. The information embedded with our technique
can later be retrieved from photographs or screenshots. We develop a coding scheme
based on convolutional codes, which complements the watermarking technique and
can cope with the particular challenges of screen watermarking, such as high error
rates, inhomogeneous error distributions (caused by the underlying hardware) and
partial pictures of screens. We conduct a user study showing that our watermarks are
imperceptible during regular use and demonstrate in various experiments that our



watermarks are robust regarding resizing and basic image manipulations. In future
work, we will investigate possible attacks against screen watermarks, e.g. by taking
advantage of physical screen characteristics, and corresponding protection methods.
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Abstract: Protecting Critical Infrastructure (CI) against increasing cyber threats has
become as crucial as it is complicated. To be effective in identifying and defeating cyber
attacks, cyber analysts require novel distributed detection and reaction methodologies
based on information security techniques that can automatically analyse incident
reports and securely share analysis results between Critical Infrastructure stakeholders.
Our goal is to provide solutions in real-time that could replace human input for cyber
incident analysis tasks (triage) to classify cyber incident reports, find related reports in
a fast and scalable way, eliminate irrelevant information, and automate reporting life-
cycle management. Our effective and fast incident management method is based on
artificial intelligence and can support cyber analysts in establishing cyber situational
awareness, and allow them to quickly adopt suitable countermeasures in the case
of an attack. In this paper, we evaluate deep autoencoder neural network supported
by Blockchain technology as a system for incident classification and management,
and assess its accuracy and performance. This approach should reduce the number
of manual operations and save storage space. We used a Blockchain smart contract
technique to provide an automated trusted system for incident management workflow
that allows automatic acquisition, classification and enrichment of incident data. We
demonstrate how the presented techniques can be applied to support incident handling
tasks performed by security operation centres.

Keywords: cyber threat intelligence, neural network, blockchain
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1. INTRODUCTION

Cyber Situational Awareness (SA) [1] is a perception of security and threat situations
coupled with current and future impact assessment. In recent years, researchers in the
SA field have created increasingly complex tools across many application domains.
Speed of events, data overload, and meaning underload [2] make real-time SA of
cyber operations very difficult to evaluate. Addressing data that is often vague and
imprecise, we have to rely on imperfect information to detect real attacks and to
prevent an attack from happening through appropriate risk management. Security
Operation Centre (SOC) analysts receive a huge amount of daily threat reports. These
analysts face challenges finding relevant information in large, complex data sets when
exploring data to discover patterns and insights and following organisation business
processes, such as proper acquisition, use, archiving and disposal of threat reports.
For humans to be effective in identifying and defeating cyber attacks, novel tools that
can fill the gap between cyber data and situation comprehension are highly desired.
The research presented here is designed to aid in developing a system (see Figure 1)
that will automatically support a cyber analyst by analysing and classifying incoming
cyber incidents by searching similar high severity cyber incidents that could affect
cyber SA, and by life-cycle management of the incident.

Analysis is triggered by a cyber incident report generated by one of the stakeholders
in the CI network. The incident analysis can be performed for large amounts of data
by using a solid knowledge base (KB), and employing one of the available incident
analysis tools. A deep autoencoder (AE) method can be used to analyse existing KB
or particular large dataset. The primary purpose of designing a deep autoencoder for
SA is to increase the speed of sharing highly severe information and to enable fast
and trustworthy cyber incident classification, without the need for substantial human
involvement. In our study, we compare existing cyber threat intelligence tools and
techniques, describe automatic cyber intelligence analysis approach using a deep
autoencoder neural network, and present evaluation results. We leverage expertise
collected in available cyber intelligence tools with the power of the neural networks
approach.



FIGURE 1. THE OVERVIEW OF ESTABLISHING THE CYBER SITUATIONAL AWARENESS USING
NEURAL NETWORKS (AE) AND SMART CONTRACTS FOR INFORMATION CLASSIFICATION AND
LIFE-CYCLE MANAGEMENT.
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The primary contribution of this work is a real-time solution that could replace human
input for a huge number of cyber incident analysis tasks. Another is a methodology,
developed to improve information organization and access in cyber security
information systems based on automatic classification of cyber security documents
according to their expected threat level. We hypothesise that the application of Smart
Contracts based on the existing Blockchain technology Ethereum [3] can solve some
SA problems. The main purpose of designing Smart Contracts for SA is to enable rapid
and trusted cyber incident classification and management, without the need for a large
centralised authority. We propose that Smart Contracts based on decentralised assets
such as Ethereum can reduce effort for incident life-cycle management and manual
analysis costs. Novel techniques that can automatically make predefined decisions
obvious by using Smart Contracts can help identify and defeat cyber attacks.

In our context, a Smart Contract basically is a piece of software that fixes and verifies
negotiated behaviour and cannot be manipulated because it is distributed and executed
on multiple nodes on a Blockchain. Another value of using Smart Contracts is that
once deployed, it can function automatically, without the need for human interaction.
In our proposed threat intelligence analysis system, we describe the incident handling
procedure and instructions using a Smart Contract programming language (Solidity)
and upload this Smart Contract to a Blockchain instance (a private Ethereum network).
The source code of the Smart Contract defines instructions and rules; for our system,
we created ‘Acquisition’, ‘Use’, ‘Archival’ and ‘Disposal’ Smart Contracts (see Figure
1). The state of the Smart Contracts is stored on the Blockchain and is transparent and
accessible to all registered community members. The Smart Contract code is executed
in parallel by a network of miners under consensus regarding the outcome of the
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execution. The execution of the Smart Contract results in an update of the contract’s
state (BLOCKn+2) on the Blockchain that is synchronised with every participating
user (CI1-ClIn) through standard peer-to-peer mechanisms and a Proof-of-Work-based
consensus mechanism. An incident report produced by one of the users (security
expert protecting Cls) goes through the Smart Contracts and is handled automatically,
according to the programmed instructions.

The management system is aimed at the automatic management of threat reports
provided by threat analysis tools such as CAESAIR,! IntelMQ2, or MISP3 and
should provide effective decision support for a SOC operator. Compared to manual
classification, automatic classification by threat level can significantly support and
accelerate reaction time of an SOC analyst. For example, the Collaborative Analysis
Engine for the Situational Awareness and Incident Response (CAESAIR) tool [4]
supports various security information correlation techniques and provides customizable
import capabilities from a multitude of security-relevant sources. These sources
include a custom repository, open source intelligence (OSINT) feeds and IT-security
bulletins, as well as a standardised vulnerability library (Common Vulnerabilities and
Exposures — CVE). CVEs are especially important for Smart Contracts with regard
to likelihood assessments based on game theory [5] that implements risk scoring [6].
Employing CAESAIR with CVE scoring [7] and extending it by automated tagging
can provide valuable input for information classification and life-cycle management.
Such a system can be implemented using Smart Contracts created for a particular
organization. Each institution may have multiple classification profile definitions
dependent on the network, CI and the role of the cyber analyst.

This paper is structured as follows. Section 2 gives an overview of related work and
concepts. Section 3 explains the cyber incident classification workflow. The cyber
incident life cycle issues are covered in Section 4, Section 5 presents the experimental
setup, applied methods end evaluation and Section 6 concludes the paper.

2. RELATED WORK

Threat intelligence in the cyber security (CS) realm is provided by a number of
cyber incident analysis tools. For example, the CAESAIR tool provides analytical
support for security experts carrying out cyber incident handling tasks on national
and international levels, and facilitates the identification of implicit relations between
available pieces of information. IntelMQ is an open source tool collaboratively
developed by Austrian CERT and other parties aiming at parsing and correlating
cyber incidents. MISP, the Malware Information Sharing Platform is another open
source tool that performs automatic data correlation by finding relationships between
1 http://caesair.ait.ac.at

2 https://github.com/certtools/intelmgq
3 https://github.com/MISP/MISP



attributes and indicators from malware, attack campaigns, or analysis. It incorporates
an indicator database to store technical and non-technical information about malware
samples, incidents, attackers and intelligence; and a sharing functionality to facilitate
data exchange using different models of distribution.

The autoencoder approach is widely used for different analytical tasks. A machine
learning framework based on recursive autoencoders [8] can be used for sentence-level
prediction of sentiment label distributions. A very deep autoencoder [9] is employed for
content-based image retrieval. In our approach, we are using this method for similarity
searches. The advantage of the autoencoder method is that it learns automatically
from examples. The autoencoder makes use of neural networks which are already in
use by latent semantic analysis for text categorization [10] to reduce dimensionality
and to improve performance. Another application [11] employs an artificial neural
network to improve text classifier scalability. Classification methods implemented in
the previously mentioned threat intelligence tools suffer from large vector sizes and
are less effective as the number of incidents rise. The main drawback of existing text
classification methods, such as SVM [12], Word Embeddings Neural Networks or the
Gensim tool is that they require a huge database for training to provide meaningful
results, but expected SOCs datasets are not large enough for such semantic-based tasks.
Another common disadvantage of these techniques is the lack of results transparency
due to employing vectors containing real-valued numbers. These tools provide results,
but it is difficult to explain how the results were calculated. In particular, the SVM
approach is limited by the choice of the kernel. Another disadvantage is the inability
to handle unknown words or words which were not included previously in the training
vocabulary. Consequently, for the particular use case of threat incident classification
task for SOCs, we suggest using the autoencoder solution that scales well because of
the small vector size while maintaining a high level of accuracy.

Multiple researchers are developing an automated technology that will support an
information classification system. An attempt to classify the relationships between
documents and concepts [13] employs principles of ontology. To improve information
organization and access in construction management, a methodology [14] was
developed based on automatic hierarchical classification of construction project
documents according to project components. A survey of various cyber attacks and
their classification [15] attempted to develop an ontology for cyber security incidents.
They classify by characteristics, and by purpose and motivations. Additionally, cyber
attacks can be classified based on the severity of involvement, scope, or network
types with multiple sub classification terms. Contrary to this approach, we classify
only by threat level that can differ from organisation to organisation. Our goal is to
focus human expert resources on the most urgent incidents important for a particular
organisation. An information life-cycle model described in [16] is also applicable to
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the CS domain. Cyber incident reports are acquired, analysed and become outdated.
Effective automatic classification, retention and disposal policies can mitigate risks
to data and make information management more effective. Classification of data
enables a company or SOC to focus their resources toward the most valuable or urgent
incidents and to handle less valuable incidents, automatically saving time and other
costs.

Because members of a CI network do not necessarily trust each other, do not have a
central authority and have a need to store and share the life-cycle state of the incident,
we suggest a Blockchain-based solution for life-cycle management. An overview of
the Blockchain technology and its potential to facilitate money transactions, Smart
Contracts design, automated banking ledgers and digital assets is provided in [17].
A Blockchain platform comparison [18] discusses five general-use Blockchain
platforms and looks at how Blockchain technology can be used in applications outside
of Bitcoin to build custom applications on top of it. This comparison suggests that
Ethereum is currently the most suitable and well-established platform. Therefore,
for cyber incident analysis we employ an Ethereum Blockchain (specifically, the
Pyethereum implementation), which supports a focused Smart Contracts testing
environment without the need of mining. In the proposed system, we intend to apply
Smart Contracts for cyber incident classification and life-cycle management, which is
unique for the given domain.

3. CYBER INCIDENT CLASSIFICATION
USING AUTOENCODER

For our study, we assume that a cyber expert is responsible for a CI and detects
suspicious behaviour in the system. The expert needs more information to select the
correct mitigation strategy. She must collect and analyse all the available information
related to ongoing and previous attacks for the particular use case, and transform it into
actionable intelligence. Security information such as incident reports, vulnerability
alerts, advisories, bulletins etc., usually come in the form of semi-structured text
documents. Acquiring cyber threat intelligence from such documents requires
manually reviewing and discerning what significant information they can find, and
identifying implicit correlations among them in order to estimate their impact and
outline possible mitigation strategies. To avoid this manual effort, the Cls expert can
provide an incident report as an input to a deep autoencoder and receive a threat
report back if it has sufficient severity. An automatic approach delivers a significant
improvement in terms of personnel costs when compared to manual cyber incident
handling. As a result, an analyst has the up-to-date SA status and we ensure fast and
scalable information exchange and enrichment.



The idea behind applying the autoencoder approach is that we can map N-dimensional
data onto the M orthogonal directions in which the data have the most variance and
form a lower dimensional subspace. The acceptable drawback of this conversion is
that in the remaining orthogonal directions we lose information about the original data
point location.

FIGURE 2. THE WORKFLOW FOR CLASSIFICATION AND LIFE-CYCLE MANAGEMENT OF CYBER
INCIDENT USING AUTOENCODER AND SMART CONTRACTS.
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We employ a deep autoencoder that was trained as described in the workflow shown
in Figure 2. The workflow execution starts with reading the incident report (1) and
parsing the report content. Input data along with the expert profile settings, which
are specific to the organisation, are converted to a binary vector using the ‘bag of
words’ technique (2) and after the normalization step (3) passed to the autoencoder
in encoded form (4). In this step, we compile the words most used in documents. The
remaining vector is comprised of word counts irrespective of order. For simplicity,
we use a binary count where we mark | if a word count is bigger than 0, and 0 if the
given word is not present in an original document. Additionally, we ignore stop words
(words with no discriminatory power, such as common articles and prepositions, that
we do not need in analysis). To achieve reasonable performance and scalability, we
reduce each vector to a much smaller vector that still comprises enough information
about the content of the document. In the next step, we train the neural network to
reproduce its input vector as its output. This forces it to compress as much information
as possible into the 10 numbers in the central bottleneck. These 10 numbers are then a
result of deep autoencoder training and a good way to compare documents (5) in a fast
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and scalable way using the cosine similarity method. In the next step, we merge the
detected related incidents with institutional settings and decide which priority level
(see Equation 1) should be applied to the given incident. The compressed vectors are
stored on the hidden level of neural network (see Table 1).

P=f(r, Wy, W, Ts,Ws) ¢y

Equation 1 shows the incident priority level P that returns the value — either 0
that corresponds to ‘Low’ or | representing ‘High’. Priority level is a function of
aggregated incident evaluation metrics, which depend on basis indicators, such as
‘number of related incidents’ I, ‘number of related words’ W+, ‘number of original
words’ W, ‘detected significant terms’ T's and “vulnerability score’ V.

4. CYBER INCIDENT MANAGEMENT
USING SMART CONTRACTS

We evaluate the application of Smart Contracts to classify and manage incident
reports labelled by the autoencoder as a high priority threat. Smart Contracts can be
used to estimate that the reported cyber incident is of high relevance, to remove it
after some predefined time, to tag it by acquisition, to search by tag, to assign access
rights (confidential, private, sensitive, public), to periodically check data integrity
(preventing manual or hardware corruption), or to determine data provenance. Our goal
is to save storage space, improve performance and to keep information up-to-date in a
trustworthy way by leveraging the distributed nature of Blockchain technology. Once
a Smart Contract is triggered, the analysis result is automatically propagated among
all participants through inherent Blockchain mechanisms. One of the advantages of
this approach is that Smart Contracts cannot be changed or compromised without
being detected (through hashed transactions) and that the messages can be verified
to originate from a trusted source (through public key encryption). After incident
acquisition, a Smart Contract performs the classification of a report by threat level,
stores the obtained threat level on a Blockchain and initiates the life-cycle management
process for the given incident. In the next step, this report will be used, archived and
disposed.

We employ four Smart Contracts for cyber incident processing, as depicted in Figure
2. The workflow execution after the classification steps performed by the autoencoder
proceeds with the analysis of an incident report by reading and parsing the report
content enriched with the classification results (6). Input data, along with organization-
specific expert profile settings, are passed to the first Smart Contract ‘acquisition’ (7),
which employs one of the threat intelligence tools. Classification occurs by employing



incident text, split by words or phrases, specific terms separated by low, middle and
high threat relevance. We compute risk points, counting how many of terms are
included in the incident report for each threat level. For threat level calculation, we
either estimate threat level by applying thresholds for each level or we employ the
weighted method from Formula 2, where we additionally multiply the calculated
points on each threat level with a constant which represents the weight of the related
threat level. The threat level scale ranges from 1 to 3, where 1 is ‘low threat’ and 3 is
‘high threat’. Risk points RP is a sum of high risk points Hy, multiplied by high threat
weight HT, middle risk points M, multiplied by middle threat weight M T\, and low
risk points Ly, multiplied by low threat weight LT\

3(high) if RP>HT;,
RP=Hyp* HTyw+ Myp* MTy+ Lip* LTw (2) Ti= 4 2(middle) if RP = MT;, (3)
3(low) else RP < MT,,

Where HT, =3, MT\, =2, LTw=1and HT:=10, MT:=3. Threat level T1 can be inferred
using high threat HT; and middle threat M T thresholds and weighted risk points RP
from Formulas 2 and 3. The acquisition step (7) is split into different tasks. Automatic
classification by threat level defines one of three threat levels: ‘high’ level requires
fast reaction and mediation steps, triage process; ‘medium’ level assumes detection
of ‘Indicator of Corruption’ (IoC) or metrics that indicate possible vulnerabilities,
and requires SW update; and ‘low’ level addresses regular cyber security information
and logs, and requires attention but should not necessary be a threat. Tagging means
that specific tags can be assigned to a report to make it easier to find, shift or remove
later. Removing personal information from the incident report to protect personal data
may be required (by the European GDPR) before storing a normalised version of the
incident. In the ‘using’ step (8), the workflow supports an automated similarity search,
status and provenance retrieval, and enrichment with data and metadata periodic
check for data integrity (using the hash of the incident report). Finally, depending
on the threat level after some period of time, the incident can be archived (step 9) or
removed e.g. by date or by tag (step 10).

We believe that this automatic smart-contracts-based approach would substantially
support incident classification and management and could be used by analysts for the
defence of CI. The suggested method would make SA analysis less cost-intensive and
would perform with higher throughput. However, as is typical in this area, a human-
based approach performs with higher accuracy.
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5. EXPERIMENTAL EVALUATION

In the evaluation section, we measure how accurate our automated computations are
and how long it takes for the deep autoencoder to make its calculations. Additionally,
we report on measurements of the automated cyber incident classification and
how long it takes for Smart Contracts to be executed and validated. We carried out
measurements for several incident reports. The goal of this evaluation was to leverage
the domain expert knowledge base for cyber incident classification and management
as described in the workflow (see Figure 2), pointing out threat level relevant for SA.

A. Evaluation Data Set

The cyber analyst’s goal is to prioritise a detected cyber incident, either to mitigate it
or to perform some other cyber incident response. For this test, we assumed that our
Cl is a financial organisation that employs MS Office products on Windows OS and
using software products such as Internet Explorer, Firefox, Adobe, etc. The dataset
used was aggregated from OSINT sources on the Internet. The dataset contained
5,850 training documents and 584 test documents. We evaluated cyber incident reports
from the ‘seclists’ feed4 from the last three years addressing four report categories.
The ‘fulldisclosure’ category contained messages from the public, a vendor-neutral
forum for detailed discussion of vulnerabilities and exploitation techniques, as well as
tools, papers, news, and events of interest to the community. The ‘bugtraq’ category
is a general security mailing list. The ‘pen-test’ category discloses techniques and
strategies that would be useful to anyone with a practical interest in security and
network auditing. The ‘nmap-dev’ category comprises an unmoderated technical
development forum for debating ideas, patches, and suggestions regarding proposed
changes to Nmap3 and related projects. The specific cyber security terms were obtained
from the CS glossary.6 We anticipated that employing the described autoencoder and
Smart Contracts approach should classify cyber incidents among a very large number
of incident reports facilitating further cyber analysis and incident management.

B. Experimental Results and Interpretation

This evaluation took place on an Intel Core i7-3520M 2.66GHz computer using
Python on Ubuntu OS. We performed a total of 10 training iterations (epochs) for the
autoencoder. The autoencoder training and accuracy calculation process took about
262 seconds (see Figure 3). This figure shows that loss and validation loss decreased
and accuracy and validation accuracy increased with each epoch. A final accuracy of
0.942 was achieved; this demonstrates how well input is reconstructed compared to
the output.

4 http://seclists.org/
5 https://nmap.org/
6 https://scottschober.com/glossary-of-cybersecurity-terms/



FIGURE 3. ACCURACY AND LOSS CHARACTERISTICS BY AUTOENCODER TRAINING.
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The neural network used a total of 502,000 parameters during the autoencoder training.
The summary of the neural network training is presented in the Table 1. The neural
network is composed of 1 input layer and 5 hidden layers. The number of neurons in
these layers range from 10 to 2,000. Most layers use a rectified linear unit (ReLU) as
an activation function. The last decoding layer employs a sigmoid activation function.

TABLE 1. SUMMARY OF THE DEEP AUTOENCODER TRAINING PROCESS.

Layer Type Activation Function Neurons # Parameters #
Input layer InputLayer RelLU 2,000 0

Hidden layer 1 Dense RelLU 2,000 4,002,000
Hidden layer 2 Dense RelLU 250 500,250
Hidden layer 3 Dense RelLU 10 2,510

Hidden layer 4 Dense ReLU 250 2,750

Hidden layer 5 Dense Sigmoid 2,000 502,000

The autoencoder model simply maps an input to its reconstruction. To achieve this,
we first train an autoencoder until it reaches the stable train/validation loss value. The
deep autoencoder system starts the SA analysis with incident content retrieval, which
is converted to an input vector by using word counts. This input vector then goes
through encoding in multiple hidden layers and is reconstructed to an output layer
after decoding in the final layers. Having trained the model, we were able to retrieve
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the middle layer of the autoencoder model with the smallest number of neurons (10).
Therefore, we retrieved trained 10-number-long IDs for each of the 584 test vectors
and iterated this over all of the document vectors (10-numbers-long each) calculating a
cosine similarity value for each document. For instance, the trained vector of the query
incident report ‘bugtraq-2017-Aug-1.txt’ containing 10 numbers is [-8.73114914e-
10, 1.01575899e+01, 2.12457962e-09, 1.29858088e+00, 2.67755240e-09,
9.32977295e+00, 4.54857439¢-01,-5.82076609¢-11, 8.55403137¢+00, 5.52972779¢-
09]. This vector can be used for fast and scalable similarity search. Computation
demonstrated that, for the given incident report, the first three most similar documents
are: ‘nmap-dev-2017-q2-8.txt, fulldisclosure-2017-Jan-68.txt, fulldisclosure-2015-
Oct-71.txt’. During the correlation calculation using the deep autoencoder, there was a
minor fluctuation of accuracy value in the last epochs (between 0.942 and 0.943). This
is because the autoencoder employs a restricted Boltzmann machine (RBM), which
treats the word counts as probabilities and makes use of random values in calculations.
Therefore, it is possible that the highest level of accuracy can be achieved before all of
the epochs are calculated (epoch 4 in our case).

TABLE 2. EXCERPT OF CLASSIFICATION RESULTS FOR CYBER INCIDENT REPORTS BY THEIR
ACQUISITION USING SMART CONTRACTS.

°
a a > T 2
€ TE = ® a ] =
2 L9 S o xc > o 0§
3 ] ] 5 o= @ £ o
] CE] E 3 og £ 5 <=
£ xE 7] ] oc [ - F
Fulldisclosure-2017-Jan-q1-75 fulldisclosure-2016-May-33.txt 108  Wolfgang feedyourhead at 68 0371 5 3

Fulldisclosure-2015-Feb-q1-53 nmap-dev-2017-g2-8.txt 54 Scott Arciszewski 1,304 0370 3 2
Fulldisclosure-2015-Feb-q1-90 fulldisclosure-2016-Aug-118.txt 83 Praveen D 1,314 0.451 1 1
Bugtrag-2017-Jan-q1-18 bugtrag-2016-Jan-146.txt 125  Vulnerability Lab 3,419 0.677 3 3
Bugtragq-2017-Jun-q2-56 fulldisclosure-2015-May-52.txt 130  SEC Consult Vulnerability Lab 3,829 0.532 3 3
Bugtrag-2016-Jan-q1-75 nmap-dev-2015-g2-40.txt 79 Slackware Security Team 4,009 0.332 2 1
Bugtraq-2017-Apr-q2-158 nmap-dev-2017-2-8.txt 54 Salvatore Bonaccorso 4,215 0.432 1 1
Nmap-dev-2017-Mar-q1-226 bugtrag-2016-Apr-36.txt 65 Henri Doreau 4,831 0533 3 2
Nmap-dev-2015-Nov-q4-107 fulldisclosure-2016-May-33.txt 108  Peter Houppermans 6,849 0.600 8 3
Nmap-dev-2015-Oct-q4-63 nmap-dev-2015-q4-276.txt 68 Mark Scrano 6,853 0.496 1 1
Pen-test-2017-Jul-g3-1 bugtrag-2017-Jul-8.txt 63 Hafez Kamal 7,994 0252 3 2
Pen-test-2016-Feb-q1-2 nmap-dev-2017-g2-8.txt 54 Francisco Amato 8,071 0.357 2 1
Pen-test-2016-Dec-q4-0 bugtrag-2017-Mar-39.txt 115  ERPScan inc 8,072 0521 9 3

In the test scenario, we investigated incident reports from ‘seclists’ CS feed to
classify those by threat level and to automatically manage them from acquisition
to disposal without involvement of human analyst (see Table II). Due to the large
number of results in this table, we describe only selected classification results, which



demonstrate typical cases. Query incident ID in ‘seclists’ terms is presented in the
first column. The second column shows the first of the detected related incident IDs.
The similarity score for found related incidents for selected examples is nearly 1.0.
In the third column, we show a number of detected common words between query
and found incidents. Column ‘Source’ depicts an incident source that can be a person
or an organisation. The next four columns are related to Smart Contracts and show
assigned Blockchain ID, consumed time, number of significant terms and threat level.
The experimental results are represented in Figure 4 and show the distribution of
threat incident reports over the last three years, respective of high, middle, and low
threat levels. Each incident category is flagged by an assigned colour. The Y axis is
a range of the number of incidents and the X axis is a time scale split into quarters.
The figure shows that the most productive category for high (up to 325) and low (up
to 215) threats is a ‘bugtraq’ category, whereas ‘nmap-dev’ (93) and ‘fulldisclosure’
(97) are dominating middle threat reports. For a given period of time, most active
phase for all levels is from ‘Q4-2015" to ‘Q3-2016’. Visualization of incident reports
provides an analyst with a quick and descriptive SA picture. To focus on a particular
area, the analyst can perform fine tuning, adjust the time scale or select a particular
category or source.

FIGURE 4. PLOT FOR DISTRIBUTION OF THREAT INCIDENT REPORTS OVER LAST THREE YEARS
FOR DIFFERENT THREAT LEVELS SHARED QUARTERLY.
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As a use case scenario, assume that SOC has received an incident report from
Vulnerability Lab in January 2017. On receiving this report, our Smart Contract
triggers automatic analysis and classification of this incident report. According to
Table 2, we see that this incident is assigned a Smart Contract identifier 3419 and the
contract identifies 13 significant terms. Going through the contract logic we estimate
both the regular and the weighted threat level as a ‘high threat’ (3). That means it
should be handled soonest and with highest priority. The incident is automatically
tagged and enriched with additional data from CS feeds and tools. Links to similar
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incidents are established. All this facilitates the triage process for a cyber analyst and
performs analysis steps that are usually done manually. According to the evaluated
classification level, Smart Contract defines timestamps for automated archival and
disposal of incident data. Therefore, a cyber analyst does not need to worry about the
incident life-cycle and can focus their resources on triage for urgent cases.

The smallest duration for one Smart Contract operation was 0.252 seconds from
Blockchain ID 7994 report and the longest operation time 0.677 report with ID 3419.
This difference can be explained by the different report sizes (we calculate hash for
report content) and different risk points numbers (3 for ID 7994 vs. 13 for ID 3419).
This evaluation also gives a simple overview of detected significant terms, such as
‘attack’, ‘hack’, ‘phishing’ for high threat incidents, ‘access’, ‘authentication’, and
‘encode’ for middle threat incidents and ‘key’, ‘capability’, and ‘investigation’ for low
level threats. Having a Smart Contract ID, the analyst is able to retrieve status data
of a particular incident report from Blockchain using Smart Contract (e.g. by hash,
provenance, time, tags, owner).

TABLE 3. OVERVIEW ABOUT AGGREGATED THREAT
REPORTS FOR DIFFERENT THREAT CATEGORIES.

Threat Category High Threat Middle Threat Low Threat Total
Fulldisclosure 724 558 590 1,872
Bugtraqg 758 147 542 1,447
Pen-test 55 43 4 102

Nmap-dev 430 674 1,325 2,429
Sum 1,967 1,422 2,461 5,850

The category overview experimental results are presented in Table 3 which shows
the distribution of high, middle and low threat level incidents for different incident
categories. This table demonstrates that most incident reports (2,429) come from
the ‘nmap-dev’ category, followed by ‘fulldisclosure’ (1,872) and ‘bugtraq’ (1,447).
Most of incident reports belong to the low threat level (2,461) but the report number
classified as high threat is also high (1,967). Most high threat level reports come
from the ‘fulldisclosure’ (724) and ‘bugtraq’ (758) categories. That means that these
categories should be addressed first by incident management.

C. Evaluation Effectiveness

We can see that, in general, the autoencoder training accuracy improves with every
iteration (epoch) from 0.674 at the beginning to 0.942 at the end, which is sufficiently
good; whereas training loss (error) of original information decreases from 0.691 to
0.152. This means that the decompressed outputs will be degraded compared to the



original inputs, but it is an acceptable rate. Similarly, validation accuracy is in the
range between 0.616 and 0.915. Validation loss decreases from 0.684 to 0.220.

FIGURE 5. ROC SPACE PLOT.
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The classification effectiveness for high priority incidents can be determined in terms
of a Relative Operating Characteristic (ROC) using the labelled ground truth query
dataset. SA analysis divided the provided incident reports into two groups: ‘high’ and
‘low priority’ by associated expert parameters and thresholds for each category; e.g.
for the ‘fulldisclosure’ category the provided algorithm detected 229 true positive
incidents, 14 true negative reports, one false positive incident and two false negative
documents. The primary statistical performance metrics for ROC evaluation are
sensitivity (0.991) or true positive rate and false positive rate (0.059). The associated
ROC value is represented by the point (0.059, 0.991). The ROC space (see Figure 5)
demonstrates that the calculated FPR and TPR values for the evaluated categories are
located very close to the so called perfect classification point (0, 1). The calculation
results demonstrate that the calculated similarity score values for the query documents
are located very close to the labelled classification. These results demonstrate that an
automatic approach for cyber incident classification of the method described is very
effective and is a significant improvement on manual analysis. Therefore, an analysis
method based on deep autoencoder techniques can be suggested as an effective method
for incident classification, and as a supporting method to establish cyber SA. The
results of the analysis confirm our hypothesis that an automated approach is able to
reliably classify incidents, thus making analysis of a large number of cyber incidents
a feasible and affordable process. However, further research is required to improve the
decision and accuracy metrics of this method.
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6. CONCLUSIONS

In this work, we have presented an automated approach to classify and manage
incident reports for establishing cyber situational awareness using a deep autoencoder
neural network for classification and a Smart Contracts technique provided by
Blockchain technology for incident management. The developed system should
assist cyber analysts by protecting Critical Infrastructures against increasing cyber
threats. The main contribution of this work is a real-time solution that could replace
human input for a large number of cyber incident analysis tasks in order to facilitate
cyber incident classification, eliminate irrelevant information and focus on important
information to promptly perform mitigation steps. Another contribution is the use
of the Smart Contract techniques to provide an automated trusted system for an
incident management life-cycle that allows automatic acquisition, classification, use,
archiving, and disposal. An additional advantage of this approach is a reduction of
human analysis costs. Ultimately, our research will lead to the creation of automated
security assessment tools with more effective handling of cyber incidents.
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Abstract: This paper describes CyGraph, a prototype tool for improving network
security posture, maintaining situational understanding in the face of cyberattacks,
and focusing on protection of mission-critical assets. CyGraph captures complex
relationships among entities in the cyber security domain, along with how mission
elements depend on cyberspace assets. Pattern-matching queries traverse the graph
of interrelations according to user-specified constraints, yielding focused clusters of
high-risk activity from the swarm of complex interrelationships. Analytic queries
are expressed in CyGraph Query Language (CyQL), a domain-specific language
for expressing graph patterns of interest, which CyGraph translates to the backend
native query language. CyGraph automatically infers the structure of its underlying
graph model through analysis of the ingested data, which it presents to the user for
generating queries in an intuitive way. CyGraph has been experimentally validated in
both enterprise and tactical military environments.
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1. INTRODUCTION

Through centuries of experience and modern advances in technology, military
commanders can rely on a fairly sophisticated common operating picture (COP) of
the kinetic battlespace. However, significant challenges remain for extending the
COP to include cyberspace as an operational domain [1]. Such an extended COP is
needed for achieving appropriate levels of resilience to attack, maintaining situational
awareness and understanding, and providing command and control of cyber (and joint
cyber/kinetic) operations [2]. A cyber-extended COP needs to support the analysis of
complex interactions among disparate data for decision making.

This paper describes CyGraph, a prototype tool for improving cyber resilience,
maintaining situational awareness in the face of cyberattacks, and focusing on
protection of mission-critical assets. CyGraph builds rich graph models from various
network and host data sources, fusing isolated data and events into a unified model.
From this, cyber operators can apply powerful graph queries that uncover multi-
step graph reachability from threats to key cyber assets, as well as other patterns
of cyber risk. In this way, the tool correlates and prioritizes alerts in the context of
vulnerabilities and key assets. CyGraph analytics extract ‘needle in haystack’ patterns
of cyber risk focused on mission assets, with interactive visualization of query results,
giving a common operating picture of cyberspace.

Traditional graph formulations with entities (vertices) and relationships (edges) of a
single homogeneous type lack the expressiveness required for representing the rich
structures involved in analyzing cyber risk. CyGraph employs property graphs, i.e.,
attributed, multi-relational graphs with vertices and edges having arbitrary properties
[3]. Property graphs have the power needed for expressing a range of heterogeneous
vertex and edge types, which arise from combining data from a variety of sources into
a coherent unified cyber security graph model.

Unlike previous graph-based tools that focus on specific analytic use cases against
fixed data models, CyGraph employs a schema-free design with a property-graph data
model. The specific security data model is defined implicitly, according to how source
data are transformed to a property graph. To help analysts more easily work with
such complex models, CyGraph automatically infers the underlying data model for
a populated graph. It’s domain-specific query language provides a simplifying layer
of abstraction from the native query language of the graph database implementation.

CyGraph has been tested in military environments, including at the enterprise
backbone and tactical command levels. In this paper, for sensitivity reasons, we



describe CyGraph analytics through simulated data; these datasets mimic patterns
that we have observed in real data.

2. PREVIOUS WORK

There has been considerable previous work in graph-based approaches to cyber
security. For example, a review in 2013 [4] describes hundreds of papers that employ
various kinds of graph representations for security, with over 30 categories just for
the specific case of modelling network attacks and defenses with acyclic graphs. A
more recent study [5] examines over 50 proposed graph-based security models, each
having key differences in representation. The state of practice has reached a level of
maturity such that various off-the-shelf tools (both commercial and governmental)
have emerged for graph analytics in operational environments [6] [7] [8] [9] [10] [11]
[12][13].

The wide range of proposed graph representations address the fundamental issue
that classical graph algorithms alone are insufficient for solving analytic problems
in cyberspace. Instead, specific data models are needed that capture the structure and
semantics of the various kinds of entities and their relationships. But a significant
limitation of the current generation of tools is that they have fixed data models, which
limits their scope and ability to adapt to changes in operational environments and
analytic requirements.

The idea of leveraging graph database technology for cyber security analysis is
first explored in 2015 [14]. A proof-of-concept version of the CyGraph tool, which
is implemented as a Java-based application running on a single host, is described
[15] [16]. The proof-of-concept tool was applied for some security use cases, using
simulated data or isolated examples of real operational data [17] [18]. A particular
limitation of these preliminary examples is that mission functional dependency
relationships are analyzed separately from cyberspace relationships.

Based on our initial success in proving the CyGraph concept, we have developed
a more mature and capable CyGraph tool. This advanced prototype is a web-based
(JavaScript) client-server application, distributed across three machines (user web
browser as GUI, middle-tier intermediary service, and back-end database service).
Leveraging this architecture, we have implemented multiple technologies for the
CyGraph back-end graph database, including support for Apache Rya [19] within the
Big Data Platform (BDP) [20] developed by the US Defense Information Systems
Agency (DISA). The advanced CyGraph prototype also integrates with the Elastic
Stack [21] (for Neo4j) or Accumulo [22](for DISA BDP) for scalable data ingest and
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intermediate storage. A high-level overview of this tool architecture is described in
[2], although no specific analytic results are given there.

The new web-based CyGraph tool has been validated using real data in operational
network environments, at enterprise-level scale. The analytic examples that we
describe in this paper are abstracted versions of the kinds of results we obtained
for real data (abstracted here to protect the sensitive real data). This includes the
development and validation of joint models for cyberspace and mission functions,
e.g., for showing mission risk and/or impact as we describe. The present work also
experimentally validates that CyGraph’s loosely-coupled client-server architecture
can support multiple back-end graph persistence technologies, while insulating the
front-end functionality from the choice of back-end implementation. This in turn
provides flexibility in matching the analytic architecture to the performance and
scaling requirements for a given organization.

3. CYGRAPH MODEL

We begin by defining the formal structures that form the basis of an instance of a
CyGraph model. A graph G = (N, E) is a pair of sets of nodes and edges. The edges
are, themselves, ordered pairs of nodes (n;, n2) from N. A property graph is a graph in
which the nodes and edges come equipped with attributes, that is, arbitrary key/value
pairs describing properties of the elements. We generally assume that nodes and edges
have some minimal structure. Namely, nodes have attributes for a unique identifier
and a type. Edges also have an attribute describing their type. They additionally have
attributes identifying their source and destination nodes. Additional attributes may
include such things as location information, mission criticality, or traffic packet counts.

A CyGraph model instance is defined by the properties attributed to the nodes and
edges, as well as any constraints that may be in effect. Typically, particular property
graphs conforming to a CyGraph model instance are progressively built from
heterogeneous data sources with records containing information about the nodes and
edges. Rather than requiring a fixed schema for the data sources, CyGraph applies
data transformations that map elements of the source data to nodes, edges, and their
properties. Thus, these data transformations implicitly define an instantiated CyGraph
model.

To better understand how a property graph is built, consider the process of reading
in a record » from a data source. Assume the graph built so far is G = (&, E), and the
transform 7 extracts information about two nodes, n; and n>, and an edge ¢ between
them. The new graph is G’ = (N U {ny, n2}, E U {e}), where the properties of n;, nz,



and e are defined by the transform 7. If n; or n; was already in N then we simply
update their properties according to any extra information contained in record .

In general, any property (of nodes or edges) that has potential analytic value (in the
sense of constraining graph queries) can be included as a node or edge property. The
type for a node or edge can then be defined as an arbitrary function of its properties.
Thus, the node and edge types depend on the source data, via the transformation to a
CyGraph property graph.

For example, alerts from Host Based Security System (HBSS) [23] yield node types
describing the category of the alert for the destination node, e.g., whether they are
reconnaissance events (such as port scans) or represent actual host compromise.
Network flow records yield the region in which the node is located (US, non-US,
country of concern) or indicate that the node is key terrain (based on knowledge
of services hosted there and mission dependencies). This transform prioritizes type
information from HBSS alerts over the other two, so that if a host is in the US and
is compromised, it is simply identified as compromised. One could easily define a
different transform that extracts a type in the Cartesian product of the types defined by
each data source. The choice of transform depends on the sort of questions one wants
answered regarding the graph (i.e., the analytic queries).

Once CyGraph has constructed the property graph from its data sources, an analyst
can explore the graph with queries expressed in CyGraph Query Language (CyQL),
a domain-specific query language. An important aspect of graph structure pertains to
reachability. CyQL allows for the specification of structural features of trajectories
through a graph. When a query Q is applied to a graph G it results in a (possibly empty)
subgraph G’ € G. This matching subgraph is then displayed in the user interface.

A directed trajectory is an alternating sequence of nodes and edges (no, ey, ni,..., ex,
nx) in which, for every 0 < i <k, the source of ¢; is n;.; and the destination is n;. An
undirected trajectory is similar, except for any edge e;, its source and destination may
be n; and n;.; respectively. The length of a trajectory is the number of edges. The graph
of a trajectory is ({no,...,ni}, {ei,...,ex}) in which the sequence information has been
forgotten. A trajectory ¢ is a trajectory of graph G = (N, E), if the trajectory’s graph (N,
E’)is a subgraph of G (i.e. N’ S Nand £’ C E).

CyQL specifies trajectories by constraining the number of hops, and the types of the
initial node, the end node, and the edges. Queries are built from the following clauses
with their associated semantics:
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* hops ($numHops): A trajectory satisfies this clause if its length is
$numHops.

* hops ($minHops, $SmaxHops): A trajectory satisfies this clause if its
length is between $minHops and $maxHops (inclusive).

* startType ($type): Trajectory (ng, ey,...,n) satisfies this clause if ng is
of type $type.

* endType ($type): Trajectory (no, ei,...,ni) satisfies this clause if ny is of
type $type.

* startId($id): Trajectory (no, ey,...,nx) satisfies this clause if the unique
node identifier u(np) of node ny is equivalent to $id.

* endId($id): Trajectory (ng, ey,...,nx) satisfies this clause if the unique
node identifier u(nx) of node ny is equivalent to $id.

* edgeTypes ($types): A trajectory satisfies this clause if each edge is of
one of the types in the comma separated list $types.

* undirected(): By default, satisfying trajectories must be directed.
When this clause is used, undirected trajectories also satisfy the query.

A CyQL clause is a concatenated sequence of such clauses. A trajectory t satisfies a
CyQL query Q (written ¢ | = Q) if it satisfies all of the clauses. The result of applying
O to graph G is simply the union of all trajectories of G that satisfy Q. That is:

0(G) = {t € trajectories of G: t| = O}.

CyQL provides a key aspect of risk analysis in CyGraph. In terms of the semantics
of attack paths, query trajectory through the property graph corresponds to multi-step
attack (or attack reachability) through the network. Conceptually, the aspects of CyQL
can be organized as shown in Figure 1.

FIGURE 1. GRAPH TRAJECTORY PATH CONSTRAINTS IN CYGRAPH QUERY LANGUAGE (CYQL)

Path Starting Constraints Path Traversal Constraints

Path Ending Constraints
* Alerts *Edge types N
*Vulnerable hosts ‘ *Traversal depth ‘ .KMeiy tie:a;mn .
* Untrusted traffic * Directionality LU

Priority for Protection
Elements of Risk Tuning Analytic Focus

The left side of Figure 1 represents elements of risk within a network; i.e., things
that we are protecting against. By specifying such risk elements as constraints on the
starting points of a query traversal, trajectories represent ‘downstream’ relationships
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emanating from risk points. Conversely, the right side represents high-valued assets
within the environment; i.e., things that we are trying to protect. Defining those
things as constraints on the traversal ending points cause paths to be focused on
those assets as reachable from the risky elements. CyQL clauses that occur between
these starting and ending extremes generally serve to constrain path trajectories in
particular ways that help tune analytic focus; e.g., for managing the trade-off between
comprehensiveness of query results and cognitive overload.

CyQL queries involve identifying trajectories that start from nodes representing risk
elements, and end in nodes representing priorities for protection. The set of trajectories
can be further refined by specifying additional traversal constraints regarding the edge
types or total path length. This serves to focus an analyst’s attention on the relationships
that matter the most. By visualizing the results of CyQL queries, CyGraph allows
users to quickly identify known risky patterns or anomalous structures that warrant
further investigation.

For example, given the appropriate data sources, CyQL makes it straightforward to
identify the set of hosts with vulnerabilities that reside within the same connected
component as a key cyber asset. By limiting the query to vulnerable hosts within two
hops of key cyber assets, one can more easily identify the vulnerable hosts that pose
the greatest risks. Queries may also help to identify clusters within the graph that have
interesting properties. A highly connected cluster of hosts with host-based alerts may
be an indication of vigorous adversarial exploration and exploitation.

4. CYGRAPH ARCHITECTURE

CyGraph ingests data from various sources and normalizes it. It then transforms the
elements of the normalized model into a graph model specific to the cyber security
domain. Graph queries are issued from the client front end (translated from CyQL
to native query language in a middle-tier service) and then executed on the backend
database. The resulting query matches are then visualized in the web client (browser).

In this agile architecture, the graph model is defined by how the data sources are
transformed into a property graph, rather than conforming to a predetermined schema.
Model extensions are simply the creation of additional of nodes, relationships, and
properties in the property graph model, and require no schema changes or other
database renormalizing. CyGraph supports two options for backend data storage and
query processing:

*  Neo4j graph database [24] with normalized data in Elasticsearch [21].

*  Apache Rya [19] RDF store with normalized data in Apache Accumulo [22].
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Each of these options is available as open-source software, and (with the exception
of Rya) have commercial support available. The second option (Rya+Accumulo) is
available as part of DISA’s Big Data Platform (BDP) [20].

In the CyGraph front-end analyst dashboard, graph pattern-matching queries are
expressed in CyQL, which CyGraph compiles to Cypher [25] (for Neo4j) or SPARQL
[26] (for Rya). This presents a simplifying layer of abstraction, designed specifically
for the desired risk analysis, freeing the analyst from learning a complex general-
purpose query language.

Typical inputs to CyGraph fall under four categories:

1. Network Infrastructure. This captures the configuration and policy aspects
of the network environment.

2. Security Posture. Specification of network infrastructure is combined with
vulnerability data to map potential attack paths through the network.

3. Cyber Threats. This captures events and indicators of actual cyberattacks,
which are correlated with security posture to provide context for risk analysis
and attack response.

4. Mission Dependencies. This captures how elements of enterprise missions
depend on cyber assets.

CyGraph relies on other tools and data sources to build its cyber security graphs. For
example, the TVA/Cauldron tool [6] [7] [8] [9] can build network attack graphs from
host vulnerabilities, firewall rules and network topology. CyGraph can ingest data for
both potential and actual threats, including Splunk [27], Wireshark [28], the National
Vulnerability Database (NVD) [29], and Common Attack Pattern Enumeration and
Classification (CAPEC) [30]. For capturing mission dependencies on cyber assets
[17] [18], CyGraph ingests models developed through other tools [16], including
Crown Jewels Analysis (CJA) [31] and Cyber Command System (CyCS) [32].

The CyGraph implementation is schema-free, so the model is decoupled from the
storage implementation. The particular way in which the data is transformed to a
property graph determines an instantiated CyGraph model. So, for example, not all of
the data sources in the four categories listed above are necessarily needed for useful
analysis — often only a single data source is ingested.

Data is continually streaming in that must be analysed for cyber risk correlation
and prioritization by CyGraph. Leveraging the open source Elastic Stack, the Beats
platform provides agents for gathering data, with Logstash for transformation and
ingest into Elasticsearch. A CyGraph web service then creates a property graph model
and imports it into the CyGraph graph data base (Neo4;j).



There is a similar analytic flow for CyGraph deployment on BDP, in which data
streams are processed by Apache Storm [33], stored in Accumulo [22] and queried in
Rya [19]. In this analytic flow, the CyGraph data model is mapped to RDF. The result
of a query is a combination of alerts, network flows and vulnerabilities represented
as graph nodes and edges. The matching subgraphs for queries are typically orders of
magnitude smaller than the full graph stored in Neo4;j or Rya.

5. CYGRAPH OPERATION

After ingesting data from various sources, CyGraph maps the data to a property graph
stored in a graph database. It automatically infers the underlying graph model through
inspection of the graph database. It then presents the model to the user in the browser
user interface as an interactive graph visualization.

The analyst can interact with this graph model to generate queries in the domain-
specific CyQL query language. In particular, user-selected combinations of edge types
(diamonds) populate the CyQL edgeTypes ($types) clause, which specifies edge
types to be matched in a query. For example, edges of type IN define relationships
between Machine nodes and Domain nodes, i.e., network machine membership in
protection domains (e.g., subnets) [14].

Core clauses in CyQL define patterns of reachability through a graph, i.c.,
hops ($numHops), hops ($minHops, $maxHops), startType ($type),
endType ($type), startId($id), endId($id), edgeTypes ($type),
and undirected (). CyQL includes other features for matching patterns in the
cyber security domain [15], including keywords for host names, IP addresses, subnet
address ranges, arbitrary Boolean combinations of clauses and wildcards in parameter
values. CyGraph queries are stored for sharing and reuse.

Once a query is executed, CyGraph displays the query results, as shown in Figure
2. Each query submission creates a new query pane, with tabs for selecting panes.
The query results (matched subgraph) are visualized in a main panel. Optionally, the
properties for selected nodes or edges are displayed below the graph visualization.
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FIGURE 2. CYGRAPH WEB USER INTERFACE (QUERY RESULTS)
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One of the user-interface options is to cluster elements of the visualized graph in
particular ways, i.e., by user-selected nodes, incoming or outgoing edges for a node,
or by node type. This is illustrated in Figure 3.



FIGURE 3. CLUSTERING NODES IN GRAPH QUERY VISUALIZATION
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The top of Figure 3 is a query result, before clustering is applied. In the middle,
clustering is applied via a node property denoting mission functions. At the bottom
of the figure, additional clustering is applied, based on a node property denoting key
terrain. Visually, such a clustering merges a set of nodes to a single one, with adjacent
edges to other (non-clustered) nodes preserved. This kind of interactive visual
clustering helps manage the complexity of graph analytics in CyGraph. For example,
in Figure 3, clustering the mission and key terrain nodes helps focus attention on the
alert destinations (triangles) and vulnerable hosts (ellipses) that are potential risks.
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For time-varying models, CyGraph can dynamically visualize the evolving graph
state. This is shown in Figure 4. This capability depends on time stamps being defined
for edges during the ingestion process. Then, when a query result has a time defined
for each edge, the user interface enables the timeline feature. This feature builds a
time tick for each discrete event (unique value of time in the query result edge set).
The timeline then provides video controls (e.g., play, single step forward/back, speed)
for displaying the graph as edges appear over time.

FIGURE 4. INTERACTIVE TIMELINE FOR VISUALIZING GRAPH EVOLUTION OVER TIME
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6. EXAMPLE CYGRAPH ANALYTICS

In this section, we describe a number of example applications of CyGraph for security
analytics. These examples all use simulated data sets (thus avoiding sensitivity issues),
which are designed to mimic patterns that we have observed in real datasets.

The first example (Figure 5) is based on intrusion detection alerts. CyGraph
automatically infers the model (top left of the figure) from the populated graph. Nodes
are typed as either Compromised (for destinations of alerts reporting compromise)
or IpAddress (sources/destinations for other general kinds of alerts), rendered as in
the legend. An edge is one or more alerts from source to destination.



FIGURE 5. GRAPH MODEL BASED ON INTRUSION ALERTS
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One use for risk analysis is identifying attack reachability in a particular direction,
consistent with adversary lateral movement. This pattern is expressed in the CyQL
query language via the hops ($numHops) clause, as examined in Figure 6.

The upper left of Figure 6 shows the results for the full (unconstrained) query. The
other portions of the figure show query results for hops (2) (upper right), hops (3)
(lower left), and hops (4) (lower right). Queries with larger values of $numHops
are more tightly constrained, in the sense of matching deeper traversal. Smaller (more
loosely constrained) values of $numHops yield larger matching subgraphs.

Operationally, an analyst can adjust trajectory depth according to analytic need. One
can begin with a larger value of $numHops to discover deep network infiltration as
a higher-priority incident. Then, as deeper-level (and more rarely occurring) incidents
are resolved, more shallow ones can be investigated. For example, an organization can
set the trajectory depth such that there are available resources available to investigate
the resulting graph query match.
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FIGURE 6. GRAPH QUERY RESULTS FOR DIFFERENT TRAJECTORY DEPTHS

‘A)' ‘, £ 'A LA
&, & & - A 52 . c2 c22
M : (& “, A ' N ‘d<
2 £ * FEns & # e \
A 2 I il d2
2 A" b2 ) 3+
/.
- | b3~ b1 e2
o . b5 na @
2 Steps Forward 4 ye
- A A el i
Full 4 Query: hops (2) S hs
ull 4 ° 7 e &
Graph e & ¥ " A
0 h6
S 3 Steps Forward
o Query: hops (3) 4 Steps Forward
\ 4 Query: hops (4)
\ ,C
K‘C _,vbrri >G\\
ya a X
K A -
o’ | Cer A o2 A
c.1 \ c2.2 ’ c2.2
] c.2.1
c.2.1

Clauses in CyGraph can be combined for further constraining query results.
Semantically, this is a conjunction (Boolean AND), in the sense that conditions in
all clauses must match in the query results. This is examined in Figure 7. Here, we
combine the hops () clause with endType (), which constrains matching paths to
end with a node of type Compromised.

As a use case for operational security, this example focuses on a more severe intrusion
alert category as the locus of potential lateral movement by an adversary. Comparing
the upper left of Figure 7 (no endType constraint) with the upper right of Figure
6 (with endType constraint), we see the result of constraining the endType (for
trajectory depth 2). The query result is much smaller, with all trajectories ending at
nodes of type Compromised. In terms of security analysis, this focuses on paths
leading to (reportedly) compromised hosts, e.g., for investigating events leading up
to those in question. We see the same kind of result for Figure 7 (upper right) versus
Figure 6 (lower left), this time with a trajectory depth of 3. For alert response, this is

tracing the investigation deeper into the potential attack.



We now consider a more complex CyGraph example, shown in Figure 8. Like real-
world data, such an unconstrained graph visualization is difficult to understand in
its entirety. This underscores the need for CyGraph to extract ‘needle in haystack’
patterns of cyber risk, focused on mission protection.

FIGURE 7. MULTIPLE CLAUSES IN QUERIES
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FIGURE 8. GRAPH POPULATED FROM MISSION FUNCTIONS, INTRUSION ALERTS, NETWORK
FLOWS, AND HOST VULNERABILITIES
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The graph in Figure 8 is populated via a process that transforms host vulnerabilities,
network flows, intrusion alerts and mission functional dependencies (i.e., the data

sources in Figure 9) to a property-graph model. CyGraph automatically infers the
model from the populated graph database, which is the right side of Figure 9.



FIGURE 9. GRAPH VISUALIZATION LEGEND, DATA SOURCES, AND GRAPH MODEL FOR FIGURE 8
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In this model, mission nodes are connected to one another (and to key cyber terrain)
in terms of their dependencies (from ‘provides’ to ‘needs’). Alert edges connect
source and destination nodes of various types: key terrain, compromised (assumed
vulnerable), vulnerable (not compromised), and other general alerts sources and
destinations. General addresses observed in network flows which are not associated
with alerts are connected to each other and to alert addresses via flow edges. In this
way, network flows serve to fill in potential gaps from adversary activity not detected
by intrusion detection (false negatives).

We now apply queries to the graph in Figure 8, in which various combinations of
CyQL clauses match subgraphs of interest for analyzing this richer security model.
These query clauses generally follow the pattern of constraining paths to start at risky
elements and end at high-value mission elements, with intermediate constraints that
tune analytic focus. Our examples here also demonstrate another kind of strategy for
operational security — tightly constraining queries to initially focus on riskier patterns,
then subsequently relaxing constraints to uncover new patterns of the next higher
priority.

The top of Figure 10 is the query result for a significantly risky pattern — reported
compromises that lead to mission functions within three steps. This query result shows
that a compromised node is the source of another alert whose destination is key cyber
terrain which supports a mission function. There is also traffic flow (dashed arrow) to
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another key terrain node that supports a mission function. The traffic from K7 2 to KT
6 might warrant deeper inspection for potential missed detections (false negatives).

In the bottom of Figure 10, query constraints are relaxed somewhat to expand the
analytic scope. In particular, the unlimited trajectory depth via hops (*) admits
paths of any depth leading to mission nodes, and startType (AlertSrc)
has paths starting at alert sources (any severity of alert) rather than compromised
destinations. This query result shows additional alert trajectories (all starting from
node a), including ones that end on vulnerable hosts, which have traffic to other key
terrain supporting other mission functions.

FIGURE 10. RISKY PATHS TO MISSION FUNCTIONS
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Next, we apply the undirected () clause of CyQL, which explores nearness
by ignoring path directionality. This is shown in Figure 11. Here, we again apply
startType (Compromised), along with endType (KeyTerrain), which
stops at key terrain rather than going beyond to mission functions that depend on
them. We also apply a more constrained hops (1, 2) that admits only paths of depths
one or two.



FIGURE 11. IGNORING DIRECTIONALITY IN QUERIES
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This query finds compromise-related paths in addition to those in Figure 10. This
includes nine compromised nodes that communicate with key terrain K7' 7, which
we find by having the query end at key terrain rather than mission functions. As we
show in Figure 12, key terrain K7' 7 does not have a known mission function that it
supports, so this query identifies risk to such nodes. The query in Figure 11 also finds
compromised node p.8, which communicates with K7 /. In this case, the network flow
has KT I as the source (e.g., the initiator of the flow). By ignoring directionality, this
admits the possibility of general communication types, e.g., involving attacks against
client-side vulnerabilities.

The left side of Figure 12 shows all mission dependencies in this graph model.
Mission dependencies are represented as edges of type MISSION, between key
terrain or mission functions, oriented from ‘provides’ to ‘needs.” Thus, the CyQL
clause edgeType (MISSION), with no other query conditions, finds all such
dependencies. Formally, because there is no hops clause, the query result is the union
of edges rather than path trajectories.

The right side of Figure 12 finds all vulnerable hosts that are relevant to a particular
mission function. The clause startType (Vulnerable) causes paths to start
at vulnerable nodes. The clause endId (*function 4’) causes paths to end at
function 4. The hops (*) allows paths of any depth.
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FIGURE 12. ALL MISSION DEPENDENCIES (LEFT) AND VULNERABILITIES FOR A PARTICULAR
MISSION FUNCTION (RIGHT)
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7. SUMMARY AND CONCLUSIONS

Maintaining situational understanding and a common operating picture in cyberspace
requires making sense of complex relationships among aspects as varied as security
posture, cyber threats, security alerts, and mission dependencies on cyber assets. The
volume and complexity of data needed for security operations are far too large for
manual inspection or analysis. These challenges multiply with the need to go beyond
considering isolated events, matching single-step rules, or generating summary
statistics, which yield limited insight into complex adversary actions.

CyGraph creates a unified multi-relational graph model of cyber terrain, events,
and mission dependencies. This rich repository of relationships among cyberspace
and mission elements supports advanced analytic and visual capabilities. Through
pattern-matching queries, CyGraph discovers clusters of high-risk activity from the
swarm of complex interrelationships. This allows cyber operators to more easily
understand evolving cyberattack situations, and to recommend best courses of action
to commanders. By including mission dependencies on cyber assets, CyGraph shows
how cyberspace activities influence mission success.

In CyGraph, domain-specific graph queries extract nuggets of important patterns
from the swarm of data through query clauses that fine-tune graph path trajectories
during query matching. These queries uncover multi-step graph reachability from
vulnerabilities and threats to key cyber assets and mission functions. The domain-
specific language provides a layer of abstraction that simplifies the operational burden.
CyGraph also infers the underlying data model from a populated graph database,
presenting that to the analyst to further aid in formulating queries.



CyGraph has a schema-free data model for flexibility in combining various types
of relationships, aimed at addressing a wide variety of analytical questions. It is
implemented as a 3-tier client-server web application with a graph database or triple
store backend and interactive graphical interface in the browser. CyGraph employs a
combination of powerful graph-based queries and advanced interactive visualization.
It thus provides a significant capability to enable the storage and processing of diverse,
mission-relevant cyber data at scale while making the technology readily accessible
to cyber analysts. This in turn enables more accurate and rapid decision making for
command and control.

CyGraph includes a number of custom capabilities for interactively visualizing and
navigating graph query results. This includes clustering nodes according to various
criteria, and dynamic rendering of time-varying graph evolution. Overall, these
analytic and visual capabilities enable the discovery and understanding of ‘needle in
haystack’ patterns of cyber risk focused on mission assets.
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