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Abstract. In the 2006 Quadrennial Defense Review, a requwest made to have the
Center for Technology and National Security PolicyTRSP), National Defense
University (NDU), develop a theory of cyberpowerwas noted that there was a need
to develop a holistic framework that would enabiéqy makers to address cyber issues
in proper perspective.

To satisfy that tasking, CTNSP convened five workshadrawing on experts from
government, industry, academia, and think tanks s&hegorkshops addressed a broad
set of issues related to the evolution of cyberspagberpower, cyberstrategy, and
institutional factors that influence those fact@sg., governance, legal issues).

To develop the desired theory, this paper systeailftiaddresses five key areas. First,
the paperdefinesthe key terms that are associated with cyber sss@articular
emphasis is placed on the terms “cyberspace”, ‘‘pdweer”, and “cyberstrategy”.
Second, the papeategorizeshe elements, constituent parts, and factors yiedd a
framework for thinking about cyberpower. Third, thaperexplainsthe major factors
that are driving the evolution of cyberspace arnigecgower. To support that effort, the
paper presents strawman principles that charaetenajor trends. Fourth, the paper
connectghe various elements of cyberstrategy so thatliaypmaker can place issues
in proper context. Finally, the theognticipateskey changes in cyberspace that are
likely to affect decision making.

In view of the dramatic changes that are taking@la cyberspace, it is important to
stress that this effort must be regarded as anpiredry effort. It is expected that the
theory will continue to evolve as key technicakia and informational trends begin to
stabilize.
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Introduction

This white paper represents a continuing effogvolve a theory of cyberpower. The white
paper begins by characterizing the components ‘tfieory of cyberpower”. Consistent
with that characterization, we identify key termedgout forth straw man definitions of
those terms. We then identify the specific objedithat will be addressed in this theory. In

! Disclaimer: The views expressed in this article are thoséefauthor and do not reflect the official policy or
position of the National Defense University, thepBgment of Defense or the U.S. Government. Abinfation
and sources for this paper were drawn from undladsinaterials.



accord with those objectives, we present a holfsdimework to categorize and discuss key
categories. Within this holistic framework, we diss the intellectual capital required to
address these issues.

Subsequently, we discuss theoretical dimensionthefkey categories: cyberspace,
cyberpower, cyberstrategy, and institutional faxtdn addition, we discuss the challenges
associated with connecting across these categarés anticipating the future cyber
activities and issues of interest.

We conclude the white paper by summarizing majudifigs and identifying the next
steps that should be taken to refine this evolttepry of cyberpower.

1. 1. Context

To provide context for this white paper, this seetidiscusses elements of a theory,
objectives, approach, structure, key definitiomsl eequired intellectual capital.

1.1.Elements of a Theory

A theory of warfare should address five key isqa¢sFirst, it should introduce ardkfine

the key terms that provide the foundation of treotly. Second, it should give structure to
the discussion bgategorizing the key elements of the theory. Third, it shoedgblain the
elements in these categories by summarizing retewaents and introducing key
frameworks or models. Fourth, it shoddnnectthe various elements of the subject so that
key issues can be treated comprehensively. Finakphould seek tanticipate key trends
and activities so that policy can be germane aefuus

This framework for a theory raises one immediaseés There is interest in the ability
to predict, rather than anticipate, key activitiekwever, as described below, the cyber
problem is in the midst of explosive, exponentia&iege. In the midst of this exceptional
uncertainty, it is infeasible to make reliable pedidns. Thus, we have adopted the less
challenging task of “anticipating” key trends arutivéties.

Finally, it is important to stress the followingveat: since this is an evolving effort to
develop a theory of cyberpower, the emerging thedllynot be complete. Furthermore, as
discussed below, early efforts to develop a thdorya discipline have inevitably been
somewhatvrong.

To provide some context for theoretical developmeerit is useful to note the
challenges that the theories associated with physiave faced in its evolution.
Contemporary physics theory has evolved over huisdief years, dating back to the
seminal contributions of Galileo and Newton. Irsthiscipline, there is a common base of
knowledge, although there are significant varidiots specific sub-areas (e.g., quantum
mechanics, classical dynamics, relativity). In &ddi there are strong links to other “hard
science” disciplines (e.g., math, chemistry, biglogAlthough the definitions of key terms
and concepts are generally established, it shoailddbed that there were many false starts
(e.g., a hundred years ago, physicists had (inctbyjepostulated the existence of an ether
through which electromagnetic waves propagatecheg traversed a vacuum). Even in



contemporary times, discussions still persist alibatfundamental definitions of matter
(e.g., quarks with a variety of properties).

Within the sub-areas of physics, there is broagement about key categories (e.qg.,
solid, liquid, and plasma physics). In these kep-ateas, mathematical models have
generally been developed drawing on experiments algbrvations. Many of these
mathematical models have proven to be extremelyrate and precise in explaining and
predicting outcomes. However, there are still éffamderway to connect many of the key
sub-areas of physics. For example, there is coratitee work underway in the area of
“string theory” to develop a unified understandiofybasic phenomena, although some
critics have argued that this is likely to be adiead [2].

To highlight the challenges facing the “cyber thedy it is useful to contrast the
discipline of physics with that of cyberspace. Thberspace of today has its roots back in
the 1970s when the Internet was conceived by eaggngponsored by ARPA. Detailed
analysis of cyberspace issues often requires engadér cross-disciplinary knowledge and
skills than physics. These includeter alia, computer scientists, military theorists,
economists, and lawyergach of these disciplines has its own vocabulany laody of
knowledge. Thus, it is quite challenging for thetakeholders to communicate effectively.
This is manifested in debates about the most liddierms (e.g., “cyberspace”) where key
definitions are still contentious. Consistent wilte heterogeneous nature of the problem, it
is not surprising that prior efforts to characterthis space have not been successful. At
present, there is no agreed upon taxonomy to supgmmprehensive theory.

As noted above, key attributes of a theory inclitsi@bility to explain and predict (or
at least, to anticipate). There are many reasons prior theoretical cyber efforts have
foundered. These include the facts that key faokthe field are changing exponentially,
there is little or no agreement on key framewogksy the social science element of the
discipline (e.g., understanding of cognition, huniateractions in virtual societies) makes
it very difficult to develop models that reliablxmain or anticipate outcomes. Finally, we
are unable to connect the disparate elements diglikbecause a holistic perspective of
the discipline has not yet been created.

1.2. Objectives

This white paper addresses the five elements ofiléam theory: define, categorize,
explain, connect, and anticipate. In the areasgplain” and “anticipate”, the focus is on
identifying and characterizing key “rules of thundid principles for cyber elements.

The scope of the white paper is restricted in teyp &reas. First, we focus attention on
the national security domain. Changes in cyberspaeehaving a major affect on social,
cultural, and economic issues, but we address thelgn tangentially. Second, we limit
attention to the key cyberpower issues that ardraoting the national security policy
maker. Thus, there is no attempt to generate a i@rapsive theory of cyberpower that
touches on broader issues.



1.3. Approach

The preliminary theory of cyberpower emerged frameé initiatives. First, we drew
insights from observations of cyber events, expeni®m and trends. Second, we
extrapolated from prior national security methoflameworks, theories, tools, data, and
studies, which were germane to the problem. Finally formulated and hypothesized new
methods, frameworks, theories, and tools to detll wiexplained trends and issues.

Subsequently, the theory has evolved based on ¢tivties. First, over the past year,
several conferences and workshops have been cahveaefocused on three key issues:
cyber-deterrence, risk management, and interndtpmrapectives on cyber issues. Second,
a number of papers have been generated that foomsadsessing cyber policy issues and
the US government’s use of social networks. Accalyi, the preliminary theory has been
evolved to reflect the insights that emerged froose activities.

1.4. Structure

This white paper has adopted the holistic cybeméwaork depicted in Figure 1. This
framework is patterned after the triangular framedwtbat the military operations research
community has employed to decompose the dimensibrisaditional warfare. In that
framework, the base consists of systems models) which rests more complex, higher
orders of interactions (e.g., engagements, tadajoatations, campaigns).
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Figure 1.Broad Conceptual Framework

By analogy, the bottom of the pyramid consists lté tomponents, systems, and
systems-of-systems that comprise the cyber-infriesire. The output from this cyber-
infrastructure enhances the traditional leversafgr: political/diplomatic, informational,
military and economic (P/DIME). These levers of gowin turn, provide the basis for
empowerment of the entities at the top of the pydarmhese entities includénter alia,



individuals, terrorists, trans-national criminatsrporations, nation states, and international
organizations. Note that while nation states hagess to all of these levers of power, the
other entities generally have access to only asstilwf them. In addition, initiatives, such
as deterrence and treaties, may provide the basifinfiting the empowerment of key
entities.

The pyramid suggests that each of these leveldféstad by institutional factors.
These include factors such as governance, legadiadenations, regulation, sharing of
information, and consideration of civil liberties.

It must be emphasized that this framework is meoglg of many frameworks that
could be constructed to conceptualize the cyberastmntHowever, it has proven useful in
decomposing the problem and developing subordifrateeworks to address key cyber
issues.

1.5. Key Definitions

As noted above, there is a continuing discussimutathe appropriate definitions for key
cyber terms. In the definition posed by William &dlm, in his 1984 book “Neuromancer”
[3] cyberspace was characterized as: “A consensalucination... A graphic
representation of data abstracted from banks afye@mputer in the human system.”

For the purposes of this theory, this white papes &ddopted the formal definition of
cyberspace that the Deputy Secretary of Defensmulated: “...the interdependent
network of information technology infrastructuregnd includes the Internet,
telecommunications networks, computer systemseamtaedded processors and controllers
in critical industries” [4]. This definition doesohexplicitly deal with the information and
cognitive dimensions of the problem. To deal witlode aspects explicitly, we have
introduced two complementary terms: cyberpower@brstrategy.

This white paper has adopted the following defimtfor the term “Cyberpower”. It is
“the ability to use cyberspace to create advantages influence events in the other
operational environments and across the instrumehtpower.” In this context, the
instruments of power include the elements of tHeIME paradigm. For the purposes of
this evolving theory, primary emphasis will be mdcon the military and informational
levers of power.

Similarly, the term “Cyberstrategy” is defined dbe' development and employment of
capabilities to operate in cyberspace, integratedcmordinated with the other operational
domains, to achieve or support the achievementbjéctives across the elements of
national power.” Thus, one of the key issues assediwith cyberstrategy deals with the
challenge of devising “tailored deterrence” to efféhe behavior of the key entities
empowered by developments in cyberspace.

One of the major issues associated with cybersgatiee question of whether it is
“...an operational domain...”. To explore this issuetenthatthe term “domain” is not
defined formally in key national security and naitig products. However, it is cited in
selected policy documents. For example, the 20G#bha Military Strategy [5] states that
“The Armed Forces must have the ability to operatsoss the air, land, sea, space, and



cyberspace domains of the battlespace”. Furthernioréhe 2006 Quadrennial Defense
Review (QDR), it notes that “The DoD will treat ®ispace as a domain of warfare”.

Joint Publication 3-0 [6] identifies several kewntigres of a domain: it can be described
physically; there are distinctions in means, effeand outcomes; and military and combat
operations can be conducted in and through the itioma

One can make the argument that cyberspace is ainl¢maugh the following logic. It
is widely accepted that (outer) space is a dontaicomparison to “space”, “cyberspace”
has the following bounding attributes that sugdleat it is a military domain. It is subject
to ongoing levels of combat; it is characterizeddogater ease of access; and it is more
difficult to identify and track military operationgithin it.

If cyberspace is a domain, it has significant pcattimplications. It will require the
allocation of resources to support organizaticsintng, and equipping of “cyber-forces”. It
implies the need to develop a culture that is ctest with cyber activities. Finally, it has
implications in the development of a professioradre and establishment of a structured
career progression. Thus, for the purposes ofethidving theory, it will be assumed that
cyberspace is “an operational domain”.

Consistent with this white paper’s definition, telements of the holistic framework
can be recast as depicted in Figure 2.
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Figure 2. Cyberspace, Cyberpower, Cyberstrategy, and Itistital Factors
1.6. Required Intellectual Capital

To deal with the rich array of cyber policy issubat confront senior decision makers, it
will require a diverse set of intellectual capitkigure 3 suggests the differing types of
knowledge that will be required to address issuéhinvand across the categories of
interest.
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Figure 3. Required Intellectual Capital

For example, in the realm of cyberspace, there ieeed for physicists, electrical
engineers, computer scientists, systems enginaedssystem-of-system engineers. These
professionals will play key roles in developing theardware components (e.g.,
microprocessors, hard drives), software protocalsl standards (e.g., implementing
Internet Protocol version 6 (IPv6)), applicatiomsl aservices, and the systems that exploit
this hardware and software (e.g., command, cordgral,communications systems).

In the realm of cyberpower, there is a need fojexntlmatter experts (SMESs) that are
qualified to deal with issues of Politics, Diplomaénformation, Military, and Economics.
This implies extensive reliance on economists (boticro- and macro-) and social
scientists with training in such diverse fields asciology, cultural anthropology,
psychology, and demographics.Furthermore, in tlea af military knowledge, there is a
need for participation by military planners, operat and analysts.

In the realm of cyberstrategy, there is a neednf@rdisciplinary experts who are able
to deal with the full range of political, militarygconomic, social, informational, and
infrastructure (PMESII) issues associated withtigrgtithat are empowered by changes in
cyberspace. In particular, analysts are needed kv had experience in addressing
deterrence among these entities.

Finally, in the realm of institutional factors, theey skills required are legal,
governance, civil liberties, and industrial expece.

It is anticipated that one of the main users o$ tiitellectual capital will be cyber
policy decision makers. They will also need operati analysts to help them orchestrate
and harness this heterogeneous intellectual capitdl futurists to help them conceptualize
possibilities that require unfettered imaginations.



2. Theoretical Perspectives

Three of the major objectives of a theory of cybee to helpexplain, connect,and
anticipate key aspects of the problem to the decision makerdo so, it will require the
formulation of conceptual models for the varioustegaries introduced above. In
formulating these conceptual models, it is usefulrdcall the famous epithet from the
statistician George Box: “all models are wrong; scamne useful” [7]. The challenge for the
theorist is to suggest and apply appropriate mattheisare useful for the decision maker,
and to delineate the range of their utility.

This section systematically introduces a varietgafceptual models that are germane
to the many policy questions associated with cyssmes. Structurally, we will pursue a
“bottom-up” approach and address cyberspace, cghenp cyberstrategy, and institutional
factors. For each area, we will introduce a varggtynodels and frameworks that will help
the decision maker explain key observables andeginalize the issues of interest. This
will be followed by articulating key “rules of thust and principles that highlight major
issues of interest.

2.1. Theoretical Aspects of Cyberspace

This section of the white paper identifies key tfein cyberspace and discusses cyberspace
“rules of thumb” and principles.

2.1.1. Key Trends

This section of the white paper briefly explainsy Keends in cyberspace. Trends are
introduced in five key areas: growth in users, ezt of key components (e.g.,
microprocessors, hard drives), architectural fest{e.g., Internet Protocols), and military
systems-of-systems.

2.1.1.1.Growth in Users

The most remarkable aspect of the Internet has besrexponential growth in users,
world-wide. Figure 4 illustrates that growth ovetharty-three year period. It can be seen
that the user population increased from approxilpdte! users in 1992 to 1,200M users in
2007. It is projected that the Internet will ha\® @sers by 2010. This number is projected
to grow substantially if the One Laptop Per Chi@LPC) project is brought to fruition.
That project aims to get many millions of low-cdaptops in the hands of children in
under-developed countries.
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Figure 4. Number of Internet Users (Millions)

The Navy's Special Studies Group depicted this ginowom another perspective.
They used 50M users as a benchmark for penetrafi@mmass medium. That level was
achieved by radio in 38 years, television in 13rgeand the Internet in 6 years (beginning
with the introduction of the World Wide Web).

Another key element of cyberspace is cellular tedeyy. As a point of reference, the
first cell phone call was made in 1973. It is estied that today, thirty five years later,
approximately 3.3B cell phones are in use, worldewi

Two other benchmarks serve to calibrate the probleis estimated that around 210B
e-mails were sent every day in 2008. That is edgmtao 2M e-mails sent every second. It
is estimated that on the order of 70 percent cfeleemails may be spam or viruses.

2.1.1.2. Components

From a theoretical perspective, the physics ofhidnglware that supports cyberspace has a
significant impact on its performance. This is gatarly manifested in the design of
microprocessors and hard drives.

2.1.1.2.1. Microprocessors

Clock cycles of modern microprocessors exceed 4 .GHzerefore, under ideal
circumstances, electrons can move a maximum ob0n@&ters in a single processor clock
cycle, nearing the size of the chip itself. Witloat cycles going even higHeelectronic
signals cannot propagate across a chip within doek ccycle, meaning elements of the
chip cannot communicate with other elements orother side of the same chip. Thus, this

2As a bounding case, note that in 2008 the fast&tamputer, Roadrunner (built by IBM and Los Alamos
National Laboratory), was capable of more than Tffmg (i.e., 1 quadrillion floating point calculatis per
second) [8].



limitation maximizes the effective size of a singhtegrated microprocessor running at
high clock speeds. Addressing this limitation i® @f the reasons that various processor
manufacturers have moved chip architectures towamdti-core processors, where
multiple, semi-independent processors are etchea single chip. Current chips typically
have two or four cores although there are instamdese 1000 to 4000 cores are a single
die.

2.1.1.2.2. Hard Drives

Figure 5 depicts computer hard drive storage céipatin gigabits per square centimeter)
over the last twenty five years. It is notable tthegt improvement in memory was marginal
for the first twenty years until IBM engineers dppl the phenomenon of giant
magnetoresistante Currently, improvements in memory are manifestiexponential
improvement, making it feasible to create very aloleé devices, such as iPods, with
extremely high storage capability.
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Figure 5. Hard Drive Capacity

These two examples suggest that a careful techypalsgessment is needed to assess if and
when bottlenecks in technology will be overcome timait current performance.

2.1.1.3.Architectural Features
Figure 6 schematically depicts the architecturthefexisting Internet. The key innovations
of this architecture revolve around the key prowcand standards instantiated in the

3 The Nobel Prize in Physics for 2007 was awarde8libert Fert, France, and Peter Grunberg, Germaimp, w
independently discovered this phenomenon.



Transmission Control Protocol/Internet Protocol PTIP) stack and the use of a router to
transmit packets from the sender to the user.

Application Application
(Web browser, e-mail client, (Web server, e-mail server,
telnet client, databases, etc.) telnet server, databases, etc.)
1 1
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(TCP/UDP) (TCP/UDP)
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Network Layer Network Layer Network Layer
L (IP) (IP) (IP)
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Data Link Layer Data Link Layer Data Link Layer
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Figure 6. Protocol Layering and Routing Packets Across a Ngtwo

Originally, this architecture was devised by a grad colleagues for whom security
was a secondary issue. Thus, the primary emphasistavimplement an architecture that
facilitated the interoperability among heterogerseenatworks. In addition, a decision was
made to implement IP addresses that consisted dbit32(or approximately 4 billion
addresses).

These two decisions have led to several majordimoibs in the current architecture. In
light of the security shortfalls in the existingchitecture, there is interest in alternative
architectures that are designed around differeiotipes (e.g., highest priority: security;
second priority: connectivity among highly mobileess). Consistent with those revised
priorities, new architectural efforts are undervedythe National Science Foundation and
DARPA.

Second, the constraint on IP addresses (as wetiraern about enhanced security and
mobility) has led to the adoption of IPv6. Sincalibcates 128 bits to IP addresses, it will
give rise to an extraordinarily large number oBtRiressés

Both of these innovations pose a problem to thexggace community: how can one
transition from the current architecture to an rakgive architecture, efficiently and
effectively, without creating new security vulneitdies? This is an on-going challenge
that the computer science community must confreat the next decade.

2.1.1.4 Military Systems-of-Systems
The military community has embraced the underlyicgmputer science principles
associated with the Internet, although they haveaeoed security for classified systems by

41Pv6 will provide 2%addresses. This would provide 58&ddresses for each of the 6.5B people alive today.
Alternatively, our sun converts 3#eydrogen nuclei to helium nuclei each second. Eaahiogen atom could
have its own IPv6 address.



developing “air gapped” networks (e.g., Secure rhwe Protocol Router Net (SIPRnet),
Joint Worldwide Intelligence Communications Syst¢VICS)). Figure 7 provides a
cartoon of that implementation for the notional l&binformation Grid (GIG).
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Figure 7. A Framework to Characterize the GIG

There are several distinctive aspects of the engl@IG. First, for the transport layer,
the plan is to employ a heterogeneous mix of stele.g., Advanced Extremely High
Frequency), airborne (e.g., selected Joint Tactradlio Systems (JTRS)), and surface
(e.g., fiber optic) telecommunications media. Aside note, the military is finding it
difficult to develop many of these elements witlaoceptable levels of performance,
schedule, and cost.

Second, there is interest in employing a Servicer®ed Architecture (SOA) to
provide loose coupling among key systems. Thirdythave developed Communities of
Interest to address the challenges associated thvithdata that will flow through the
systems (e.g., specify metadata; deal with issfigedigree). It has been articulated that
they wish to transition from the principle of “netal know” to “need to share”. Finally,
they hope to assimilate the Services’ visions dfirfel systems into the GIG (e.g., USA
LandWarNet; USN ForceNet; USAF C2 Constellation).

In order to achieve this vision it will require tlencerted efforts of the military’s
system-of-systems engineers [9].



2.1.2.Cyberspace “Rules of Thumb” and Principles

To help explain the various trends in cyberspane,@an provide several “rules of thumb”
and strawman principles. Several “rules of thumt& @mployed in the community that are
incorrectly characterized as “laws”. For exampledwgs “Law” indicates that the number
of transistors on a chip approximately doubles ¥\& monthd This has contributed to
the production of devices that have decreased easianced computational power, and
decreased size. Although this trend is generalyesentative of past behavior, there is
concern that it may be extremely difficult to sustéhat trend in the indefinite future
without a fundamental, expensive change in the Wyidg technology (e.g., transition to
nanotechnology). Second, as noted above in Figumecent break-throughs in physics
have put the growth in hard drive capacity on apoeential curve, vice a conservative
linear curve.Ultimately, this curve will reach avét of saturation (an “S-curve”) that is
representative of a mature technology. Lastly,ciimeent limitation in IP addresses will be
dramatically overcome once the transition to IPs/Briplemented.

Based on prior cyber research activities, sevéralvsnan cyberspace principles can be
articulated. First, the offensive has the advantagés is due, in part, to the “target rich”
environment that an adversary faces. This maldiffitult for the defense to prioritize and
defend selected targets. In addition, the existirghitecture makes it very challenging to
attribute an attack if an adversary seeks to bawanous. If cyberspace is to be more
resistant to attack, it will require a new architee that has “designed in” security.
However, it will be a challenge to transition, effgely and efficiently, from the current
legacy system to a more secure objective system.

2.2. Theoretical Aspects of Cyberpower

This section of the white paper briefly explainy keends in the military and information
dimensions of cyberpower. It focuses on changemnirironmental theories of power and
risk, net-centric operations (NCO), and the missidented approach to influence
operations.

2.2.1.Environmental Theories of Warfare

In the discussions that led to this study, it whseoved that the naval theories of Alfred
Mahan played a major role in shaping the US petsmscand strategies on naval power. It
was suggested that cyber power needed a compagatspective to shape its strategy in
cyberspace.

Consistent with that interest, this study re-evi@ddhe various environmental theories
of power. These included analyses of land powercidifeer [11]), naval power (Mahan
[12]), airpower (Douhet [13]), and space power (Geand Sloan [14]). Based on these
analyses, four common features of environmental gootheories were identified:

5 To put this change in context, note that in 19tbcessor speeds were on the order of 2kEdtz (or 400
KHz) and the cost of 1 MB of Dynamic Random Accssmory (DRAM) was approximately $400 (in 2006
dollars). By 2006, commercial processor speeds werthe order of 4xfHz (or 4 GHz) and the cost of 1 MB of
DRAM was $0.0009 [10].



technological advances; speed and scope of opesationtrol of key features; and national
mobilization.

Consistent with each of these features, the folgwimplications were drawn for a
theory of cyberpower. With respect to technologiealvances, it was observed that
dependency on cyberspace has given rise to netegitarulnerabilities. This vulnerability
has been dramatized by the specter of a “cyber Peabor” and the realization that the
existing cyberspace is vulnerable to a variety dbfeasary attacks (e.g., denial of service
attacks, exfiltration of sensitive but unclassifi@@formation; potential corruption of
sensitive data). In addition, due to the diffusiwilow cost cyberspace technology, the
power of non-states (e.g., individuals, terroristansnational criminals, corporations) has
been greatly enhanced (see below).

Improvements in cyberspace have also served toneehthe speed and scope of
operations. This is manifested in the speed at lwhiobal operations can be conducted
(e.g., the ability to successfully engage time #imestargets, any where in the world). In
addition, it has led to improvements in the ability automate command and control,
dramatically decreasing the classic Observe-Obmatide-Act (OODA) loop process.

In the environmental theories of power, emphasis wkced on controlling key
features. For example, in naval theories this Ettahe control of key “choke points” (e.g.,
the Straits of Malacca), while in space power, ¢h@ras interest in controlling key
geosynchronous orbit locations. In the case of iggaee, the key features of interest are
man-made. Thus, for example, there is interestaferdling “cyber hotels” where key
information and communications technology (ICT)teyss are concentrated. In addition,
while the choke points in the physical world temdkte immutable, they may change
relatively rapidly in cyberspace (e.g., locatioregfensive server farms).

Finally, national mobilization is a key measurecyberpower. To ensure that it is
available when needed, it is vital to ensure thatWS has access to a cadre of cyberspace
professionals. This argues for re-examining capeegression for cyberspace professionals
in the military Services. In addition, it is impant to establish links to the private sector
where the bulk of cyberspace professionals resides suggests that a reservoir of
reservists should be established to provide adoet$ss intellectual capital in the event of
national need.

It is argued in this white paper that the US Goweent (USG) has tended to focus on
the opportunities offered by changes in cyberspaather than the risks that we are
assuming. To summarize that dichotomy, Table 1tifles the opportunities and risks
associated with military activities at the strategiperational, and tactical levels.

As can be seen in Table 1, the risks at the siategel include loss of technical
advantage (due to the diffusion of cyberspace t@dgy), potential rapid change in the
operating environment (e.g., possibility that nagisuch as China could “leap-frog” the US
by transitioning rapidly to IPv6), and the vulnetiles associated with military
dependence on key systems (e.g., the GIG). At thexational level, the diffusion of
cyberspace technology could result in the US Idssleantage in operational pace. Finally,
at the tactical level, advances in cyberspace cgealterate a new front for adversaries to
build resources. These observations suggest that/8G might be assuming significant,
unknown risks by failing to take a balanced perpemf key cyberspace trends. It also



implies the need to undertake more extensive ssiessments to understand the potential
“down-side” of key dependencies.

Table 1. Military Opportunities & Risks in Cyberspace

Level Opportunities Risks
Strategic * NCW-enabled * Loss of technical
+ New “Center of Gravity” advantage
opportunities (e.g., » Rapidly changing
deterrence; “virtual operating environment
conflict”) + Military dependence on

key systems (e.g., GIG)

Operational |+ Phasing of operations * Loss of advantage in
« Enhanced force structure | operational pace
mix (e.g., cheaper, more

precise)

Tactical * Discover and track * New front for adversaries
adversaries using to build resources
cyberspace

To begin to deal with these risks, steps shouldaken at the strategic, operational,
and programmatic levels. At the strategic leveépst should be taken to ensure the
resilience of supporting critical infrastructures.d., electric power generation and
transmission). At the operational level, it is Vita plan to conduct operations against an
adversary that is highly cyberwar-capable. Thisuthanclude the creation of a highly-
capable Opposing Force (OPFOR) that would be erepl@xtensively in experiments and
exercises. Finally, at the programmatic level, easi should be placed on addressing
cyberspace implications in the development proc&bss should include placing higher
priority on the challenges of Information Assurand@verall, an improved analytic
capability is required to address each of thesess

2.2.2.Net-Centric Operations (NCO)

As one aspect of the analytic capability, work éeded to enhance and apply the existing
conceptual framework for NCO. As illustrated in g 8, the NCO process involves
consideration of the interactions among the physicdormation, cognitive, and social
domain$. There is a need to develop better analytic tfmisall aspects of this process,
particularly in the cognitive and social domainsmie(potential source of intellectual capital
is the ongoing initiative by the Director, DefenBesearch and Engineering (DDR&E),
OSD, to improve human, social, cultural behavio8(B) models and simulations.

% Note that the figure does not explicitly depiat Social domain.
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Figure 8. Conceptual Framework for NCO

2.2.3.Mission Oriented Approach to Influence Operations

In the area of influence operations, a strawmaméssork has been developed to help the
community plan for and implement influence openadioFigure 9). This framework
represents an extension of the Mission Orientedrédggh to Command and Control (C2)
that was developed and applied to a variety ofgs@es in the 1980s [16].

This approach begins with the articulation of tlaune of the problem of interest. It
then poses a sequence of questions. First, wktad isperational objective of the operation?
A reasonable objective may be to establish a trakitionship with the indigenous
population (vice “winning their hearts and mindg3}7]. Second, how should this
operational objective be accomplished? Again, as@@twas made to work with surrogate
audiences in order to reach the undecided populalibese surrogate audiences included
the local media, religious leaders, educationallées, political leaders, and tribal leaders.
Consistent with those surrogate audiences, orgémizaand processes were established to
reach out to them effectively. At this point, onenccharacterize the existing Doctrine,
Organization, Training, Materiel, Leadership andué&ation, Personnel, and Facilities
(DOTMLPF) activities and compare them to the operal needs. This will give rise to
DOTMLPF shortfalls and the articulation of opticlesmitigate them. It may also prompt
the operator to re-evaluate the operational goadsthe operational activities to support
them.
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Figure 9. Strawman Framework for Analyzing Influence Opernasio

This process should be refined and applied to ad@ovariety of strategic, operation,
and tactical influence operations. In particuldrcan be used to explore the utility of
employing new options in cyberspace to improve riitinfluence operations (e.g., the
“New Media”, such as the Internet and social nekspr

2.2.4. Cyberpower “Rules of Thumb” and Principles

One of the so-called “laws of cyberpower” was folated by Bob Metcalfe [18]. He
postulated that the value of a telecommunicatiatsvork is proportional to the square of
the number of users of the systerf) (fHowever, there is no empirical data to supplaigt t
“law”. In a recent article [19], it is observed thhe valuéis closer to nlog(n).

From an analytical perspective, the former Offick Force Transformation has
supported a number of studies to relate the impéctet-centricity on enhancements in
cyberpower (primarily in the military domain). Tieestudies have demonstrated that net-
centricity can have a substantial affect on missffactiveness for selected mission areas.
For example, the use of Link 16 by airborne intptoes in M-on-N combat can enhance
air-to-air loss exchange ratidyy approximately 2.5 [20]. However, the complexaf

” To illustrate the differences in these resultsumes that one has a network of 100 users. Accortiing
“Metcalfe’s Law”, the “value” of the network is ahe order of 10,000. However, the revised “Law” segjg that
the value is on the order of 100x2=200.



modern conflict is such that it is difficult to &ss the affect of net-centricity on complex
missions (e.g., air-land operations; stability aadonstruction operations). This suggests
that additional experiments will be needed to asfies quantitative value of net-centricity
for complex missions, in which better control isemised over potentially confounding
variables.

2.3. Theoretical Aspects of Cyberstrategy

This white paper has identified an extensive liseutities that are being empowered by
changes in cyberspace. This list includes indivisludacktivistd, non-governmental
organizations (e.g., Red Cross), terrorists, traat®mnal criminals, corporations, nation-
states, and international governmental organizat{erg., the United Nations).

For the purposes of this white paper, attentionldesen focused on a sub-set of these
entities. These include terrorists, trans-nati@nahinals, and a subset of nation states (e.qg.,
Estonia, China, Russia). From a USG national sgcperspective, two key issues stand
out. First, is it feasible to achieve “tailored eylueterrence”? Second, what steps should be
taken to deal with cyber espionage?

2.3.1.Terrorist Use of Cyberspace

Terrorists are being empowered substantially byngba in cyberspace. With the loss of
physical sanctuary in key areas (e.g., Afghanistiigy have been turning to the sanctuary
of cyberspace to perform a variety of key, intdated functions. These functions include,
inter alia, recruiting of malleable candidates, raising resesirto support their operations,
planning their operations (employing such open-@®utools as Google Earth),
commanding and controlling their operations, comidgc influence operations (e.g.,
disseminating their perspectives of operationsray Ito sympathetic and uncommitted
audiences), and educating and training supportersaovariety of subjects (e.g.,
interpretations of the Koran; building and deplayitmprovised Explosive Devices
(IEDS)).

Terrorists have found cyberspace to be an attectiilieu for several reasons. First,
the cost of entry is low. One can acquire the tatgyber technology for hundreds-to-
thousands of dollars and exploit key open-sourdéevace. In addition, terrorists can take
full advantage of the extraordinary sums that Haeen invested by the commercial sector
in cyber infrastructure (including communicationadanavigation systems). Second,
cyberpace provides rapid, world-wide reach. Thhey tare able to transcend the limited
geographic reach of their prior physical sanctuang perform the key functions cited
above. Third, it has been posited that the nexegsion terrorists are being radicalized by
on-line interactions[21]. Finally, there is concdirat terrorists are developing linkages
with trans-national criminals to support their atjees. The trans-national criminals are
able to provide terrorists with cyber knowledge lelrofiting from the relationship.

8 Wikipedia definition: Hacktivism (a portmanteau lidick and activism) is often understood as theinvgiof
code, or otherwise manipulating bits, to promottipal ideology...



Table 2.Options to Counter Terrorist Use of Cyberspace

Recommendations Proposed Actions
Cratt a compelling, multi- * Challenge extremust doctrine
media counter-narrative for « Offer a compelling narrative

world-wide delivery « Use graphic visuals

* Deliver the message through authentic sources

» Amplify, augment grass-root non-extremist voices

Foster intra- and cross-cultural | « Address perceptions, realities of American Muslims alienation,
dialogue at all levels marginalization

» Enhance civic engagement

* Increase people-to-people exchanges

* Deal appropriately with the media

Address need for behavioral * Deepen understanding of the radicalization process

sclence research * Apply social networking theory

Deny or disrupt extremist use * Employ legal means
of the Internet » Undermune trust that binds adversary networks

* Exploit convergence of human intelligence and cyberspace

Address capability gaps in + Address cultural and linguistic deficiencies
UsG * Reclaim the high ground
* Develop a strategic communication plan

* Expand community policing programs

Recently, a number of reports have been issuedstlggiest strategies for the USG to
pursue to counter the terrorists’ use of cyberspasean illustration, the Special Report on
Internet-Facilitated Radicalization [22] formulatéide recommendations to address the
cyber threat posed by terroristhe many actions associated with those recomntienda
are summarized in Table 2. From the perspectithisfwhite paper on cyberspace theory,
some of the more interesting actions involve depialp a strategic communication plan
based on a compelling narrative, implementing aowative program on behavior science
research, and addressing USG shortfalls in knovdedgulture and language.

° This report recommended that five steps be taken:

« Craft a compelling counter-narrative for worldeidelivery, in multimedia, at and by the grassréeisl.

« Foster intra- and cross-cultural dialogue andewstanding to strengthen the ties that bind togetbexmunities
at the local, national, and international levels.

* Recognize and address the need for additiona\befal science research into the process of rhzitn both

online and offline.

« Deny or disrupt extremist access to, and extreefiferts through, the Internet via legal and técAhhmeans, and
covert action, where appropriate.

« Remedy and resource capability gaps in government



2.3.2. Criminal Use of Cyberspace

At a recent workshop on cyber issues at CTNSP rakwéthe participants focused on the
challenges posed by cyber crime.Several of thekspeand panelists emphasized that the
threat is real (and expanding). The speakers statgddWe are losing the global cyber war
at an accelerated rate.” In addition, they staked tCybercrime is effective because you
can try to commit crimes an infinite number of tsnéut you need to succeed only a few
times.” Overall, it was stated that there are theksments of the threat: crime; industrial
espionage; and traditional espionage. It was fanttmeed that criminal attack vectors are
comparable to those of state attacks.

The speakers also made the following observatibmgs recommended that we focus
on the “top 25 Common Weaknesses Enumeration (CWEs)thermore, many of the
panelists observed that current laws to deal witse issues provide limited value. In
addition, it was noted that Web developers and cedirs haveno idea how to write
secure code.

This raised the following question: When will thdet turn? It was suggested that we
will make useful headway when we implement theofelhg steps. First, it is critical to
create safer software. One recommendation was ke fmasiness partnerships contractual
(e.g., require the company to fix future flaws aseturity problems in the software).
Second, it was observed that we need to stop megisitacks (e.g., implement more
effective actions by the US Department of Justiod aomputer security specialists).
However, in order to do so, we need to find thededetalent. As an example, it was
observed that China’s People Liberation Army pedaltly runs national talent searches for
the best hackers.

2.3.3. Nation State Use of Cyberspace

From a nation-state perspective, different comimnatof levers of power are employed to
generate desired effects. From a theoretical petispe these nations formulate their
strategy though a mix of P/DIME activities. Theeeffs of these activities are manifested in
the areas of PMESII. Tools are being created tdoegghow alternative P/DIME activities
can give rise to differing PMESI|I effects (see dission below).

2.3.3.1.United States Use of Cyberspace

Using the P/DIME-PMESII paradigm, one can begircharacterize how cyber changes
have empowered the US. In the political dimensichanges in cyberspace have
encouraged democratic participation by the poputatiVith respect to the Internet, it has
provided a forum for the individual to articulatés tviews (e.g., proliferation of blogs,
contributions to wikis). In addition, political cdidates are finding the Internet to be a
useful vehicle for raising resources from grass supporters. Furthermore, Internet sites
such as YouTube have enhanced the accountabildgirafidates.

In the military dimension, the concept of NCO hakanced effectiveness in selected
operational domains (e.g., air-to-air combat). Effoare still required to quantify the
military benefits that are achievable for more ctexpmilitary operations (e.g., air-land
maneuver).



Economically, the commercial sector has seen diantaprovements in industrial
productivity (e.g., Boeing’s use of computer aidiedign tools to support the development
of the 777 aircraft and the more recent developnwnthe 787). These cyber-based
advancements are giving rise to considerable ingm&nts in responsiveness (e.g., time to
market) and cost reductions (e.g., outsourcingkbraom operations” to other nations).

Socially, the development of cyberspace has inedka®cial interactions in several
ways. Tens of millions of users participate in abaietworking sites (e.g., MySpace,
FaceBook). In addition, millions of users, worlddej participate in virtual reality
environments (e.g., Second Life). In fact, it haer rumored that terrorist organizations
are using virtual reality environments to exploretp-typical operations.

In the information dimension, the Internet has @ased dissemination of information,
world-wide. Given the US’ strong position in engnment (movies, games) and
advertising, it is argued that it provides a strdagum for promoting “soft (or smart)
power” [23].

Finally in the infrastructure dimension, many cali infrastructures have been using
the Internet to facilitate more efficient and effee operations. However, this constitutes a
“double edged sword” because of the potential walbiéity of Supervisory Control and
Data Acquisition (SCADA) systems [24].

Overall, it must be stressed that empowerment iertfan the sum of the individual
PMESII factors.

2.3.3.2.Near-Peer Use of Cyberspace

Various studies of nation-state empowerment prouidéghts on the projected uses and
cyber-strategies of China and Russia. The relewaite papers discuss the recent writings
from key conceptual thinkers in those nations amtigares and contrasts these strategies.
Those nations use a different vocabulary in disogssyberspace and cyberpower. For
example, Chinese writings on the subject focus tomtagyems, objective and subjective
reality, and the dialecti®

Two key aspects of the Chinese view of the Rewvatutin Military Affairs are
particularly germane: “War with the objective of paxding territory has basically
withdrawn from the stage of history, and even wihwhe objective of fighting for natural
resources is now giving way to war with the objeetof controlling the flow of financial
capital.”

Furthermore: “If we go our own path to develop taily theory, weapons, and
equipment, we will develop something never seemreein places that no one has ever
thought of before; others will be unable to antité or resist our ‘self-accommodating
systems’.”

As an illustration of “self-accommodating systenejainst the superior foe, three
ways are cited for making a cat eat a hot pepmtuff‘it down his throat, put it in cheese
and make him swallow it, or grind it up and spréazh his back. The latter method makes
the cat lick itself and receive the satisfactiorclefaning up. The cat is oblivious to the end
goal. This is strategy.”

0 “Reasoning that juxtaposes opposed or contragiétieras and seeks to resolve conflict”.



2.3.4.Cyber Deterrence

There are three key challenges that must be addtdesdeal with cyber deterrence [25].
These include the challenges of attribution, tloi laf a cyber-deterrence track record, and
the occurrence of unexpected higher-order effects.

The primary challenge is the perceived difficultfy aitributing such attacks to a
specific attacker (e.g., state, non-state actoojeNfor example, if competitors believe we
cannot determine who is attacking us in cybersptm®, may convince themselves that
such attacks involve little risk and consideratdingHowever, there is a key trade-off that
must be weighed: if we demonstrate our ability ébedt and attribute cyberspace attacks
we may provide intelligence about our capabiliti®bus, we may be posing a greater
cyberspace threat to the nation in the future.

The second key challenge is the lack of a knowrohcal track record of US
detection, attribution, and response. This posesries of key issues. They include the
credibility of deterrent actions, emboldening pddrattackers, and defining publicly what
the US considers a cyberspace “attack” and thenfiat&inds of responses to such attacks.

The third challenge is the potential for producimigher order effects that might result
in unintended consequences and possibly undeswedequences. There are three key
issues associated with that challenge. First, & fanction of the nature of the attacker’s
goals and objectives. Second, if the competitor cancerned about unintended
consequences, it could enhance the effects ofeterrgnce activities if it wishes to control
escalation or fears “blowback” from its cyberspagerations. Finally, if the competitor’s
goal is to create chaos, deterrence could be undednby the potential for unintended
consequences.

In addition, there is interest in “tailoring detemce” [26] to address the variety of
adversaries that exist in cyberspace (e.g., nde-atdors; state actors). However, there is a
debate within the analytic community as to whetiladored deterrence is a viable concept
for the full spectrum of adversaries of the US [ZVhat issue represents an important
element of the research agenda for the communiyeder, it is hypothesized that the full
set of P/DIME options should be considered in depielg a course of action to respond to
a cyber attack. For example, the US might respona ¢yber attack through a variety of
levers of power including diplomacy (e.g., a derhajcor economic actions (e.qg.,
restricting the flow of technology).

2.3.5.Cyberstrategy “Rules of Thumb” and Principles

In weighing the cyberstrategy insights, three kasights emerged. First, the “low end”
users (e.g., individuals, hacktivists, terrorigtans-national criminals) have enhanced their
power considerably through recent cyberspace trefdailored deterrence strategy will be
needed to keep these entities in check.

Second, potential near-peer adversaries are aggrysexploring options to exploit
attributes of cyberspace. In the near term, thiséing manifested through acts of
espionage that have resulted in the exfiltration méssive amounts of sensitive
governmental and industrial data [28]. In the lanigem, the US must be prepared to deal



with unique “cyber strategems” that reflect thequma cultural and military history of key
nations (e.g., China, Russia).

To deal with the emerging cyber threat, the US numtduct experiments and
exercises that feature a creative and aggressher opposing force. It would be naive and
dangerous to assume that future adversaries wikeek to negate the benefits that the US
hopes to achieve through net centric warfare.

2.4. Theoretical Aspects of Institutional Factors

This section of the white paper focuses on twadcaliinstitutional factors: governance of
cyberspace and the legal dimensions of the probldrma.section concludes by identifying
key institutional issues and principles.

2.4.1. Governance

Table 3 characterizes key governance functionsyberspace and the organizations that
participate in these functions. It can be seen thatmechanisms for governance of the
Internet areexceedinglycomplex. Organizational activities often overlapfibend-to-end,
requiring the expenditure of considerable resourocesmultiple forums to achieve
objectives. Consequently, there is a core set dicgaants (generally in the private sector)
that are involved in several of these key orgaionat

Table 3.Governance of Cyberspace



In an effort to evaluate the performance of Integwvernance, we have introduced the
following criteria: open, democratic, transparemtynamic, adaptable, accountable,
efficient, and effective. When assessed againsetlegteria, one can conclude that recent
Internet governance has performed remarkably well.

However, as we look to future, the USG will be tdaged to alter its position on
Internet governance. Preliminary views on this sabgre being articulated at the ongoing
Internet Governance Forums (IGF). In fact, a reednite paper on the subject [29] made
the following observations:

“Internet Governance is an isolating and abstrachtthat suggests a nexus with an
official government entity. The term also impliesade for the US Congress in Internet
decision-making. It is a misnomer because thermigue governance of the Internet; only
a series of agreements between a distributed aselp connected group of organizations
and influencers. A more fitting term may be ‘Interdnfluence,” or for long-term strategy
purposes, ‘Internet Evolutiory’.

2.4.2. Cyber Law

One of the most challenging legal issues confrgntire cyber community is as follows: “Is
a cyberattack an act of war?” Legalistically, theswaer is often presented as one of three
possible outcomes: it is not a use of force undidrAlticle 2(4); it is arguably a use of
force or not; it is a use of force under UN Artieigt).

There are several frameworks that are being coresidby the legal community to
address this issue. Michael Schmitt has formulaté@mework that defines and addresses
seven key factors: severity, immediacy, directnessyasiveness, measurability,
presumptive legitimacy, and responsibility [30]. @none has assessed each of those
factors, one should employ multi-attribute utilityeory to weight each of these factors and
come to a determination. An associated challenge fermulate responses to that attack
that are consistent with the legal tenet of prapoet response.

Overall, the area of cyber law is in its infancythugh there have been preliminary
rulings on sharing of music (e.g., Napster), thare major issues on the questions of
sovereignty, intellectual capital, and civil libied. These issues will be major areas for
research for the foreseeable future.

2.4.3.Institutional Principles

Based on the insights developed during the coufsthi® study, four major strawman
principles have emerged in the arena of Institatiétactors.

First, given the complexity of the governance meddras, one should seek influence
over cyberspace vice governance.

Second, the legal community has barely addresseleth issues that must be resolved
in the cyber arena. For example, considerable relsémneeded to assess the following key
questions:

What is an act of (cyber)war?
What is the appropriate response to an act of (gyle?



What is the appropriate way to treat intellectualgerty in the digital age?
How can nations resolve differences in sovereigmslassociated with cyber
factors?

Third, there is a need for a framework and enhamti@ldgue between champions of
civil liberties and proponents of enhanced cybeusty to establish an adequate balance.
Finally, guidance and procedures are required tiremd the issue of sharing of cyber
information between the USG and industry. This apph should be based on the concept
of risk management.

3. Connections

At the beginning of this white paper, it was nothdt one of the reasons for a theory was
the need t@onnectdiverse elements of a body of knowledge. In genénalcommunity is
focusing on the issue of connecting the knowledghimva stratum of the pyramid. Even
though this is challenging, it generally involvesmamunicating among individuals with a
common background and lexicon.

It is far more difficult to have individuals conneacrossthe different strata of the
pyramid. This requires individuals from differerisciplines to work effectively together.
In order to do so, it requires a holistic perspectin the Measures of Merit (MoMs) for
cyber issues.

Figure 10.Measures of Merit

Figure 10 suggests a potential decomposition ofMb#&1s associated with the cyber
problem. It identifies four linked sets of measurbfeasures of Performance (MoPs),



Measures of Functional Performance (MoFPs), MeasofeEffectiveness (MoEs), and
Measures of Entity Empowerment (MoEESs). Since flé&l of endeavor is still in its
infancy, the material is meant to be illustrativel anot exhaustive.

MoPs are needed to characterize the key compuamcecand electrical engineering
dimensions of the problem. A key measure is theuasrnof bandwidth that is available to
representative users of cyberspace. As the barllvidteases to the megahertz/sec range,
the user is able to access advanced features suotegery and video products. A second
key measure is connectivity. For circumstanceshiciwthe cyber-infrastructure is fixed, a
useful measure is the percent of people in a cpuhiat have access to the Internet.
However, in many military operations, the cyberrdstructure and the users are mobile.
Under those circumstances, a more useful measuhe iperformance of Mobile, Ad hoc
NETwork (MANET) users (e.g., their ability to stapnnected). Third, one can introduce
measures of the “noise” that characterizes thereiylfi@structure. For example, the extent
to which the quality of the Internet is degraded be characterized by the unwanted e-mail
that it carries (“spam”), which can subsume a @&l subset of the network’s capacity.
As an example, it has been estimated that in revenths up to 90% of the traffic on the
Internet is spam [31]. In addition, the integritiytbe information is further compromised
by “phishing” exploits in which criminal elementsek to employ the Internet to perpetrate
economic scams. Finally, MoPs can be introducedhtracterize resistance to adversary
actions, including denial of service attacks, pggten of viruses or worms, and illicitly
intruding into a system.

Table 4.Selected Measures of Merit

It is useful to introduce MoFPs that characteriaes lsuccessfully selected entities are able
to perform key functions, taking advantage of cgpace. In the case of the US military,
the concept of net-centricity is to employ advanoesyberspace to perform essential
functions. These include the ability to enhance peeformance of increasing levels of



information fusion. Similarly, a basic tenet of fetntricity is to propagate commander’s
intent so that the participants in the operation sgnchronize and self-synchronize their
actions.

MoEs are needed to characterize how effectiveiestitan be in their key missions,
taking advantage of cyberspace. In the context ajoMCombat Operations, MoEs are
needed to characterize the ability to exploit cgpace in multiple dimensions. At one
extreme, enhancements in cyberspace have the ipbtEnteduce the time to conduct a
campaign and the casualties associated with thepaigm At the other extreme,
enhancements in cyberspace may substantially eatBloe loss exchange ratios and the
amount of ground gained and controlled.

From the perspective of cyberstrategy, there isré@st is characterizing the extent to
which enhancements in cyberspace can empower k#ieenin the case of nation states,
potential MOEEs might include selected PMESII Vales. As an example, it might address
the ability to leverage cyberspace to influenceoautation, shape a nation at strategic
crossroads, and deter, persuade, and coerce arsagve

Table 4 depicts candidate MoMs that may be emplayégture cyber analyses.

4. Anticipation

From the perspective of the decision maker, the dtwjlenge is to anticipate what will
occur next in the cyber domain and to formulateeceht policy to cope with those issues.
To begin to address that challenge, this sectiatsdeith four aspects of anticipation. First,
it identifies key trends that are expected to ctiarize cyberspace. Second, it identifies the
research activities that should be conducted toremddthose trends. Third, it briefly
identifies the major policy issues that decisionkera will need to address. Finally, it
discusses the assessment needs that must be addtessupport the formulation and
analysis of policy options.

4.1.Cyber Trends

It is extremely difficult to provide quantitativesttimates as to how rapidly key trends in
cyberspace will be manifested. Thus, the followisigopuld be regarded as a partial,
qualitative list of some of the most significantgmtial changes.

First, there is an increased move to adoption dfdBed systems. As a consequence,
one can anticipate a convergence of telephoneg,réglevision, and the Internet. As one
example, there is a dramatic use of Voice oveM&IF) (with attendant security issues) in
the area of telephony. Second, we are seeing tkeegemce of sensor networks that feature
an extremely large number of heterogeneous sendsrsne manifestation, we are seeing
the netting of extremely large number of video ceasén urban areas, raising issues in the
civil liberties community. Third, we are seeingiaaxorable trend towards proliferation of
broadband and wireless. An example of this trend wee plan to have city-wide
deployment of Worldwide Interoperability for Micrawe Access (WiMax). However, this
trend suggests the difficulty in predicting whertrend becomes a reality. NEXTEL had



made this objective the key to their strategy; hoavethey have recently observed that the
technology has not matured sufficiently to implemiérin the near-term [32]. Fourth, we
are observing enhanced search capabilities, batfodal systems and the entire Internet.
One of the keys to this trend has been industoaipetition to develop improved search
engines (in part, to enhance advertising reverki@th, we are seeing extraordinary efforts
to enhance human/machine connectivity. As one elgmye are seeing direct nerve and
brain connections to computers or prostheseshgrisom efforts to treat soldiers injured
by IEDs in Iraq [33]. Sixth, we are seeing dramaticreases in user participation in
information content. This trend is manifested tigtouthe proliferation of video blogs,
contributions to wikis, participation in social netrks (e.g., MySpace, FaceBook), and
involvement in virtual reality environments (e.§econd Life). Finally, some experts have
postulated that we are entering the third phaskeofnternet (i.e., phase 1: communicating;
phase 2: content; phase 3: collaboration). Thisdtiphase is characterized by “cloud
computing” where “information is stored and proegs®n computers somewhere else”
[34]. One of the major issues associated with fhasadigm is our ability to provide
adequate security for the “cloud”.

4.2.Opportunities for Cyber Research

As an application of the emerging theory of cy@able 5 identifies the major areas where
cyber research should be pursued.

Table 5. Areas Where Additional Theoretical Research Is Requi

4.2.1.Cyberspace Research

In the area of cyberspace, improved technologyeptimns are needed to identify key
breakthroughs that may substantially affect MoRscfderspace. Second, it is inevitable



that malevolent actors (e.g., insiders, adaptiweesdries) will gain access to the USG and
defense industrial base cyberspace. This sugdestsrésearch is needed to protect the
essential data in cyberspace from exfiltrationaruption.

Finally, additional research is needed to formulate objective architecture for
cyberspace that is inherently more secure tharetising architecture. Consistent with
that effort, there is a need to address the ctgiligrissue of transitioning from the existing
to the objective architecture.

4.2.2.Cyberpower Research

Due to resource constraints, this evolving assessofecyber theory has not adequately
addressed all the levers of power (e.g., politidgllomatic, economic). As an initial step,
assessments should be completed for these otherslesf power. Second, existing
assessments of the military lever of power haveded almost exclusively on the potential
benefits that can accrue by creatively employingecgpace. It is equally important to
perform risk assessments to understand the pdtelttvenside of relying extensively on
cyberspace. This includes conducting experimentdsdaveloping the methodology, tools,
data, and intellectual capital required to perfonititary risk assessments. Similarly, it is
important to conduct research into the potentiahelies and risks associated with
leveraging cyberspace developments for non-USanylicapability (e.g., NATO allies that
are pursuing Network Enabled Capabilities (NEC)paHy, in the area of information,
additional research is needed to quantify the médion duels that are likely to occur with
potential adversaries.

4.2.3.Cyberstrategy Research

To deal with the challenges posed by the full aofgntities empowered by enhancements
in cyberspace, it is vital that the information-klesl societies conduct research on “tailored
deterrence”. This concept suggests that key alisnsuch as NATO, must develop a
holistic philosophy that understands each of théemt@al adversaries (e.g., its goals,
culture, risk calculus), develops and plans foratéliies to deter these adversaries, and
develops a strategy to communicate these conaefite {potential adversaries.

4.2.4.Institutional Factors Research

Theoretical research is needed to address keyigamsitutional knowledge ithe areas of
governance, legal issues, sharing of informatiotgrhet regulation, and civil liberties.

First, in the area of governance, the USG mustsesasthe role of the Internet
Corporation for Assigned Names and Numbers (ICANNhe governance of the Internet.
It is clear that, in the future, the USG must beeradroit in the area of “cyber influence”
vice governance. This will require a thorough resaination of all the institutional bodies
that affect cyber governance and the developmeatd$G strategy to interact with them.

Second, “cyber legal” issues are in their infand@he current situation is non-
homogeneous with inconsistent laws in various sgarnations (e.g., German hate-crime
laws; limited signatories to the Council of Euro@envention on Cybercrime [35]. In
particular, there is a need to clarify the issuegpgionage in cyberspace (e.g., What is it?



What rights of response are left to the victimdR)addition, there is a need to adopt a
consistent model that can be applied to determimetheer a cyber attack is an act of war.

Third, there is continued controversy about therisbaof information between the
USG and the private sector. Research is neededtéwntine what information should be
shared, under what circumstances.

Fourth, it has been observed that regulatory agencsuch as the Federal
Communications Commission, have the authority gulae Internet Service Providers
(ISPs) to redress selected cyber security issuasekkr, to date, regulatory agencies have
been reluctant to address these issues.

Fifth, the recent debate about the Foreign Intefie Surveillance Act (FISA) court
has mobilized the civil liberties community to mithe specter of “Big Brother”. As a
consequence of the actions of civil liberties oigations, key USG programs have been
terminated or modified (e.g., DARPA’s Total Infortitm Awareness (TIA), DHS’s Multi-
state Anti-Terrorism Information Exchange (MATRIXResearch is needed to clarify the
appropriate balance among actions to deal with radvies while still protecting civil
liberties.

4.2.5.Cyber Assessment Research

As discussed below, our ability to perform cybeseasments is extremely uneven. As a
consequence, research efforts are required to ajevahalytical methods, tools, data,
services, and intellectual capital to address kgyerc issuesn the areas of cyberpower,

cyberstrategy, and infrastructure issues.

Table 6.Selected Policy Recommendations



4.3.Cyber Policy Issues

Several major policy issues have been singled fwatt trequire further attention. For the
purposes of this preliminary cyber theory, theseiés have served to focus the boundaries
of this study, although we have also addressednabau of lower priority policy issues.
Consequently, emphasis has been placed on assgrtiidinintellectual capital required to
illuminate those issues.

In Table 6, these issues have been aggregatedthivta@ategories of cyberspace,
cyberpower, cyberstrategy, and institutional fastdviost of these issues are extremely
broad and contentious; consequently, additionalyaaa will be required to address them
adequately.

4.4.Cyber Assessment

One of the major challenges confronting the analgemmunity is to develop the methods,
tools, and data needed to support cyber policyst@timakers. Figure 11 suggests the
relative maturity of key tools in the areas of agpace, cyberpower, cyberstrategy, and
institutional factors.

In the areas of cyberspace, there are several tiomithe community is employing to
address computer science and communications ig8adsaps the best know is the OPNET
simulation [36] that is widely employed to addrestwork architectural issues. From an
analytic perspective, techniques such as percalatieory[37] enable one to evaluate the
robustness of a network. Looking to the future, Wegional Research Laboratory (NRL)
has developed a GIG Testbed to explore the mysades associated with linking new
systems and networks.

In the area of cyberpower, the community has hadessuccess in employing live,
virtual, and constructive simulations. For exampteassessments of air-to-air combat,
insights have been derived from the live AIMVAL-AREBL experiments, virtual
experiments in the former McDonnell Air Combat Slatar (MACS), and constructive
experiments using tools such as TAC BRAWLER. Howgetlee community still requires
better tools to assess the impact of advances lierspace on broader military and
informational effectiveness (e.g., land combatdmplex terrain).

In the area of cyberstrategy, a number of promisimgatives are underway. In
response to recent tasking by STRATCOM, a new naetlogy and associated tools are
emerging (i.e., Deterrence Analysis & Planning SupgEnvironment (DAPSE) [38].
However, these results have not yet been applieagjor cyberstrategy issues. In addition,
promising tools are emerging from academia (e gntBion; GMU’s Pythia) and DARPA
(e.g., Conflict Modeling, Planning & Outcomes Expsntation (COMPOEX)). However,
these are still in early stages of developmentagppudication.



Figure 11.Subjective Assessment of MS&A for Cyber Policy Arsss

Finally, as noted above, there are only primitigel$ available to address issues of
governance, legal issues, and civil liberties. Stmoés are being developed to explore the
cascading effects among critical infrastructureg.{eNational Infrastructure Simulation
and Analysis Center (NISAC) system dynamics mo{z3); however, they have not yet
undergone rigorous validation.

5. Summary

Consistent with the macro-framework that has begopted to characterize the cyber
problem, this section summarizes the key insightthé areas of cyberspace, cyberpower,
cyberstrategy, and institutional factors. The sectioncludes by identifying the next steps
that should be taken to refine the theory of cybesy.

5.1.Key Insights

5.1.1.Cyberspace

Cyberspace is an environment that is experiencapgreential growth in key MoPs. There
is an extraordinary diffusion of knowledge among the stakeholders of cyberspace,
including malevolent users. As a consequence sfdifiusion of knowledge, cyberspace is
being degraded by “noise” (e.g., proliferation p&s) and a broad variety of cyber attacks.
The most troubling of these attacks includes Disteéd Denial of Service, exfiltration of
data, and the potential for corruption of data.ebrch instance, recent experience has



demonstrated that these attacks are relatively d@asymplement (e.g., technically,
financially) and extremely difficult to attribute.

These vulnerabilities arise from the basic architer that has evolved from the
original ARPAnet. A new cyberspace architecture rhayrequired to halt the perceived
erosion of security. However, there will be substmifficulties in transitioning from the
current architecture to one that is more robusinagadversary action.

5.1.2.Cyberpower

As cyberspace evolves, it has the potential to medna@ach of the levers of national power.
This white paper has focused on two of these leweitgary and information.

In the area of military power, it was observed #taties are underway to characterize
the extent to which enhancements in cyberspacemaance key MoEs. These studies tend
to be unambiguous in the area of air-to-air comivakere experiments suggest that
enhanced digital communications can enhance lodsagge ratios by a factor of
approximately 2.5. Although studies of other miltaoperations have also been
undertaken, the results are generally confoundedother factors (e.g., mobility,
protection).

To complement these experiments, an assessmergarfes of environmental warfare
was undertaken that critically reassessed the iggeaf land, sea, air, and space theory.
Based on that assessment, it was concluded thegomyt of cyberpower should focus on
four key factors: technological advances, speed smaghe of operations, control of key
features, and national mobilization.

From the perspective of “information”, this whiteager has addressed influence
operations from a strategic and tactical perspectBased on prior experiences and an
adaptation of earlier analytical frameworks, an rapph was developed for linking
operational objectives and processes to DOTMLPFRuirements. These assessments
suggest that developments in cyberspace can stibfifaaffect future efforts to enhance
influence operations (e.g., implement precisiordgdmessages

5.1.3.Cyberstrategy

The evolving theory of cyber has identified a randentities that will be empowered by
enhancements in cyberspace. These include: tdrrgrgups, who are employing
cyberspace to, inter alia, recruit, raise moneypagandize, educate and train, plan
operations, command and control operations; haskéiwwho are employing cyberspace to
conduct “cyber riots” (e.g., Estonia) and implemerploits in cyberspace; transnational
criminals, who pursue a variety of techniques (gdbishing, denial of service attacks) to
raise substantial funds (reputed to be more thamtbney derived from drug trafficking);
and nation states, the most advanced of whom apgogimg cyberspace to enhance all
dimensions of PMESII activities.

However, changes in cyberspace have given risaittanded consequencégany of
the entities at the “low end” of the entity speatr(e.g., terrorists, hacktivists, transnational
criminals) are making life more dangerous for infation-enabled societies. In particular,
these entities tend to be much more adaptable mlagion states, causing the latter to



respond, belatedly, to the initiatives of the formie addition, research about selected near-
peers (e.g., China, Russia) suggests that they meweperspectives on cyberstrategy that
will present information-enabled societies with nevallenges in cyberspace.

5.1.4.Institutional Factors

From an institutional perspective, issues are eimgrthat will affect all aspect of cyber
theory. This white paper has highlighted the cingjéss that exist in cyber governance, legal
issues, exchange of cyber information between guorents and industry, and the balance
between national security and civil liberties.

From a theoretical perspective, one of the majaillehges emerges from the difficulty
in characterizing and responding to an attack ibecgpace. As demonstrated by recent
events, it is extremely difficult to attribute attaek to an adversary that chooses to act
anonymously. In light of that ambiguity, it is ddélt to formulate a coherent response to
such an attack. For example, it is still uncleawhan alliance, such as NATO, might
respond in the future to a cyber attack againstoomaore of its members.

5.2. Next Steps

This effort constitutes an evolving theory of cymwer. To refine this product, it is
recommended that the following steps should beumats

5.2.1.Define

There is still confusion about the definitions tbhe key terms in a theory of cyberpower.
However, the community should find it relativelyaghtforward to go from the current
base to agreement on key terms (e.g., “cyberspat®vever, additional work is still
required to establish the linkage between cybemgemnd the terms associated with
information operations.

5.2.2.Categorize

The “cyber pyramid” has proven to be a useful taxoy in “binning” key concepts.
However, there is still a need to develop spedifiber frameworks and models to explore
key policy issues that confront senior decision enak

5.2.3.Explain

It is anticipated that this evolving theory of cypewer will be incomplete. Additional
efforts are needed to address key issues thaegmn the scope of this white paper. In the
area of cyberpower, there is a need to assess btsmtfal changes in cyberspace will
affect political, diplomatic, and economic functidity and effectiveness. In the area of
cyberstrategy, there is a need to assess the aatevritich key entities are empowered by
advances in cyberspace and cyberpower. These edhdatividuals, NGOs, transnational
corporations, selected nation states, alliancegs, (SATO), and international organizations
(e.g., UN). Finally, in the area of institutionalctors, there is a pressing need to assess the



effect of changes in cyberspace on the balancedeetwivil liberties and national security.
In assessing these issues it would be useful tdognaprisk management approach.

5.2.4.Connect

Currently, we have relatively little understandimigout the appropriate Measures of Merit
to employ in cyber assessments nor the relatioasdmpong those measures. For example,
we do not have a clear understanding about howggsaim cyberspace (e.g., MoPs such as
bandwidth or resistance to enemy countermeasurgsdts the US’s levers of power (i.e.,
P/DIME) or empowerment (i.e., PMESII). At a minimunt is important to develop
preliminary relationships so that a decision mataar understand the implications of how
potential changes in cyberspace or institutionadtois will affect cyberpower and
cyberstrategy.

5.2.5.Anticipate

As noted in this white paper, cyberspace is inntfgst of explosive, non-linear change. It
is vital that more detailed technology assessmdmtsundertaken to anticipate and
understand potential break-throughs in cyberspaag, (the analogue of discovering giant
magnetoresistance or fundamental changes in théeotre of the Internet). Furthermore,
efforts should be made in the development and egdin of models, simulations, and
analyses to assess the impact of these changegbempower and cyberstrategy. These
developments in methodologies, tools, and dataldhgovide decision makers with the
analytic support needed to explore the long-rafffgeteof alternative cyber options.
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Glossary

Abbreviation Definition

C2 Command and control

COMPOEX Conflict Modeling, Planning & Outcomes Eripentation

CNA Computer Network Attack

CNO Computer Network Operations

CTNSP Center for Technology and National Securiijcly

DAPSE Deterrence Analysis & Planning Support Envinent

DARPA Defense Advanced Research Projects Agency

DIME Diplomatic, Information, Military, Economic

DoD Department of Defense

DOTMLPF Doctrine, Organization, Training, Materiéleadership & Edu
cation, Personnel, Facilities

GIG Global Information (rid

HSCB Human, Social, Cultural Behavior

IAB Internet Architecture Boa

IED Improvised Explosive Device

IETF Internet Engineering Task Fo

IGF Internet Governance Forum

INSE Institute for National Strategic Stud

10 Information Operations

IP Internet Protocol

IRTF Internet Research Task Force

ISOC Internet Society

JMEM Joint Munitions Effectiveness Manual

JTRS Joint Tactical Radios System

JWICS Joint Worldwide Intelligence Communications@em

MACS McDonnell Air Combat Simulator

MANET Mobile Ad Hoc Network

MoE Measure of Effectiveness

MoEE Measure of Entity Empowerment

MoFP Measure of Functional Performance

MoM Measure of Merit

MoP Measure of Performance

NATO North Atlantic Treaty Organization

NCO Net Centric Operations

NCW Net Centric Warfare

NDU National Defense University

NEC Net Enabled Capability

NMS-CO National Military Strategy for Cyber Operats

NRL Naval Research Laboratory

OLPC One Laptop Per Child




OODA

Observe-Orient- Decide-Act

OS Operating System

OSD Office of the Secretary of Defense

P/DIME Political/ Diplomatic, Information, MilitaryEconomic
PMESII Political, Military, Economic, Social, Inforation, Infrastructure
QDR Quadrennial Defense Review

R&D Research & Development

SME Subject Matter Expert

SOA Service Oriented Architecture

SSG Strategic Studies Group

SSTR Stability, Security, Transition, Reconstruatio
STRATCOM Strategic Command

TIA Total Information Awareness

TCP Transmission Control Protocol

UDP User Datagram Protocol

UsSG United States Government

VOIP Voice over Internet Protocol

WIMAX Worldwide Interoperability for Microwave Aces




