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Foreword

Annual Conferences on Cyber Conflict, organised by the NATO
Cooperative Cyber Defence Centre of Excellence (CCD COE) every
summer in Tallinn, have become regular events bringing together
international experts from all fields of cyber security.

The 2011 3" International Conference on Cyber Conflict (ICCC 2011)
is the continuation of last year’s CCD COE Conference on Cyber
Conflict. Since NATO CCD COE is aiming to continuously improve the
quality of its annual conferences, in 2011 we have selected IEEE as a
technical co-sponsor of this event. Academic papers that have
passed a strict double-blind peer review following the quality
standards of IEEE conferences will be published in print and digitally
by IEEE, and thus, increase ICCC’s footprint in the academic world.
Future Centre’s conferences are planned to carry forward and
extend this good relationship with IEEE.

To support CCD COE’s mission of enhancing cooperation and
information sharing between NATO, NATO nations and private and
public players in the cyber domain, the 2011 3" International
Conference on Cyber Conflict serves as a knowledge and network
hub for technology experts, national security thinkers, lawyers
interested in cyber conflicts and experts of other closely related
areas.

In 2011 the conference focuses on defensive and offensive aspects
of Cyber Forces, combining different views on cyber defence and
operations in current threat environments. This is not limited to a
military perspective, but it also covers legal, strategic and technical
perspectives on equal grounds.

The different aspects of the cyber domain are discussed in two
tracks: 1) Concepts, Strategy & Law and 2) Technical Challenges &



Solutions. The academic papers, combined with presentations
delivered by distinguished world-class experts, are presented in
respective tracks.

Issues to be tackled in the Concepts, Strategy & Law track include:
legal and strategic aspects related to deterrence in cyberspace,
involvement of conscripts in case of cyber conflicts and the
implementation of cyber offensive capabilities in NATO, national
aspects of Russia and Sweden with regards to their cyber forces, and
a case of data leakage in deployed theatres presented.

The Technical Challenges & Solutions track covers a variety of
different technical disciplines, reflecting the complexity of cyber
defence in its technical implementation. The prospects of enhancing
cyber defence capabilities by the use of Artificial Intelligence, and
ideas for improved Early Warning and Intrusion Detection Systems
are presented, to be supplemented by a proposal on how to
preserve organisational privacy in intrusion detection log sharing.
Efforts needed for acquiring and setting up botnets and on the other
hand taking them down are compared and discussed, providing an
insight in one of the major current threats. Additionally, a radically
different way of fighting cyber adversaries — considering them being
in a virtualized “game board” —is presented.

Many thanks to all the people around the globe who have been
involved in organizing the 2011 3"International Conference on
Cyber Conflict: external Programme Committee members, Track
Chairs, all the volunteers and of course the lovely CCD COE staff who
have with enormous efforts made this great event happen again.

Christian Czosseck and Enn Tyugu

NATO Cooperative Cyber Defence Centre of Excellence
Tallinn, Estonia

June 2011
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About the NATO CCD COE

The NATO Cooperative Cyber Defence Centre of Excellence (NATO CCD
COE) is the 10" Centre of Excellence to gain full NATO accreditation by the
North Atlantic Council.

The Centre’s mission is to enhance capability, cooperation and
information sharing among NATO, NATO nations and partners in cyber
defence. Located in Tallinn, Estonia, the Centre is an international effort
that currently includes Estonia, Germany, Hungary, Italy, Latvia, Lithuania,
the Slovak Republic and Spain as Sponsoring Nations. The Centre is not
part of NATO command nor is it funded by NATO budget. Instead it is
directed, tasked and funded by the Steering Committee consisting of
representatives of the above mentioned Sponsoring Nations.

The Centre has taken a NATO-oriented, interdisciplinary approach to its
focus areas. The work of the Centre is based on extensive information
exchange, co-operation with NATO and NATO states as well as academia
and the private sector.

NATO CCD COE’s key activities include organising and providing support to
cyber defence exercises, organising conferences and workshops, delivering
courses and trainings, conducting academic research on narrowly selected
fields, working on legal and policy issues touching the cyber domain, and
studying national cyber security strategies as well as wider strategic
concepts and their applicability to the cyber domain.
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Abstract- This paper examines legal issues that could arise from utilizing a civilian
cyber defense corps to defend a nation-state and its assets from cyber attacks. We use
Estonia’s Cyber Defense League as an analytical device, and we examine issues that
may arise under the CDL as it is currently configured and as it might be configured.
Our analysis focuses on ten specific issues. We argue that the nature and inherent
ambiguity of cyber war will require a reserve corps of IT specialists who can be
conscripted if there is a substantial likelihood that a cyber attack will materially
disrupt the public order. We also consider the practical and legal aspects of the criteria
to be used to select conscripts and factors that will affect the duration of conscription.

Of course, IT specialists do not work in isolation from the intellectual property and
other IT assets owned by their private sector employers. The paper analyzes the issues
raised by this symbiosis, including the risk that employers and other owners of assets
will be treated as combatants by the cyber attacker, the potential legal issues created
by the intellectual property rights of licensors, the potential unintended consequences
affecting competition as conscripts defend a competitor of their private sector
employer, and the privacy rights of third parties in data necessarily disclosed as part of
defense activities. Finally, we consider whether the use of IT assets by conscripts
entitles the asset-owners to compensation for the government’s taking of their property
and whether traditional notions of conscientious objection apply to cyber warfare.

Keywords: conscript, conscription, cyber conflict, cyber warfare, combatant, non-

combatant, intellectual property, infringement, conscientious objection, kinetic warfare,
Geneva Conventions
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I.  INTRODUCTION

In an article published in 2010, we analyzed the permissibility of conscripting
civilians into a cyber war initiative under United States law [1]. Our premise was
that conscription might be necessary if the government could not attract sufficient
technological expertise to protect the public interest. Conscription, in other words,
would allow the government to obtain the services of IT specialists who declined to
assist in defending cyber conflicts because they determined they would be better
off in private employment even if cyber attacks were successful.

In this article, we explore the legal and practical issues that are likely to arise when
a country embarks on what we refer to as cyber conscription. Our analysis includes
not only issues affecting the conscripts but also those who own the IT assets that
conscripts would employ in the course of their duties.

We use Estonia’s newly-created Cyber Defense League (CDL) as an analytical
device [2]. We examine issues that may arise under the CDL as it is currently
configured, and as it might be configured. Our analysis focuses on ten issues, each
of which is examined below.

1. CONSCRIPTION FOR ATTACK-PREPARATENDESS OR
DEFENSE

Since cyber attacks are inherently ambiguous in terms of source, intent, scope and
duration, it is reasonable to assume that a cyber conscription program will be
anticipatory, i.e., will be implemented before attacks occur or are expected. That
brings us to the nature of the attacks: Based on what happened in Estonia in 2007
and in similar attacks, we believe it is reasonable to assume that cyber assaults will
be of relatively limited duration, as opposed to the sustained assaults that have
characterized kinetic warfare.

We based this assumption on several factors, one of which is that, unlike kinetic
warriors, cyber attackers do not have to be physically present on the targeted state’s
territory; kinetic attacks tend to be prolonged because they are part of a zero-sum
struggle to achieve a certain objective, e.g., gain control of territory, and because
they are predicated on a mobilization of men and materiél. Cyber attackers operate
remotely, and may have very different objectives; an attack, or series of attacks,
may be the objective in and of itself. The attackers’ goal may simply be to take
targeted systems offline for some period of time, to demonstrate their ability to do
so and/or the victim state’s inability to prevent them from doing so, either of which
could undermine the victim state’s security.

For these and other reasons, we believe the appropriate model for cyber
conscription is an as-needed force -- a version of the “National Guard” or “reserve”
forces that are formed and trained before need arises and are “called up” to active



service when the need does arise [1]. As we note below, from what we know of the
CDL, it seems to conform to this model.

1. WHEN SHOULD CONSCRIPTS BE ACTIVATED?

The inherent ambiguity of cyber conflict also raises the issue as to the appropriate
criteria for activating conscripted reserves. The argument could be made that
military forces should not be used for “mere law enforcement” because that is the
role of local police. Under this argument, cyber conscripts should not be activated
unless there is clear evidence of a nation-state sponsored attack. Unfortunately,
experience shows that the actual sponsor and even the source of an attack will
remain ambiguous long after the attack has ended. Therefore, a presumption
against nation-state involvement would typically render use of conscripts
ineffective.

We believe that a better analog is the use of national guards or reserve militia to
enforce domestic laws in times of riot and other civil unrest. Activation in these
circumstances is justified on the ground that the police force would not able to
maintain public order without additional resources. Applying that approach to
cyber defense might suggest that the conscript reservists should be activated if
there is a substantial likelihood of a material disruption of the public order. For
example, reservists would not be activated to defend attacks on non-essential
services where the only potential losses are economic — such as an attack on large
e-commerce sites, but would be activated where life or health were jeopardized —
for example power grids, water supplies or medical facilities.

1v. CONSCRIPT SELECTION AND QUALIFICATIONS

When the U.S. Army drafted Elvis Presley in the 1950s, it was not for his singing
voice and when it drafted Muhammad Ali in the 1960s, it was not for his boxing
skills. Conscription has historically been a levee en masse or a lottery, not a
targeted selection of individuals with specialized talents to perform particular
functions. That aspect of conscription derives from the fact that until recently,
massed manpower was the predominant engine of warfare.

The engines of cyber warfare are very different, which means the selection process
must entail much more detail than the typical “draft registration” — name, age,
address, education, physical condition and occupation. Conscripting IT personnel
would require more detailed information about education and work experience,
including familiarity with various platforms, software and industries. This means
the selection process would require much more effort and planning on the part of
the government and more response effort from the potential conscript.

Since complex IT functions generally require teams of professionals to coordinate
their efforts, cyber defense would be most effective if entire “squadrons” were
conscripted at the same time. Thus, conscription might be conducted by drafting



the workforce of a particular corporation or government agency. (Even government
employees must be conscripted since they would otherwise be free to terminate
their employment with the government and avoid service.) As we explain below,
depending on how it is structured, such conscription could raise competitive and
equitable considerations.

Similarly, the nature of cyber attacks will likely require a certain degree of
specialization reflecting the IT structures and practices of specific industries. For
example, IT specialists employed by financial institutions are unlikely to have the
knowledge to respond to attacks on the electrical grid. Prompt and effective
defense would, instead, require conscription of specialists who are responsible for
designing and maintaining parts of the grid. Therefore, the conscription program
may require more sophisticated organizational structures to ensure that specialized
talents can be employed to their highest and best use as attacks affect different
industries and locales. For example, command structures might have to adopt non-
traditional approaches involving dual reporting according to both expertise and
industry experience.

v. DURATION OF CONSCRIPTION

According to reports, the CDL is currently a voluntary “cadre of computer
specialists” who will defend Estonia’s computer infrastructure [2]. Since the CDL
is part of the Defence League, we assume CDL members occupy a status analogous
to that of members of the National Guard or reserve forces of other countries. That
is, we assume CDL members can be called up to active military service, which in
this context would involve cyber conflict.

If that is true, CDL members, like members of analogous units established in other
countries, can presumably qualify as combatants under Article 4 of the Third
Geneva Convention [3]. That is, members of a CDL-type cyber reserve force (i)
will become combatants when they are called to duty and (ii) will otherwise
occupy the status of civilian noncombatants [3], [4].

This dichotomous status generally proves unproblematic in the context of real-
world warfare. In kinetic warfare, a reservist’s status shifts from civilian to
combatant when he is called to duty, and persists as long as he is on active duty
with the military. The period of active duty is likely to last for weeks, months, even
years. There is, therefore, a defined, temporally stable shift from one status to
another; the clarity of this shift is enhanced by the fact that the reservist is usually
summoned to serve his active duty in a location other than that where he lives as a
civilian, is required to wear a uniform (versus civilian clothes) and engages in
traditional martial activities.

Like conventional reservists, cyber conscripts will be called to active duty, but the
nature and duration of that duty will differ from that of traditional reservists.
Logically, there are two ways to structure the activation of cyber conscripts: One is



to activate them when a cyber attack is in progress or is imminent; in this
alternative, the period of conscription would be coterminous with the length of the
attack or the attack alert. Once the attack, or the threat of an attack, ended, the
cyber conscript could be relieved of duty and return to civilian status.

The other option is to have cyber reservists permanently activated, on the not-
unreasonable premise that they may need to respond to cyber attacks with little, if
any, notice. This option effectively deprives cyber reservists of their civilian status,
which we believe means it is neither a viable nor a necessary alternative. We do not
see it as a viable alternative because it would presumably mean that members of a
CDL-style cyber defense corps were full-time members of the military and, as
such, unable to accept civilian employment. The countries that elected to
implement this option would, therefore, deprive themselves of the services of an
essential cadre of trained computer professionals. Countries bore this burden in
other wars, such as World War I and World War II, because they had no other
choice and because the conscription had an end point, i.e., draftees served “for the
duration of the war” [5]. At this point, it does not appear that cyber conflict will
have a determined end point, which means that this model of conscription could
continue indefinitely.

We also do not see this model as a necessary alternative: Since activated cyber
reservists presumably will not need to don a uniform, travel to a military base, or
equip themselves with conventional weapons before they can participate in cyber
defense, the situational activation option should be adequate.

Assuming that the reservist/activation model is adopted, the question arises as to
how long the individual should be conscripted into reserve status. Given the costs
of selection and training, there is a strong argument that conscription should be for
a moderate length of time such as five years. Any longer period might be counter-
productive because the rapid development of IT technology means that the skill
sets required for effective defense will change rapidly. Therefore, the qualifications
that led to conscription of a specific professional may not exist after five years, or
the professional may have changed careers or specialties so that her skills are no
longer needed.

It is also possible that conscription would not end on the expiration of a definite
temporal period but on a conscript’s termination of specified employment. This
would be particularly likely if his conscription arose from his role with a particular
employer or his involvement with particular IT assets. Since we presume that
conscription is not cost-free to either the government or the conscript, there would
be no value in continuing to train and include in defense planning, individuals who
would not longer be of service. On the other hand, avoiding continued duty as a
conscript should not be too easily achieved, since the rationale for the conscription
program is that the government cannot rely on the voluntary cooperation of all
individuals with requisite skills.



VI. SOLDIERS WITHOUT ARMS: THE NECESSITY FOR
ACCESS TO PRIVATE IT TECHNOLOGY

One of the empirical distinctions between kinetic warfare and cyber warfare is the
nature of the conflict: In kinetic warfare, confrontations between the two sides
occur at a specific physical place; the forces of the respective parties engage in a
struggle from which one side will emerge victorious. The struggle is conducted
with conventional weapons, e.g., guns, tanks, explosives, provided by the warring
states. The confrontations can, and do, occur on the territory of one of the states
engaged in the conflict, but under the modern laws of war, the warring parties must
make an effort to shield noncombatants from the struggle.

Cyber warfare is waged in cyber space but can wreak havoc in physical space by
targeting components of a nation’s critical infrastructure. The weapons used to
wage cyber warfare differ from those used in conventional warfare in at least two
ways: They do not involve the use of kinetic force; and they tend to be available to
the civilian population. We assume that a CDL-style cyber defense force would not
be composed of civilians with basic computer skills who would use their personal
computer equipment to participate in cyber warfare.

We assume, instead, that because protecting a nation’s critical infrastructure will be
the primary objective in defensive cyber warfare, cyber defense forces will be
composed of professionals employed by organizations that make up that
infrastructure. In other words, we assume an embedded cyber defense force, one
whose members can be called to active duty to defend the organizations for which
they work. It seems reasonable to assume, therefore, that members of a CDL-style
force will use the organization’s IT systems to defend it.

That would suffice if we were analyzing a system that required infrastructure
components to defend themselves, and only themselves, from cyber attacks. We,
though, are analyzing a generalized cyber defense system, which presumably
means that the employees of Infrastructure Component A would be authorized to
use that entity’s IT systems to defend it and other components of the nation’s
infrastructure. This generalized system could be executed in several ways. For
example, the conscript could use his employer’s IT assets to defend the IT
according to military orders that differ from or supplement his employer’s orders.
Or, he could be ordered to defend the assets or business of a competitor of his
employer, in effect providing benefits to the competitor at no cost to the
competitor. Or he could be ordered to assist in defending unrelated assets because
of his knowledge of specific technical issues or his general managerial and
organizational skills.

This symbiosis between the human capital furnished by conscripts and the
technology required for effective defense raises many complex issues, some of
which we will discuss in the following sections.



vil. EFFECTS OF HOSTING CONSCRIPTS: POTENTIAL
COMBATANT STATUS FOR INFRASTRUCTURE OWNERS

A fundamental issue is the status under international law the owners of IT
infrastructure whose assets are used by cyber defense corps members in responding
to attacks. It is likely that most of the individuals or companies that fall into this
category will be the conscript’s employer. As we saw in § IV, activated members
of a CDL-style cyber corps will be combatants under the laws of war. The issue we
take up here is whether the same is true of their employers.

Under Additional Protocol I of the Geneva Conventions, civilians lose their non-
combatant status “for such time as they take a direct part in hostilities” [4].
Interpretative guidance for this provision says direct participation consists of
“specific acts carried out by individuals as part of the conduct of hostilities”
between warring states [6]. To qualify, such acts must (i) be likely to adversely the
military operations of a party to the conflict or to injury persons or property, (ii)
have a direct causal link with the adverse effect or injury and (iii) be specifically
designed to cause the effect or injury [6]. Merely producing war materi¢l does not
constitute direct participation, but a conscript’s use of her employer’s IT assets to
defend an attack could be interpreted as not mere production of a weapon, but
actual use of the asset as a weapon, even though it is used solely in defense [7].

In other words, a conscript’s use of her employer’s equipment or intellectual
property in the course of carrying out her military orders could cause the employer
to become a combatant and therefore a legitimate target for attack. This latter point
would be academic if the employer is already under attack, but could present
important issues when a conscript uses the employer’s assets to defend another
entity. And the argument that the employer’s role constitutes direct participation in
hostilities might be inferentially strengthened by the fact that the employer’s
authorization to the conscript encompasses the repeated use of the equipment for
military purposes.

Another issue that might arise is whether use of an organization’s computers might
transform non-cyber corps employees who supported the efforts to repel the attack
into combatants, on the same premise outlined above.

It is also possible that CDL-style cyber corps members could be activated to defend
entities other than their own employers. Logically, this could occur in either of
three ways: The CDL members could travel to another site to launch their
defensive efforts; they could use their employer’s computers to do so; or they could
use computers that were in/near their employer’s premises but reserved for cyber
corps defense activities. The first scenario does not seem practicable if the need to
respond is immediate; and if the attacks were part of a sustained series of attacks,
this also might not be a viable option. Utilization of the second scenario would
presumably raise the issue outlined above, with the additional factor that allowing



use of one’s property as a weapon to defend another’s property presents an even
stronger case for finding combatant status. The third option, thought, would protect
the employer from combatant status because using cyber corps-dedicated weapons
would not implicate the CDL member’s employer in the defense of a third party.

Logically, the “direct part in hostilities” issue could arise for another participant in
any cyber war effort: the Internet Service Providers (ISPs). Since we are
postulating a civilian-staffed cyber corps the efforts of which are primarily
dedicated to defending civilian entities from cyber attacks, it is reasonable to
assume that cyber attacks and the cyber corps’ responses to attacks will all travel
via commercial ISPs. The ISPs’ role could, at least arguably, be construed as taking
a “direct part” in the cyber hostilities; some have analogized the ISPs’ role as the
equivalent of using military aircraft to bomb enemy targets.

We are not asserting that the employers and co-workers of entities who employ
members of a CDL-style cyber corps categorically become combatants by playing
the roles outlined above. Nor are we making a similar assertion for ISPs whose
systems carry defensive (and offensive) cyber attack signals. We simply note that
the issue can arise in this context, which might make it prudent for a country
developing a cyber corps to incorporate that possibility into its planning.

viil. ECONOMIC CONSIDERATIONS: CONSCRIPT USE OF
INTELLECTUAL PROPERTY

The symbiotic relationship between conscript and infrastructure creates another
distinction between conscription for cyber defense compared to defense of kinetic
warfare. The only requirements for someone drafted into traditional, kinetic
military service are that the inductee be healthy, reasonably intelligent and not
suffering from a mental disorder. The inductee’s particular expertise — if any — is
generally irrelevant (though it may play a role in his eventual unit assignment). The
government provides all necessary lodging, food, equipment and training necessary
to fulfill the conscript’s obligations. The cyber conscript, in contrast, is drafted for
his or her ability to bring specialized knowledge to bear in supporting the nation’s
sovereign integrity. That knowledge is likely to include information and ideas that
are protected under intellectual property laws.

(We use “intellectual property” in its broadest definition to mean ideas, expressions
of ideas and know-how including trade secrets, other proprietary information.
These issues are made more complicated by legal doctrines that require an owner
of intellectual property to take appropriate action to enforce its property rights at
the risk of losing them against other parties.)

A conscript’s access to intellectual property can become an issue even if he or she
merely uses IT assets owned by the government. Assume, for example, that a
conscript’s executing orders requires her to use her knowledge of source code or



other proprietary information associated with third party software her employer had
licensed. Her employer (or the third-party licensor) could seek to bar the
conscript’s carrying out her orders on the basis that she would necessarily use its
intellectual property in doing so. The argument would be that such a use constitutes
an infringement of the owner’s property rights.

Rather than simply using licensed software, it is more likely that to carry out her
orders, the conscript would need to revise or add code to a copyrighted software
program licensed by her employer or another attack target. Such an act would
probably constitute infringement, absent an appropriate license. And if the
conscript’s orders required her to access computers beyond the authority given by
her employer, she might well be guilty of a criminal offense.

In short, absent a legislative solution, executing her orders could expose the
conscript and the government to liability under intellectual property laws and/or
under laws making it a crime to access a computer without being authorized to do
so or in excess of one’s authorized access. Therefore, in developing conscription
legislation, consideration should be given to including a provision that addresses
addressing a conscript’s authority to use intellectual property licensed by her
employer and/or others without paying a fee. The conscription legislation might,
for example, grant the government a free, non-exclusive license to use all
intellectual property that might be inevitably disclosed in the course of a
conscript’s service. (Whether this statutory license would constitute a taking is
discussed in part X below.) Otherwise, cyber defense could be impeded by
uncertainty and even litigation regarding conscripts’ rights to use their
employment-acquired knowledge in support of the defense effort.

IX. POTENTIAL UNINTENDED ECONOMIC CONSEQUENCES

The use of conscripts and related IT assets might also have unintended economic
consequences.

Using conscripted forces to defend against cyber attacks raises one such issue
because prudent management practices require governments and businesses to
protect their IT assets and data even in the absence of a cyber war threat [8]. In
comparison, kinetic warfare typically presents risks fundamentally different from
those presented by “business as usual.”

For example, the military’s use of conscripted soldiers to defend a warehouse from
invading forces inures to the benefit of the merchant owner as well as to the public
at large. The warehouse is saved from destruction at no cost to merchant owner or
his insurers. In those situations, however, the military effort indisputably arises
from a risk not incurred in normal business circumstances — an unambiguously
hostile attack by a foreign nation-state. Conscripts, on the other hand, may be
ordered to defend against an attack that is not “military” in origin, but is “merely”
cyber crime or cyber terrorism. (This risk, of course, arises from the inherent



ambiguity of cyber attacks.) The conscript might, therefore, be involved in
implementing an IT defense that does not differ materially from defense against
cyber crime. In this context, adoption of a conscription program might cause
owners of IT to under-invest in IT security.

A different, but perhaps more significant, unintended consequence of conscripting
corporate employees to defend cyber attacks is the potential conflict that might
arise if conscripted employees of one organization were given access to another
organization’s IT assets or data to defend an attack. Since most IT systems are
exceedingly complex and proprietary in nature, it is only reasonable to expect that
the conscripts would have to work with employees of the target organization, and
would have access to proprietary information concerning the target’s customers,
suppliers and other vendors. For example, assume that conscripted employees of
Bank A were ordered to assist in the defense of an attack on Bank B, a competitor,
and to mitigate resulting damage to the financial system. In the course of executing
their orders, the conscripts might (i) disclose information Bank A had acquired at
great cost to employees of Bank B, (ii) learn about strengths and weaknesses of
Bank B’s systems, (ii) be exposed to confidential pricing and other information
granted to Bank B by vendors to both banks, and (iv) receive access to financial
information of Bank B’s customers which is protected by privacy laws.

Such a situation would not be acceptable to any of the affected parties. Bank A
would not appreciate its competitor’s receiving the benefit of its investment. Bank
B would complain about the disclosure of its proprietary information. The vendors
would allege a breach of confidentiality rights, and customers would allege breach
of privacy laws. None of these consequences is a necessary result of the cyber
attack; each is a real and likely substantial cost; and collectively the resulting harm
may exceed that of the attack itself.

One response to these unintended consequences may be to preclude conscripts
from communicating directly with competitors and instead require screening
procedures. However, screening and similar procedures that required the insertion
of third parties would introduce additional levels of complexity, delay and expense
into situations that require immediate and efficient response.

X. COMPENSATION

As we explain below, compensation issues arise both for conscripted individuals
and for third parties involved in a cyber conflict event.

Conscripts generally receive compensation from the military and forego the income
from their pre-conscription private employment; this is considered to be a cost of
citizenship. Reservists are typically paid at military scales while activated, although
some employers may continue to supplement their compensation as a form of
social responsibility.
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There is, of course, a risk that an employer will terminate a conscripted employee
because its business needs will continue to require services even if an attack
occurs. Termination in this context is unlikely, however, because of the shortage of
skills in the market place, the probable short activation period, the training and
other transaction costs involved, and the likelihood that the replacement would also
be conscripted. In light of these factors, it would not appear that either efficiency or
equity would require special compensation provisions for conscripts.

The discussion above noted several situations in which a conscript’s performance
of his duties may cause his employer and/or third parties to incur costs or lose the
benefits of bargains. These losses would result from the practical relationship
between conscripts and IT technology typically owned by employers and those
other entities. Given those financial consequences, owners of IT assets used by
conscripts or infringed upon in the execution of orders might seek compensation
from the government.

Estonia’s Constitution, like the constitutions of many other countries, prohibits the
government from taking private property unless the taking is in the public interest
and for fair and immediate compensation. The taking or destruction of property in
the course of warfare, however, is generally not considered to be a “taking” for
such constitutional purposes [8]. Moreover, an asset-owner would not seem to have
an equitable claim for compensation when the conscript is defending the owner
itself.

On the other hand, the complexities of intellectual property law and the technology
involved may counsel, as suggested above, including in the conscription
legislation, an explicit grant of non-exclusive licenses to the government either at
no cost or at a cost to be determined after the use is completed. Such explicit
treatment would tend to reduce doubt, confusion and litigation and set the
framework for consensual resolution of the appropriate amount of compensation
that the government should pay for its requisition of assets for the war effort.

XI. CONSCIENTIOUS OBJECTION

Like many other countries, both Estonia and the United States recognize the right
to refuse to serve in the military “for religious or ethical reasons” [9], [10]. If these
or other countries decide to implement a conscript-style cyber corps, the issue of
conscientious objection may arise. Since a cyber corps conscripts civilians into
military service, the basic legal premise for conscientious objection seems to be
established in this context. An issue may arise, however, as to whether
conscientious objection is appropriate in conscription for cyber warfare.

Historically, conscientious objection was primarily based on religious or

philosophical objections to the “obligation to use lethal force” [11]. While it is
certainly possible that cyber attacks could result in a loss of life, the nature of cyber

11



combat is notably less lethal than kinetic warfare. This might, or might not, result
in a lesser incidence of conscientious objection in this context. It also might, or
might not, require countries to determine how traditional principles governing
conscientious objection apply to cyber warfare.

x11. CONCLUSION

Our purpose in writing this paper is to identify many — but undoubtedly not all — of
the legal issues that are likely to arise when a country elects to implement a CDL-
style civilian cyber defense corps. Certain of the issues that will arise in a particular
instance will, at least to some extent, be specific to the laws of that nation-state.
Based on our research, though, we believe many of the issues are likely to be
consistent, at least in countries that clearly demarcate civilian and military spheres
of operation. It may be possible to address the more generic issues with
international agreements or, perhaps, a template of model laws similar to the
Toolkit for Cyber crime Legislation developed by the United Nation’s International
Telecommunication Union [12].
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numerous host-based system is error-prone, complex to manage and often
poorly scalable in large environments. Only if it is indispensable, host-
based agents should supplement the network-based core system.

5. Cross-evaluation and distribution: The upcoming threats and challenges
require an exhaustive use of behavior-based techniques. Therefore, the
related false alert rates have to be reduced. By examine ingress traffic and
the correlation of anomaly detection alerts of administratively disjoint
domains, the false alert rate can be reduced significantly and abnormal
data and Zero Days can be detected [73].

6. Active and automated prevention: The system must be able to carry out a
completely automated operation. On the one hand, the amounts of data,
connections and speed of actions are already too high to be able to permit
a reasonable manual interaction. On the other side, especially in the area
of DLP, a beginning leakage of data must be stopped as early as possible.
The loss of reputation after losing data will often be more expensive (e.g.,
see [16]) than the costs caused by an misleadingly activated interruption
of a single connection. Of course, the probability of a wrongly dropped
connection must be very low.

V. ARCHITECTURE OF A NEXT-GENERATION IDS

To fulfill the requirements presented in Section 4, an architecture for a Next-
Generation IDS is presented. An abstract view of the architecture is shown in
Figure 2.

Figure 2. Layers of a Next-Generation IDS.

161



The system consists of three main parts, Early Warning, Intrusion- and Extrusion
Detection. The different parts can be implemented distributed and autonomous. An
EWS has to be integrated comprehensive over the Internet. Event correlation,
anomaly detection and inter domain cross correlation can be used to detect new
threats. This knowledge can then be used to secure other, yet not affected sub-
networks in the Internet. The main purpose of the EWS is the detection and
prevention of automated and undirected attacks.

The Intrusion Detection is carried out as NIDS. Multiple detection techniques have
to be combined: A behavior-based analysis of the network traffic is done to detect
known as well as new, yet unknown threats. The needed model has to be built in an
unsupervised fashion in such a way, that no endangered learning phase is needed.
If the learning phase cannot be eliminated completely, in contrast to most existing
systems, malicious instead of benign data can be used (inductive anomaly
detection). Cross-site correlation between systems and networks can be used to
reduce the false alert rates of the anomaly detection efficiently. Statistical
evaluation has to be done to cope with encrypted traffic. Additional, specialized
host-based autonomous agents can be used to assist the evaluation. E.g., agents
with state-based detection techniques can be used to identify critical states in a
SCADA network: The critical states are well-known in industrial systems,
therefore an Intrusion Detection can be realized based on a critical state analysis
[74].

Extrusion Detection is the last component. It is also integrated into the NIDS,
because due to the risk of insiders, manipulation and the administrative outlay with
numerous hosts, host-based detection is not enough. Therefore, the user- and
system-behavior is monitored by network-based sensors as well as host-based
agents.

With respect to the current research and developments, several open issues arise,
especially in the area of In- and Extrusion Detection in encrypted environments.
Especially the claim of not using payload-related data to be able to cope with
encrypted communication, targeted attacks and unknown threats is rarely address
in current research (e.g., see [75]).

There are three basic approaches to carry out Intrusion Detection in encrypted
communication, namely:

e Protocol-based: Detection of misuse of the encryption protocol

o Intrusive: Modifications of the network infrastructure or the encryption
protocol

e Non-Intrusive: Statistical analysis of encrypted traffic

E.g., ProtoMon is a system developed by Joglekar et al. [76] which instruments
shared libraries for cryptographic and application level protocols for conducting
intrusion detection. Monitoring is integrated into the protocol handling. By that,
attacks on the encryption protocol can be detected. Nevertheless, malicious
activities hidden inside the encrypted channel could not be detected.
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Intrusive techniques are used by Goh et al. They proposed an IDS for encrypted
networks which is able to analyze the payload and simultaneously maintaining the
confidentiality of the encrypted traffic [77]. The network traffic is replicated and
sent to the receiver and also to the Central IDS (CIDS). The protocol is set onto an
underlying VPN and adds an additional layer. The system is able to do payload
analysis and to keep the confidentiality, but it strongly depends on modifications of
the protocols and infrastructure. Also, additional communications protected by e.g.
SSH or TLS cannot be analyzed.

Foroushani et al. proposed a system based on the evaluation of the transferred
packet sizes and the time intervals between messages [70]. Attacks are detected
without decryption by the use of intrusion signatures which are generated from the
frequency of accesses and specifications of the TCP traffic. Anyway, because of a
high false alarm rate (about 20 % in the best case), the system is not usable for a
production environment. The system requires behavior profiles for the target
servers and the exchanged information, which are often not available.

Other work addressing IDSs in encrypted environments can be found, but to the
best of our knowledge, all of it can be assigned to one of the three categories
named before (e.g., see [78] or [79]). Thus, all of these systems are not appropriate
for the defined requirements due to the shortcomings already shown.

An important point of all behavior-based systems are the false alert rates. For a
comprehensive development of behavior-based techniques in productive
environments, false alerts have to be minimized. The idea of a correlation of
ingress traffic from different domains is relatively new and shows promising first
results. Boggs et al. were able to demonstrate a Proof-of-Concept with pretty small
false alert rates [73]. Further investigations are necessary to improve the shown
principles and make them usable for the defined requirements.

In the recent area of DLP, most of the proposed systems are host-based and not
able to operate only on a network-based installation (e.g., see [80-82]). Extrusion
and data leakage detection is a crucial part of a Next-Generation IDS. Therefore,
these techniques have to be analyzed regarding the capability to be adapted to
network-based systems.

vi. CONCLUSION AND FURTHER WORK

In the paper, an overview of todays most important security threats was given and
observable tendencies were shown. State-of-the-Art IDSs, DLPs and EWSs were
presented and their shortcomings analyzed. After that, the requirements for a Next-
Generation IDS were derived. The papers shows the open issues and wherever
available, recent research addressing these topics. The most important and yet
unsolved requirements in the area of encryption and behavior-based analysis were
lifted out.
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Abstract- Autonomous Baiting, Control and Deception of Adversarial Cyberspace
Participants (ABCD-ACP) is an experimental defensive framework against potentially
adversarial cyberspace participants, such as malicious software and subversive
insiders. By deploying fake targets (called baits/stimuli) onto a virtualized
environment, the framework seeks to probabilistically identify suspicious participants
through aggregate suspicious behavior, subvert their decision structure and goad them
into a position favorable to the defense. Baits include simulating insertion of readable
and writable drives with weak or no password, marked doc/pdf/txt/exe/cad/xls/dat
files, processes with popular target names and processes that detect thread injections.

This approach bears some similarities to the concept of subverting an enemy's OODA
(Observe, Orient, Decide, and Act) loop, an information warfare strategy which seeks
to proactively influence and change enemy behavior. By controlling perception of the
environment, this approach similarly seeks to influence adversarial participants’
decision complexity, noise levels, effectiveness and ultimately their ability to fulfill their
mission. This is a work in progress: The conceptual framework is described, and
implemented baits and preliminary empirical results are presented.

The long term project end vision is an autonomic framework playing a repeated,
dynamic, imperfect information, non-cooperative stimuli-response game which
probabilistically identifies, then impedes, quarantines, subverts, possibly attributes and
possibly inoculates against suspected adversarial cyberspace participants.
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I. INTRODUCTION

It is written that a person’s character may be recognized by how he handles
alcohol, his conduct in financial matters and his anger. In other words, behavior
shown in certain situations gives insight into character. A cyber-defensive
approach in the form of a behavioral stimuli-response framework is presented in
this paper. It should be noted that is work in progress.

Why is this needed? It is needed as an addition to Defense-in-Depth. The empirical
performance of the first line of defense - anti-viral (AV) byte signature blacklisting
- has been steadily declining. Independent laboratory test results over a period of a
decade have shown a steady rise in false negative rates, i.e. failing to detect
malicious code. The average miss rate of even previously submitted malicious code
hovers in the double digits. In 2010, after failing to update static signatures for just
one week, the best AV tested missed 37%, the worst between 60% and 90% (see
TABLE L. ).

TABLE L DETECTION RATE RANGES OF SIXTEEN TO TWENTY POPULAR AV SCANNERS [1]
Report Date | AV Signature Update | Malicious Code Corpus Date | False Negatives (%)
2010/11 Aug. 16th Aug. 17th-24th [38-63]

2010/08 Aug. 16th Aug. 6" [0.2-19.1]

2010/05 Feb. 10th Feb 11th-18th [37-89]

2010/02 Feb. 10th Feb. 3rd [0.4-19.2]

2009/11 Aug. 10th Aug. 11th-17th [26-68]

2009/08 Aug. 10th Aug. 10th [0.2-15.2]

2009/05 Feb. 9th Feb. 9th -16th [31-86]

2009/02 Feb. 9th Feb. 1st [0.2-15.1]

2008/11 Aug. 4th Aug. 4th -11th [29-81]

2008/08 Aug. 4th Aug. 1st [0.4-13.5]

2008/05 Feb. 4th Feb. 5th -12th [26-94]

2008/02 Feb. 4th Feb. 2nd [0.2-12.3]

In addition, recent advances in formal computer virology show that detection of
malicious code that poses the most problems (staged downloads and interactive)
cannot be accomplished in linear time and enters the realm of exhaustive search
space and undecidability. Reference [2] proved that detection of interactive
malicious code is at least in complexity class NP oracte)’(NProracle))

This is no accident since the design and implementation of modern malware seeks
to specifically undermine the information gain of static signature approaches, in
effect presenting the defense with Halting-type problems. The reverse is not true:
From the point of view of adversarial participants, cyber-targets are pathologically
honest and do not systematically confuse adversarial participants with high entropy
schemes.
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This paper’s view is that defenses have to adopt similar comprehensive
dissimulation and deception stances on cyber-targets and embedding
environments. By turning the tables on potentially Adversarial Cyberspace
Participants (ACP), their code footprint, decision complexity, noise levels and
uncertainty about the ‘real’ view of the cyber-environment are increased, thereby
giving defenses more temporal and spatial leeway. This experimental framework is
not meant to substitute for but rather complement traditional blacklisting byte
signature based mitigation approaches whose limitations are well-known [3].

1. PRIOR WORK

This paper emphasizes the primacy of ACP control flow subversion through
judicious manipulation of the environment’s observables. In the realm of best-of-
breed static structural signatures, [4] extracted malware family signatures using
maximum graph homomorphism between the function callgraph of two
executables. The flowgraph structure and its code ‘neighborhood’ were used to
develop an opcode-sequence agnostic graph hash for fast approximate comparison.
The intersection of known family members subsequently generated the family
superstructure signature. Such a signature extracted automatically from 15 variants
of the polymorphic malware family ‘Swizzor’ was able to recognize 900 additional
variants (in a sample of 20,000 unsorted pieces of malware) with no false positives.
However, this approach required pertinent structural information to be recovered; a
proposition that does not hold with malware that purposely obfuscates its control
flow structure.

This paper also posits ACPs (especially malicious software) to be sensitive to real
or perceived operating environment changes. For evidence consistent with this
assertion, the reader is referred to the 2005 analysis of the Slammer worm, in
which complex dependencies between user/kernel processes and threading are
described, as well as the 2008/2009 Conficker A worm, which exits upon detection
of a Ukrainian keyboard locale [5] [6]. In a comprehensive 2008 empirical study,
[7] investigated the environmental awareness of modern malware by measuring the
deterrence value of imitating virtual machines and debuggers through light-weight
registry key insertions, system call hooking (e.g. CheckRemoteDebuggerPresent()
set to TRUE) and process generation (e.g. a process named OllyDbg, a popular
debugger). Of the 6205 malware samples, about 25% reduced their malicious
behavior through these light-weight techniques.

This paper’s approach furthermore seeks to draw ACPs into a repeated stimuli-
response game with the expectation that its dynamic behavior can be influenced
quicker than non-malicious participants. In a comparative analysis of malicious
and non-malicious software, [8] showed through statistical static structural analysis
that malicious code tended to have a lower basic block count, implying a simpler
decision structure: less interaction, fewer branches and limited goals compared to
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non-malicious software. This suggests that malicious code can be ‘outplayed’ by
exploiting this simpler decision structure.

From an implementation point of view, honeypots and honeynets - simulated
decoys that detract from 'real' networks, hosts and services — are well known
examples of ‘morphing the network’, i.e. changing the perception of the network’s
makeup. Reference [9] implemented a highly scalable, parsimonious hybridization
of low- and high-interaction honeynets that doubled as a platform for malware
collection. He suggested it to be used as part of an automated, next-generation
system to stop botnets. Ad-hoc hot patching, as well as randomization techniques
(randomized heap/stack/library positioning at compile, link and load times) are
incorporated into modern operating systems like Windows Vista/7 [10].

Lastly, probabilistic identification and control of hitherto-unknown/unseen threats
serves to enhance situational and behavioral awareness on a host, network and
mission level. In this, this project complements other efforts in US military
domains: DARPA’s Integrated Battle Command (BAA 05-14) gives decision aids
for battle operations, DARPA’s Real-Time Adversarial Intelligence & Decision
Making (BAA 04-16) tries to help battlefield commanders compute and counteract
threat predictions in tactical operations. Lastly, Israel’s Virtual Battle Management
Al - a defense system designed to handle situations that exceed the physiological
limits of human command in case of a doomsday strike - mirrors most closely the
project end vision [11].

1. DESIGN OF FRAMEWORK

The Gameboard consists of a virtualized operating environment (a Windows XP
SP2 VM) which is ‘morphed’ by the Defender. Morphing means that from the
point of view of Gameboard participants, the environment (or merely its perception
by the participants) is altered via stimuli in order to provoke a reaction that could
be used for identification. Stimuli (such as a .pst file, a simulated network drive, or
a process named iexplore.exe) are introduced to induce potential adversarial
participants (both humans and programs) to ‘show their colors’ (see Figure 1).
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Figure 1: Notional Gameboard illustration. Stimuli (e.g. fake network drives, fake processes with
names of popular applications, AutoCad files) are deployed and participants’ responses to the baits
evaluated.

Conceptually, a repeated, dynamic, imperfect information, non-cooperative
stimuli-response game is played on the Gameboard. The players in the game are
{Defender} versus {Participants}. All Participants (benign or malicious) are
situated within the Gameboard (the VM). The Defender is situated outside the
Gameboard to hide some of its footprint, but it has the ability to introduce
baits/stimuli, change (real or perceived) macroscopic Gameboard parameters,
gauge responses and initiate defensive moves.

The game's first goal is to judge whether after several rounds of the stimuli-
response game the aggregate evidence warrants classifying a participant’s observed
behavior as adversarial. The concept of aggregate evidence borrows from
Whewell’s “Consilience of Induction”, in which the convergence of several,
ideally independent hypotheses serves to strengthen that conclusion [12]. Upon
probabilistic identification, the game’s second goal is to engage appropriate
defensive measures to impede, quarantine, and subvert the ACP threat.

The working assumptions are as follows:
1. From observations of triggered stimuli and responses, uncertainty anent
unknown intent can be reduced. In particular, potential adversarial

participants can be probabilistically identified.

2. Defender can control the runtime behavior of ACPs by influencing what
Participants perceive within the Gameboard.
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A. Baiting Adversarial Cyberspace Participants

The repeated stimuli-response game can be conceptually decomposed as follows:
A Defender conversation consists of a high level scenario which is either
preemptively engaged, chosen by the user, or activated by other defensive systems
(such as an NIDS). Conversation examples include "Worm", "Rootkit", “Bot",
"Trojan", "Trusted Insider", "Hapless User" and more.

A Defender scenario informs one or more engagement types. Engagement type
examples include “Offer spread vectors”, “Offer confidentiality vectors”, “Offer
reconnaissance vectors”, ‘Present weakened defenses”, “Change system
parameters” and more.

For each engagement type, the Defender autonomously chooses a dynamic
engagement strategy. These engagement strategies consist of a game tree aggregate
of baits/stimuli, participant responses and defensive responses. It is a dynamic
game tree since moves are generated dynamically based on observed responses to
previous stimuli.

B. Controlling and Deceiving Cyberspace Participants

Collberg's atomic primitives constitute abstract categories of defenses and are
subsequently used as a blueprint for defensive responses upon probabilistic ACP
identification [13]. These primitives are cover, duplicate, split/merge, reorder, map,
indirect, mimic, advertise, detect/ response, and dynamic. The framework’s
adaptation of some of these primitives is given below:

Quarantine [Indirect]: Defender moves ACP to an instrumented but isolated
platform in order to learn more about its behavior.

(Self-)termination [Tamperproof]: Defender terminates ACP or induces its self-
termination. In addition, the Defender may simulate termination of benign
components as a strategic mimetic move (such as unlinking it from the process
table).

Scarcity [Mimicry, Tamperproof]: Defender presents the Gameboard in a
“critical” or “strained” state in an effort to violate ACP’s expected usage scenario
(e.g. 99% memory utilization, heavy network congestion, no heap space left) [14].

Subversion [Tamperproof]: Data-taint/poison the input to ACPs in order to create
an attribution trail (e.g. email bugs in .pst files). This is especially important for
military defense systems, where attackers try to plausibly deny responsibility
through one or more levels of indirection.
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C. Composition of Context-Sensitive Interactions

It is an open research question whether engagement strategies can be derived from
first principles (i.e. formal malware models [15]). Similarly, it is not clear a priori
which set of defensive responses is best suited for which ACP classes. Empirical
sandbox observation of 10,000s of malware samples (exhibiting a wide variety of
behaviors) was scheduled, and samples were procured from a friendly malware
repository, http://offensivecomputing.net. It turned out that lack of sample
metadata (names were hashed) hindered the establishment of ‘ground truth’
(known identities of the control samples) anent the engagement strategies and the
defensive responses. Hence, a systematic evaluation of the dynamic compositional
question and concomitant quantitative measurements has not yet been undertaken.

D. Views of the Gameboard

Since they are situated within the Gameboard, all Participants have a view of the
Gameboard, but not necessarily the same in terms of scope and fidelity. In
particular, Participants’ views and subsequent behavior are constructed by
interacting with the Gameboard (checking if a certain process is running for
instance).

Defender's view: All of the Participants’ behavior unfolds over time. Some
behavior on the Gameboard is benign, while some is potentially adversarial. Some
behavior is seen by the Defender via baits that are triggered, while some behavior
will not be seen. The Defender engages in conversations with Participants to figure
out potential benevolence/malevolence.

Participant's view: The interactions between the Defender (through the
Gameboard morphing) and the Participant influence the Participant’s perception of
the environment and, as posited, subsequent Participant behavior. This behavior
may in turn influence the Defender's strategies, and so on, until identification
decision thresholds are reached and defensive responses are engaged.

E. Goals of The Defender

Drawing from prior experience and input from stakeholders, a list of Defender
goals was assembled, in descending order of importance. These goals influence
both the nature of the baits/stimuli injected into the Gameboard, the timing of their
deployment, as well as defensive responses.

Mission Continuity: Defender should not self-sabotage or sabotage the mission of
benign Participants in the Gameboard. The primary goal of any defense is to
sustain the mission. Mission continuity constraints include but are not limited to:
sustaining mission availability, confidentiality, integrity, and command and control
authenticity.
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Actionable Information Gain: Defender’s responses should be geared towards
reducing uncertainty and learning more about potential ACPs. This is in part
accomplished by the interactions in the dynamic game. In addition, freezing the
Gameboard and migrating the ACP threads into a more highly instrumented
environment is being explored.

Defender Stealth: Potentially adversarial participant should remain unaware of
Defender’s observation and manipulation of ACP’s perception of the Gameboard.
This is accomplished by positioning the Defender outside of the Gameboard and by
randomizing design and implementation aspects of the baits.

Subversion: Defender responds in such a way as to repurpose the adversarial
participant for the benefit of the Gameboard’s mission. One possibility is supplying
the ACPs with specially crafted random input, which has been shown to crash in
other contexts between 25%-40% of given applications [17][18].

Participant Attribution: Defender responds in such a way that attribution of an
adversarial behavior source is made more likely (e.g. smart watermarking/
poisoning of data).

Inoculation: Defender may be able to synthesize a general modus operandus over
observed behavior for the purpose of inoculation: Through judiciously chosen baits
the traversal of appropriate control flow paths in the ACP is induced. This is in
keeping with the light-weight shutdown results of [7].

1Iv. IMPLEMENTATION OF THE FRAMEWORK

The Defender needs to influence and control the Gameboard environment in a way
that is transparent to the Participants. The VM Ware platform was chosen due to its
market share and proprietary design. Unlike Bochs or Qemu, VMWare's code is
not normally available, forcing manipulation of the VM from the ‘outside’, with no
detectable footprint in the Gameboard besides the baits. Since there are numerous
robust VM detection approaches, it is reasonable to assume that Participants can
ascertain whether they are running in a virtualized environment [19]. As virtualized
execution environment are becoming more commonplace with the push towards
large-scale virtualized commercial environments, this is a reasonable extension and
benefits the scheme.

A. VMUtils library

VMware’s VIX API is used to control the Virtual Machine [20]. Since VIX is still
in flux, further modifications led to the development of the library VM Utils.

VMUtils wraps a number of VMWare’s VIX library functions in order to simplify

calls to the VIX API. An example is getting a handle for a VM which previously
consisted of multiple lengthy and confusing VIX API calls, all of which had to be
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paired with additional error checks. ~The VMUtils library abstracts bait
implementation away from the Defender’s engagement strategies and allows for
bait design through a mediate layer. This is also useful for a centralized VM
administration approach like VMWare Server. Alternatively, a conventional
network-based communication API could be substituted in place of VMUtils.

B. Baits/Stimuli

Baits/stimuli seek to alter the perception of the operating environment (i.e. ‘morph
the Gameboard’) in order to induce tell-tale behavioral responses from potentially
adversarial cyberspace participants. Some changes in the environment are
lightweight, sometimes they are entirely simulated:

Simulating insertion of readable and writable media

Simulating creation of Network Drives with weak or no password

Planting marked doc/pdf/txt/exe/cad/xlIs/dat files

Planting bank cookies

Creating fake processes with names of popular AV programs

Creating processes to detect thread injection

Navigating a browser to Microsoft Update/AV sites (to see whether

access to these sites is blocked)

e Navigating a browser to a bank site to see if participants attempt a XSRF
attack

e Navigating a browser to a social network site known to be vulnerable to
XSS attacks

e Simulating a particular bot client

e Slowing down or speeding up Gameboard system time

A robust bait portfolio must give quantitative metrics on adversarial participant
specificity and sensitivity: Low false positives are desired (i.e. does it flag
benevolent participants as adversarial?), as well as low false negatives. This is
ongoing empirical work and has not yet been addressed. The baits developed and
deployed to date are described below.

1)  Dummy Process

A dummy process execution and monitoring bait was implemented first. A well-
known ACP tactic is, after infecting a machine, to turn off or uninstall AV
software. This bait hence targets the self-defense trait of ACPs by executing a
number of bait processes named after popular AV programs and monitors them for
execution disruption. Alternatively, it is possible to implement a callback-model
for the dummy process baits: the bait program creates new threads for each new
bait AV process started within the Gameboard, then makes the thread wait for an
exit code from the bait process. The later design was chosen.
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A list of common AV process names (e.g. avguard.exe) was compiled into a config
file, which is read by a baiting program. The baiting program then renamed the
dummy process, copied it down to the Gameboard, and executed the bait AV
process. By waiting for exit codes from the processes running in the VM, the
Defender determined if any (and how many) baits were tripped — in other words,
which bait AV programs were terminated.

There are very few legitimate reasons (Force Quit, for instance, being an
exception) a non-malicious program would kill a running process of a common
AV. Intuitively, this bait has high malicious code specificity. It may have low
sensitivity depending on how many ACPs attempt to terminate the dummy
processes.

2) Network Shares

Another common ACP tactic is spreading via network shares. A mechanism was
implemented to mount and remove network shares and monitor them for access;
the rationale being that spreading is common for malicious code with network
shares representing tempting targets. A Defender directory was mapped to a
network drive on the Gameboard. The directory was monitored for changes,
immediately alerting the Denfender if an attempt was made to write to the network
share.

Since USB keys were used by Conficker and the 2008 Central Command attack for
spreading, attempts were undertaken in conjunction with the network shares. It
turned out to be harder than anticipated, due to the way VMWare handles USB
devices.

3) Data and System Files
A similar mechanism can be used for bait files. As the January 2010 Aurora attack
showed, industrial espionage targets the confidentiality of intellectual property,
such as AutoCad design files. By data-tainting a seemingly high value file, it is
hoped that an attribution trail can be established. Steganographic means may be
pursued, but a simpler mechanism was chosen for proof-of-concept.

A data file was created on the host machine containing a bogus .gov or .mil email
address (or other attractive metadata), then copied into the Gameboard and
monitored for activity. This bait aims to coax out malicious actions of potential
ACPs: Some instances of malicious code will search a filesystem looking for
anything that looks like email addresses, accounting spreadsheets, Outlook .pst
files or other data files. Using the same monitoring program from the network
share bait, this bait would be tripped on file access or, at a later point in time, by
bogus email usage. Although this bait is straightforward to implement, it may have
lower specificity due to installed indexers like Google Desktop. This mechanism
may also be applied to sensitive system files, complementing Windows File
Protection.
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4) AV Sites
Editing the Windows Hosts file is a way that malicious code will attempt to block
web access to AV websites. This is an example of an ACP’s self-defense trait with
high specificity.

A bait program was written to test connectivity to many known AV websites. The
bait program read URLs from a config file and sent http requests to the web-server
from within the Gameboard. The first request was sent to the URL; then, using an
external DNS server, the same request was sent to the corresponding IP address.
Return codes were then compared to determine if malicious code had tampered
with web requests. If no determination could be made, a HTTP request was sent by
the Defender from the outside and used as a control to compare the previous
samples taken from within. Determining whether malicious code is interrupting
connections to AV servers constitutes a highly specific indicator of malicious
behavior. In 2010, a similar method was used for the Conficker Eye Chart test to
test for Conficker infection.

5) User Activities
Another scheme is to simulate normal user behavior to coax out malicious ACP
action. Any form of day-to-day user activity might constitute a trigger for
malicious code. Such activities include, but are not limited to, checking email,
program execution, online banking, or social networking. These activities are
simulated and monitored for interruption or abnormal execution.

As a proof of concept, Visual Basic (VB) scripts were used because of the tight
integration with Windows and the MSDN references [21][22]. These scripts were
deployed onto the Gameboard. Although this needs to be verified empirically, the
script’s execution isn't likely to be detectable with an acceptable false positive rate
by malicious software because MS Windows’ handling of VB scripting through
wscript.exe. The observable change the ACP sees is wscript.exe running, but there
is no straightforward way to tell what it is doing or that it is a Defender's bait
script. An example is given in Figure 2, a Yahoo login script controlling a Firefox
browser.
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