	One-day Seminar
Legal Aspects of Cyber Defence 




Training objectives

“Legal Aspects of Cyber Defence” is a one-day seminar held prior to the “Cyber Conflict Legal & Policy Conference” in order to offer a compact introduction to issues such as cyber incidents, cyber crime and cyber warfare. The training aims to complement the debate on a multidisciplinary approach to cyber conflict management by proposing lectures of international professionals addressing various fundamental interrelated legal aspects of cyber security and cyber defence. The lectures and following discussions serve as both an informative presentation of the growingly complex legal issues of cyber defence for independent audience and a perfect kick-off for the conference attendees.    

Training audience

The training program is designed to precede the Cyber Conflict Legal & Policy Conference and thus targeted to professionals interested in IT law, cyber security and cyber defence. The training is also open to independent audience not taking part of the conference.  

Schedule
8th September 2009
08:40
Arrival at Headquarters and Signal Battalion, Filtri Rd 12, Tallinn

09:00
Lecture 1 – Frameworks for International Cyber Security (Eneken Tikk, CCD COE)

09:45
Lecture 2 – Cyber Law in the US (Dan Ryan)
10:45
Coffee break

11:15
Lecture 3 – EU Information Society Legal framework (Eneken Tikk, CCD COE)

11:45
Lecture 4 – Criminal Law and International Criminal Cooperation (Markko Künnapu, Estonian Ministry of Justice)

12:30
Lunch

13:30
Lecture 5 – Critical Information Infrastructure Protection Law (Maeve Dion)
14:15
Lecture 6 – Cyber Attacks and Law of Armed Conflict (Thomas C Wingfield)
15:15
Discussion and summary
Practicalities

The training takes place on the premises of the Headquarters and Signal Battalion, the Cooperative Cyber Defence Centre of Excellence, Filtri Rd 12, Tallinn. The participants are kindly asked to gather at the security gates at 08:40. Please take along a valid ID. For registration and information, please contact Ms Anna-Maria Talihärm (anna-maria.taliharm@mil.ee) and provide your ID number and the country you are representing.
