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Abstract 
Cyber Initiatives are best described in a continuum of solutions that range from Cyber Security to 

Cyber Operations.  Additionally, Cyber Initiatives must be considered in the context of its 

supporting cyber domain.  These cyber domains include Cyber Warfare, Cyber Homeland Security, 

and Cyber Law Enforcement.  The specific instantiation of these solutions are dependent the 

underlying cyber domain. 

This paper describes a concept for defining command and control, within a Cyber Warfare domain.  

The concept includes the basis for future doctrine, a definition for a proof of concept, and an 

implementation pattern for future cyber command and control systems.  While this paper focuses 

on the domain of Cyber Warfare, many of the underlying constructs apply broadly across all cyber 

domains.   

The DoD Dictionary of Military and Associated Terms defines Command and Control (C2) as “the 

exercise of authority and direction by a properly designated commander over assigned and 

attached forces in the accomplishment of the mission...”  This definition provides a general model 

for C2; however the C2 functional domain is a significantly richer body of knowledge that includes 

Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel and Facilities 

(DOTMLPF) for operational domains (i.e. Air Operations, Ground Operation, etc).  Integrating Cyber 

Warfare as an operational domain into the broader C2 functional domain is the key challenge 

addressed in this paper.  This paper focuses on the following components of DOTMLPF. 

 Doctrine –addresses the much needed Tactics, Techniques and Procedures (TTPs) for 
operating in a cyber realm. 

 Organization – defines the organizational structures needed to successfully implement a 
cyber warfare organization, specifically the work BearingPoint is doing for the Army G2 
for cyber operations. 

 Materiel – describes a reference model / implementation pattern for implementing 
future cyber command and control systems. 

 Facilities – illustrates the types of facilities (i.e. Network Operation Centers, Security 
Operation Centers, and Cyber Space Operation Centers) and the processes for 
federating across agency / organizational boundaries. 

Additionally, the implementation pattern described in this paper depicts an open architecture / 
open standards approach to integrating existing network and security resource in order to ensure 
interoperability and collaboration.  This implementation pattern focuses on the following: 

 Cyber Situation Awareness – COP and UDOP 

 Cyber Incident Detection and Response 

 Cyber Collaboration incorporating Web 2.0 and Web 3.0 technology 
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