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Since the large-scale cyber attacks on Estonia’s government, telecommunica-
tions infrastructure, banks and online media in 2007, the global perception
of cyber threats has drastically changed.! Politically and ideologically moti-
vated cyber attacks on critical infrastructure have been a wake-up call for
security experts and have shown there is a price to pay for an advanced
information society. More recent cases such as Aurora (the 2010 attacks
against Google and other corporations in China), Conficker (a computer
worm targeting Microsoft Windows, detected in 2008) and Stuxnet (a worm
targeting the Iranian nuclear programme) show that cyber crime continues
to increase in sophistication.?

Before the Estonian incident, organisations tended to treat their risks
and arrangements in isolation. Cyber security was merely the sum of indi-
vidual contingency plans having little to do with more systemic risks. What
coordination of defences existed involved developing uniform and stand-
ard solutions rather than plans or capabilities for coordinated action. Since
2007, however, the United Nations, NATO, the European Union, OSCE and
other international organisations have introduced new cyber-security poli-
cies or revised existing ones. The concept of cyber crime has been expanded,;
Estonia, for example, amended its penal code to criminalise computer crime
against critical information infrastructure as well as cyber terrorism.?

Other areas of policy and law, beyond cyber crime, also need to be

adapted to the new threat situation. Attacks with national-security impli-
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cations test the limits of the existing legal framework for data protection,
electronic communications and access to public information. Moreover,
nations are already developing cyber-warfare capabilities. The spectrum of
cyber conflict ranges from breaches of internal policy or regulations (not
patching software, for example) to breaches of legal obligations (such as
not reporting illegal activity) to crime to national-security threats to out-
right cyber warfare (‘cyber armed attack’). The levels and sources of law
relating to cyber security range from the soft (standards and best practices)
to organisational (contracts and internal regulations) to national to inter-
national agreements and customary law, which inform the four key legal

areas the law of network and information security

(also referred to as cyber law or information-society
Cyber attacks law), dealing with, for example, data protection,
test the /imits Of e-co'mmerce,‘ electr<')ni'c communications ar'1d ac?ess
to information; criminal law (offences, investiga-
existing law tion, cooperation); national-security law and possible
restrictions to human rights and liberties resulting
from national-security concerns; and the Law of Armed Conflict.* The spec-
trum of conflict parallels, but does not coincide perfectly with, the spectrum

of legal frameworks and remedies.
Contemporary cyber threats can only be confronted by combining
the regulation, remedies and legal practice these four key areas of law.
Ten rules focused on issues and working solutions arising from discus-
sions among experts or in the course of cyber-incident handling can be
identified.® These offer an abstract but concentrated view of the legal
issues affecting the handling of cyber incidents and cyber security in
general, and highlight the disparity between legal theory and practice.
The rules are intended to focus international debate on the quality and
interpretation of existing law rather than the need for new legal frame-
works. Several issues sometimes considered as legal, such as attribution,
identification or criminal cooperation are, as a matter of fact, related to
political or technical aspects and need to be considered from the per-
spective of constructive solutions. Several issues seen as challenges for
new legislation, for example data protection or Internet service-provider
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(ISP) liability, can, moreover, be solved through interpretation of or
simple exceptions from existing legal constructs instead of a wholly new
legal approach.

The Territoriality Rule

Information infrastructure located within a state’s territory is subject to

that state’s territorial sovereignty.

In view of the global nature of cyber threats, there is on-going debate over
whether territoriality-based legal frameworks can cope, but the lessons of
Estonia, Georgia and other major cyber incidents show that nations can and
must make better practical use of the legal remedies and concepts avail-
able under national law by fine-tuning their national regulations. Electronic
communications, criminal sanctions, investigative authority, cooperation
with ISPs and many other essential elements of successful cyber defense
depend on the quality of the national law. Until the options for implemen-
tation and interpretation of national legal instruments are exhausted, it is
difficult to determine what, if any, remedies need to be agreed upon on the
international level.

Cyber infrastructure is subject to the jurisdiction of the flag state and
is subject to the sovereign prerogatives of that state. Every government
can exercise effective control over the IT infrastructure located on its
territory, for example by ensuring the availability and quality of logs,
maintaining an overview of the providers of electronic communications,
developing an understanding of threats and capabilities existing within
its jurisdiction to cope with and manage incidents, and balancing the
development of the information society with the interests of national
security.

The territoriality principle empowers nations to impose their sovereignty
on information infrastructure located within their territory or otherwise
subject to their jurisdiction. The responsibility of a state for securing its own
networks is supported by the internationally recognised concepts of non-
intervention and sovereignty.®




































